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Current status of Privacy Impact Assessment and
Al Human Rights Impact Assessment in Korea

Kim, Byung wook
Attorney, MINBYUN Digital
information committee £

o1 Risks of Al What is Artificial Intelligence?

* Owing to its broad and pervasive nature, artificial

intelligence poses risks to virtually the entire

- _/-O spectrum of human rights and fundamental freedoms.
o — Unauthorized collection of personal information and use

without user control
: — Opaque and autonomous process of parameter generation
" _\o (black-box algorithm)

— Potential threats to human life, physical safety, and privacy

* Considering Al's autonomy, opacity, and risks, after-
the-fact sanctions or remedies are not enough




02 Human Rights Impact Assessment(HRIA) for Al

* “Encourages States and, where applicable, business enterprises
to conduct human rights due diligence throughout the life cycle
of the artificial intelligence systems they design, develop,

deploy or sell or obtain and operate”

<United Nations, “Right to privacy in the digital age”, 2021>

Human Rights Impact Assessment(HRIA) for Al

* “States must conduct human rights impact assessment

for public institutions and private companies, taking into B ;

account the possibility and extent of human rights Hﬁu?\mliems V / "V
violations and discrimination, the number of affected COMMISSION | :

OFKOREA «amm.

parties, and the volume of data used in the development

and deployment of artificial intelligence.”

< The National Human Rights Commission of Korea,
Human Rights Guidelines on the Development and Use of
Artificial Intelligence, 2022. 4.>




Current Status of HRIA for Al in Korea

Basic Act on the Development of Artificial Intelligence and Establishment of Trust

(Enforced January 22, 2026)

Article 35 (Impact Assessment of High-Impact Al)

1) Al business operators providing high-impact Al products or services shall
proactively assess the impact on basic human rights (hereinafter “impact

assessment”) prior to implementation.

Current Status of HRIA for Al in Korea

Social Impact Assessments of intelligent information Services
(Article 56, Framework Act on intelligent informatization)

1. Safety and reliability of intelligent information services,
etc;

2. Impacts on the information culture, such as closing the

digital divide, protection of privacy and ethics for the

intelligent information society;

3. Impacts on the society and the economy, such as

employment, labor, fair trade, industrial structure, rights

and interests of users, etc.;

4, Impacts on information protection;

5. Other impacts of intelligent information services, etc.

on the society, economy, culture and citizens’s daily lives

Technology Assessment
(Article 14, Framework Act on Science and Technology)

1. Impact of the relevant technology on the enhancement of
benefits to citizens and on the development of relevant
industries;

2. Impact of the new science and technology on the

economy society, culture, ethics and the environments;

3. Measures to prevent adverse effects of the relevant

technology, where the relevant technology has potential

adverse effect;

4. Impact of the nature and ripple effects of the relevant

technology on characteristics, such as gender.




Current Status of HRIA for Al in Korea

Human Rights Impact Assessment Tool for AI(NHRCK)

High-risk artificial intelligence + Al introduced by public

Subject L
HBIEE institutions

Prior assessment (when the concept for Al technology
Timing  development or introduction is concrete) + regular/post-
assessment if necessary

Independent organization, either internal or external
(Departments in charge of Al ethics, human rights management,
ESG management, or a third-party organization with
independence and expertise in human rights and Al)

Conducted by

Current Status of HRIA for Al in Korea

Stage 1

Establishing the Implementation
Plan, Identifying Stakeholders, ‘ '_ Stage 2

Conducting Research Assessing and Analyzing

Negative Impacts

Stage 4
Ongoing Assessing and
Monitoring

Stage 3
Identifying preventive,
mitigative, and remedial
measures

Common: Stakeholder Participation

_‘IO_




Current Status of HRIA for Al in Korea

+ [Stage 2-Analysis and Assessment]

A. Analysis and Assessment Related to Al
Technology

— (1) Personal Information Protection

— (2) Data Management

— (3) Algorithm Performance and Reliability
— (4) Non-Discrimination

— (5) Explainability and Transparency

— (6) Degree of Automation and Human

Intervention
— (7) Security
— (8) Accessibility

— (9) License

(5) Explainability and Transparency

Q2-1-13. Is related information (e.g., logs of decision details or all changes to the system)
recorded to track the factors involved in making specific decisions (outputs) by the Al
system?

O Yes O Needs Improvement 0 No O No Information O Not Applicable

Explanation: ( )

Q2-1-14. Can the reasons or basis for specific decisions (outputs) made by the Al system
be easily explained to users or affected stakeholders?

Privacy Impact Assessment(PIA) for Al

* Risk to the right to informational self-determination Al, DATA
is a key Al risk GOVERNANCE
AND PRIVACY

* Need for complementarity and cooperation between

data protection and Al regulatory frameworks

“This analysis concludes that, despite g
challenges, Al's innovative, technological and
regulatory developments are mainly compatible
with, and can even reinforce, privacy and
personal data protection rules.”

<Al, DATA GOVERNANCE AND PRIVACY (2024), OECD Publishing>

SYNERGIES AND AREAS OF
INTERNATIONAL CO-OPERATION

OECD ARTIFICIAL '
INTELLIGENCE PAPERS (S

_’I’I_




Current Status of PIA in Korea

PERSONAL INFORMATION PROTECTION ACT

* Mandatory impact assessment applies only to public institutions

Current Status of PIA in Korea

Evaluation Sub-Area Main Evaluation Items (Guidelines)

Area

- Ensure the lawfulness of personal information processing

_m.f o ~ AlSystemTraining - Prevent unnecessary collection of sensitive information
Intelligence . ) : L
(A) and Development - Clarify retention periods for training data
- Minimize leakage or exposure of personal information due to Al vulnerabilities or attacks
Artificial - Clarify responsibilities among Al development and operation entities
Intellizence Al System Operation - Ensure transparency in personal information processing
( Agl) and Management - Provide users with guidelines for the permitted use of generative Al services

- Establish and implement measures to safeguard data subject rights

AKey revisions in PIA [PIPC]

_12_




Current Status of PIA in Korea

Privacy Impact Assessment

* No provisions for stakeholder participation in procedures

* No regulations on disclosure or verification for private sector assessments

* |mpact assessment timing limited to pre-deployment or system changes,
hindering continuous risk management

* Unclear authority of PIPC on obligation to reflect results and no sanctions for
non-compliance

B bwkim@dooyulcom [] 02-3472-2711

_13_
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DATA PROTECTION IMPACT & FUNDAMENTAL
RIGHTS IMPACT ASSESSMENTS IN EUROPE

* X %
* *

* GDPR *

x %
* g *

Anamarija Mladini¢, Head of Sector for EU, International Cooperation and
Legal Affairs, Croatian Personal Data Protection Agency
Vice-Chair of Committee of Convention 108, Council of Europe

™~ (
Croatian Personal Data Protection Agency-

Croatia: rich culture, crystal-clear sea, football passion,
1,000+ islands... and top-notch data protection




LEGAL FRAMEWORK az’-)p

Agoncla 2n zakiity osobnih podataka

v' Article 8 “Protection of personal data” of the Charter of Fundamental Rights of the European Union states:
“1. Everyone has the right to the protection of personal data concerning him or her.

2. Such data must be processed fairly for specified purposes and on the basis of the consent of the person concerned
or some other legitimate basis laid down by law. Everyone has the right of access to data which has been collected
concerning him or her, and the right to have it rectified.

3. Compliance with these rules shall be subject to control by an independent authority.”
v The protection of personal data in the Republic of Croatia is a constitutional category:

Article 37

“Everyone is guaranteed the security and confidentiality of personal data. Without the consent of the data subject,
personal data may be collected, processed, and used only under conditions specified by law.

The law shall requlate data protection and the supervision of the operation of information systems in the state.
The use of personal data contrary to the established purpose of their collection is prohibited”.

* Party to Convention 108 and 108+ : First legally binding international instrument in the field of data protection
safeguarding individuals against risks and violations arising from the processing of personal data

* Open for accession globally, making it a worldwide standard

Croatian Personal Data Protection Agency

ol "“m.'jonal nrgmk‘ﬁnn |

_ Manace W01 0I03INIS
Members of Council of Europe
North Macedonia 051252018 28202
hlbaniz B/IOVN 220712022
Poland BOS2019  10M0672020
Andorra 28/ 2079 1B/10/2022
Portugal 1011072018 Bn2023
hrmenia NN 250172022
Romania 2606020 980372042
Austria 10Nt 1307202 i Marin 6ON009 1517203
Bosnia and He‘lfr:-:l'-.:' a Sarhia

Bulgania Slowak Republic
‘ Croatia e

Cyprus g F2019 1/05/2020 Spalr 1819 2B 202

nl 18/06/2020 Swinzeriand M08 0710912023
o VR S— Non-Members of Council of Europe
France 101072018 27032023 17042023
Germany 0008 05/10/202) xi wupdtennd

310720 s50820n
Greece DRIS/2010  05/03/2025
Hungary 09/0112019 19/10/2023 Tora! numbar of signatures not foliowed by rarifications 1
leeland V112018 20/01/2023 Total number of ratifications/accessions EE)
fealy 050312015 BTN
Liechtenstein 07/12r2020 1752085
. .
Parties to the Convention 108+

Lithuania 1071072018 2310172020
Malta /0772020 021172020

Croatian Personal Data Protection Agency
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GDPR
principles

GDPR
L J

Digoniaatians must toke
reasanabile stops 1o
efmkure the necurocy of
personal data and
update it when
feckasary

GENERAL DATA PROTECTION REGULATION (GDPR)

Purpose Data
minimization

Per ori niist
b tolected) for
specied, explicit, and
leigitinote puty

Legitimate
Legitimate interests LIGL=RY  Lowtuiness

of

processing
fimitation Accountability y

Persanal data should . s Oigamsatins should
ot be rotalred for prite e complitnee
longes than necessany

Public

roatian Personal Data Protection Agency

MWews  GDPRtoplcs  Informatlon  Resources:  Login T -]

OLIVIA

Virtual assistant for GDPR compliange
GOPE R | Abot mmm

About OLIVIA

iy eigical sworke, dhe significance af Gatn protection i Smadly on the
i devl B By (Ravmm P 408 1 givee 1 Chee ptkcirity It dessirves

4 76w ¢ ARL] Consortion, COnIsting of CFGathn 0 IEtian dicd prosection
athoritis, the Facucty of Qrganiration and infarmatic - Unbrmaity of Zajtet,
Ve Unversicy Brussels, und the injveisity of Forence.

wmnnqmmmmwﬁnmmm
WA et prateeTiON TG, Thah mely Wt introchuced) 01V -3 tost
e s e GOOPS; comptianta e than ever befuril

https://olivia-gdpr-arc.eu/en

COPR tapics = Leam and Apply

atian Personal Data Protection Agency
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Croatian Pevional Data Metection Agency

azop

Agencija 7n zaiiity osonih podataka

1 August 1 November 2 February 2 May 2 August
2024 2024 2025 2018 ‘ 2027

Al Act gntered Deadling to Provisions en Codes of Praclice Deadling Guidelines on Masl pravisions an  The requirements
into force designale FRA Prohibited Al on general to designate the prachical higherisk Al for other
praclices stal to purpose Al MSA Rules implemaentalion praclices stait lo high-risk Al
apply IGRAL far notifled of the high-tisk Apply systoms safely
models bodies. GPAI Al systems Powars of FRAs componentsl
lowpected! models requiramanis starl to apply start 10 apply
povEInaAnce. lespactod) Powsrs of MSAY
conlidontiality & starl 1o apply
penalities
commence
-
CROATIAN DPA

Powers of authorities responsible for the protection of fundamental rights (Article 77)

Public authorities that monitor or enforce compliance with obligations under Union law on the protection of fundamental rights, with regard
to the use of high-risk Al systems listed in Annex IlI, shall be empowered to request and access any documentation prepared or maintained
under this Regulation where such access is necessary for the effective fulfilment of their mandates within the limits of their jurisdiction

Croatian Personal Data Protection Agency

Key challenge: ASSESSING

AND MITIGATING RISKS TO
PRIVACY AND FUNDAMENTAL
RIGHTS

_20_




ARTICLE 32 OF GDPR (TECHNICAL AND ORGANISATIONAL
MEASURES), ARTICLE 35 (DPIA), Al ACT (ARTICLES 9, 27, 43)

2. Market placement / putting Process
into service, including owner

Al system a) Supply for own use
market b) Supply for third party use

clrculation ¢) Supply for distribution
stages [

1. Pre-market 3. Post-market

Al Systam

Deployer

1 H 6 7 8
Al system life
Inception Design and || Verification Continuous || Re- Retirement
cycle stages f
develop and validation evaluation
(1S0/iEC ment validation
22989:2022)

b [

Risk
management
process scope
of application

DPIA,

Data protection activities required by GDPR

Croatian Personal Data Protection Agency

Al privacy risks and mitigations

https://www.edpb.europa.eu/our-work-tools/our-
documents/support-pool-experts-projects/ai-
privacy-risks-mitigations-large en

Success in creating Al
would be the biggest
evenl in human
history. Unfortunately, Privacy Enhancing Technologies (synthetic data,
it might also be the LLMs) - Council of Europe

last, unless we learn

how to avoid the risks.

FRIA methodology
https://www.dpdenxarxa.cat/pluginfile.php/246
8/mod_folder/content/0/FRIA_en_def.pdf

STEPHEN HAWKING

https://azop.hr/metodologija-za-provedbu-
procjene-ucinka-na-ljudska-prava-fria/

Croatian Personal Data Protection Azency

_Z’I_




ARTICLE 35 OF THE GDPR

Where a type of processing in particular using
new technologies, and taking into account the
nature, scope, context and purposes of the
processing, is likely to result in a high risk to
the rights and freedoms of natural persons,
the controller shall, prior to the processing,
carry out an assessment of the impact of the
envisaged processing operations on the
protection of personal data. A single
assessment may address a set of similar
processing operations that present similar high
risks.

Crmatlan Personal Data Protection Agency

azdp
Recital 75
Risks to the Rights and Freedoms of Natural Persons
The risk to the rights and freedoms of natural persons, of varying
likelihood and severity, may result from personal data processing
which could lead to physical, material or non-material damage, in
particular: where the processing may give rise to discrimination,
identity theft or fraud, financial loss, damage to the reputation,
loss of confidentiality of personal data protected by professional
secrecy, unauthorised reversal of pseudonymisation, or any other
significant economic or social disadvantage; where data subjects
might be deprived of their rights and freedoms or prevented from
exercising control over their personal data; ....where personal
aspects are evaluated, in particular analysing or predicting aspects
concerning performance at work, economic situation, health,
personal preferences or interests, reliability or behaviour, location
or movements, in order to create or use personal profiles; where
personal data of vulnerable natural persons, in particular of
children, are processed; or where processing involves a large
amount of personal data and affects a large number of data
subjects

Croatian Personal Data Protection Agency

DATA PROTECTION IMPACT ASSESSMENT

-template-

INFORMATION ABOUT DATA CONTROLLER

Describe the scope of the processing: what is the nature of the data, and does it include
special categories of data or the processing of personal data relating to criminal eonvictions
and offenses? For what period will you store the data? How many individuals are concerned,
and what is the territorial scope covered?

Nature of processing

The purpose of the processing 15 to devalop and continuously improve chatbot XY. Data are collectad
from three sources: public}y available information, licensed datasets, and user interactions tag!ther with
trainer feedback The data are used to train and fine-tune Al models, to improve the quality of responses,
and to ensure system security. All data are stored in encrypted form and separated according to type, such
as ra\.\ dxtl, annotations, and models. Data are deleted ﬂu'm]g’nlummted log deletion, anonyrmization or

Name Chatbot XY
Data Protection Officer John Dee
Contact details John dee@chathot.com

STEF 1: IDENTIFY THE NEED FOR A DPIA

Why do you think you need to carry out DPIA?

The described chathot project involves systematic and large-scale processing of personal data,
which creates elevated risks for individuals' rights and freedoms. Based on GDPR Article $3, a
DFIA is required when processing is likely to result in a high risk, and several risk triggers are
clearly present

[xSTEF 2: DESCRIBE DATA PROCESSING ACTIVITIES

Describe the nature of the processing. How will you collect, use, store, and delete the data? What
is the source of the data? Will you share the data with anyone? For which types of processing is
there a likelihood of a high risk to the protection of personal data?

Te develop and continuously improve the XY chathot, we tran the Al model on large amounts of data,
which also  mcludes personal data  We collect data  from  three  sources:
Data publicly available on the internet; Licensed datasets, Information from our users or algorithm trainers,
In order to improve the responses provided by our chathot, we employ staff who give feedback on how the
chathot reacts to queries and what kind of answers it should prm‘ide in eertain situations. In addition, to
train our Al models, we also use conversations between users and the chatbot, noting that these data go
through a filtering process, e, the removal of personal data.

We do not share personal data with third parties. In the case of traiming Al algorithms on data from publicly
available sources, there are certain high risks for data subjects’ rghts to the protection of personal data,
which are addressed in the continuation of this form. We retain personal data only for as long as it is
necessary to fulfill the purpose for which they were collected

of training sets, and erasure upon a user's request. Personal data are not shared with
I}nn:l parhes except with trusted processors such as cloud providérs under appropriate agresments.
Processing operations that may present a high nisk include large-srale uze of public dats, possible
mnclusion of special categories of data, automated decision-making, reuse of user conversations, and cross-

border transfers.

Scope of processing

The processing includes user queries, chathot responses, technical metadata, and trainer annotations,
Special categories of data or data relating to erirmunal convictions are not intentionally eollected, and filters
are applied to remove themaf detected System logs are retamned for up to 90 days, training data for up to
12 menths, and modsl artifacts for 15-24 months, The number of affected data subjects is estimated at
between 100,000 and 1,000,000 users annually, The territorial scope of the processing is primarily within
the EEA, with possible transfers outside the EEA subject to appropriate safeguards.

Describe the context of the processing: what is the nature of your relationship with the
individuals? How much control will individuals have over the processing? Would they
expect you to use their data in this way? Does the processing involve children’s data or other
vulnerable groups? Have there been any previous concerns about this type of processing or
security shortcomings? At the time of processing, are there any issues of public interest that
you should take into account? Is there an approved code of conduct or certification scheme
in place within your erganization?

Our relationship with individuals is that of a service provider offering an Al chatbot. Users interact
voluntarily and have control through GDPR rights such as access, erasure, and opting out of
training use

Users can reasonably expect their data to be used to provide responses and improve the chatbot
when transparently informed. The processing is not intended to include children or other
vulnerable groups, and filters are applied to prevent this.

Previous concerns in the Al field relate to bias, transparency, and security, which we mitigate
through risk assessments and privacy-by-design. Responsible Al use is a matter of public interest,
and we reflect this in our governance.

Our urganiza.tiun follows internal data prnm:n'on po]icies and seeks a.lignment with appro\‘ed codes
of conduct or certification schemes.

22 -




Describe the purposes of the processing: what do you want to achieve? What is the intended effect
on individuals? What are the benefits of the processing - for you and more broadly?

The purpose of the processing is to develop and improve the chatbot so it can provide accurate,
reliable, and context-aware responses to users.

The intended effect on individuals is to make their interactions faster, easier, and more efficient by
offering instant assistance and useful information.

The benefits include better product performance, higher user satisfaction, and increzsed
competitiveness. The broader benefits include promoting responsible AT use, improving access to
information, and supporting digital innovation in society.

STEP 5: CONSULTATION WITH STAREHOLDERS

How will you consult with relevant stakeholders: describe when and how you will seek the views
of data subjects or their representatives — or explain why this would not be appropriate. Who else
needs to be involved in the process within your organization? Is there & need to request assistance
from processors? Do you plan to consult with information security experts or any other specialists?

We will collect user feedback through surveys and pilot testing. Internal stakeholders include the
DPO, AT developers, and compliance staff. Processors may be asked for technical input. We also
plan to consult information security and data protection experts where needed.

Craatian Posonal Data Protection Agency

azop

Agenciia 2 zatiu psabeih podataks

4. STEP: NECESSITY/PROPORTIONALITY ASSESSMENT

Describe the measures of compliance and proportionality: what is vour legal basis for the
processing? Does the processing actually achieve your purpose? Is there any other way to achieve
the same outcome? How will you ensure data minimization? What information will you provide to
individuals? How will you help them exercise their rights? What measures are you taking to ensure
that processors comply with requirements? How do you protect transfers of personal datz to third
countries and international organizations?

We rely on legitimate interests in accordance with Article 6(1){f) of the General Data Protection
Regulation 25 the legal basis. We have completed the required Legitimate Interests Assessment
(L14}, which contains more information shout our evaluation. We process personal data in our
training datasets for the purpose of training our model.

| o Contract: We rely on the legal basis under Article 6(1)'b) GDPR for the operation of the model

and the related processing of account data, such as payment information, when we process data for
the following purposes: providing, edministering, maintaining, and analyzing our services.

# Legitimate interests: We rely on legitimate interests in accordance with Article 6(1)(f) GDPR
to respond to faedback and to use user queries/ feedback for model development and fine-tuning.
We have carried out the required Lepitimate [nterests Assessment. We rely on legitimate interests
when we process personal data for the following purposes: developing our Al model and improving
our services and communicating with users.

» Consent (Article 6(1)(a) GDPR): For optional processin, such as using user chats for model
improvement, we rely on freely given, specific, informed, and unambiguous consent. Users may
withdraw consent at any time without detriment.

Croatian Personal Data Protection Agency :

. STEP 6: IDENTIFICATION OF MEASURES TO MITIGATE RISKS

5.STEP: IDENTIFICATION/RISK ASSESSMENT

Croatian Personal Data Protection Agency :

Identify additional measures you could take to reduce or eliminate the risks identified as medium
e {nisk an F LIKELIHOOD | SEVERITY | OVERALL or high in step 5.
indradualy, RISK
: Risk Mitigation mesures Effect on | Residual | Measure is
risk risk implemented
Eliminated | Low YES/NO
Reduced Medium
Accepted | High
1. Risks associated with the fact that algonthms are | MEDIUM MEDIUM | MEDIUM I. RISK REDUCED | MEDIUM | YES
trained on large datasets, which also include personal BREACH  OF|Z The amount of personal
data of mdwiduals from publicly avalable sources. TRANSPARENCY ;‘:ﬁ“ ;:d;d‘d thm' t:‘_::!’
ok $ t
This mvu].\'ts f:on.'Jpllex processing of personal Fi.ala, PRINCIPLE Yo b:.'m:pp;:\'ii:g i
about which imdividuals are not informed n a filtering mmd] exc1u=i$
inct iteria. The Al system wi
transparent and understandable manner (principle of et i
transparency), specifically  designed  for
indexing or  harvesting
¢ i X personal data.
2. Riskof colleching an excessive amount of personal data | MEDIUM MEDIUM | MEDIUM i
P by RN ; Z It will be ensured that any
about indwiduals, which 15 not 1 line with the personal data collected fram
(Princ':pkof data millimiznﬁon). online sources consist only of
information that individuals
have intentionally made
publicly available.
8. Riskofunauthorized disclosure of individuals' personal | HIGH MEDIUM | HIGH S A dear and accessible
data to third parti inciple of inteprity and privacy policy it provided to
s parie (Prmc:ph of integnty an individuals, that explains in
confidentiality). plain language, how their
: personal data are. collected,
i T ) sed, and protected.
4 Risks related to the inability of data subjects to| MEDIUM  |HIGH | HIGH B e
effectively exercise their rights under the GDFR. ilGies Pumg
information campaigns are
implemented to explain how
. ; i ; : .I]goriﬂmu function and how
5, Risk of algontimnc bias and the malu.ng of | MEDIUM HIGH HIGH personal data are cellected, in
Vil - order to enhance transparency
discriminatory decisions. o e st
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Under the GDPR, risk is understood as the combination of the

likelihood and the severity of potential adverse impacts on the
rights and freedoms of individuals arising from the processing

of personal data

SEVERITY

Individuals may encounter a few minor inconveniences,
which they will overcome without any problem (time spent

IMPACT LEVEL

re-entering information, annoyances, irritations, etc.). Low Medium High / Very High
Individuals may encounter significant inconveniences, THREAT OCCURRENGE |
which they will be able to overcome despite a few PROBABILITY Medium

difficulties (extra costs, denial of access to business services,
fear, lack of understanding, stress, minor physical ailments,
etc.).

LIKELIHOOD High

tegend
|!| | ow Rk

Medium Risk - High Rk

Overall risk: likelihood*severity

Individuals may encounter significant consequences, which
they should be able to overcome albeit with serious
| difficulties (misappropriation of funds, blacklisting by
financial institutions, property damage, loss of employment,
I | subpoena, worsening of health, etc.).

Individuals which may encounter significant, or even
irreversible consequences, which they may not overcome
(inability to work, long-term psychological or physical
| ailments, death, etc.).

v' Risk (under the EU Al Act) is the possibility that an Al
system, in its intended or unintended uses, may with a
certain probability cause harmful effects (on health,
safety, fundamental rights, public interest or society)
with a given severity of consequences

v’ Risk (IS0 27000:2018)

The potential for a threat to exploit a
vulnerability of an asset or group of assets
and thereby cause harm to the organization

https://www.enisa.europa.e u/publications/handbook-on-security-of-persanal-
data-processing

Croatian Personal Data Protection Agency

= T g Y /
¢ Brexh of the| T We have spplied | REDUCED |LOW vES STEP 7: TO DOCUMENT OUTCOME
principle of data strict filtering
L technig when
::;lj::ung so:::::s f“’:: Stavka NAME/POSITION/DATE | Notes
:ﬁ:i:i;p:r:::;:t d:; Meaures approved: KRR/
to retain only non- Residual risks approved by If high risk is accepted, you are
personal data, obliged to contact DFA
. | vhi : ;
person;; ca;;:;a R :;: Adviee from DPO yes The DPO should advise on
processed, we have compliance, on the measures from
i hmen.wd sobiciit step 6, and on whether the
anzmmiz el e processing may continue
where i : full SUMMARY OF ADVICE FROM DPO: The DPO advised that the processing is generally in line
F;i?é;““mn 15 ok with GDPR requirements, provided that the measures identified in step 6 are fully implemented

and continuously monitored. The DPO recommended strengthening transparency towards users
by updating the privacy policy in plain language and ensuring that data subjects can easily exercise
their rights. Additional safeguards, such as stricter access controls, regular security testing, and
documentation of filtering methods, were also recommended. On this basis, the DPO confirmed
that the processing may continue, subject to ongoing review and periodic re-assessment

pseudonymization
methods to ensure that
individuals eannot be
directly identified,

Advice of DPO accepted or | ALL ADVICE ACCEPTED
rejected

1f the advice of DPO is rejected

5. RISK - Breachof | Z We have segregated and | REDUCED | LOW YES vou need to give explanation

the prineiple of | restricted acesss to  user
integrity and | account information to ensure
confidentiality that only authorized
personnel ean access it.

Comments:-

Z  Clear instructions have
been published on the website
advising users not to enter
personal data into the chatbot.
Z Perzonal dats are filtered
out from user iInteractions
with the chatbot.

Responses to consultations
with data subjects or their

If vour decision differs from the
views of individuals, you must

representatives  reviewed explain your reasons
T Technical measures have by: DPO
been implemented to prevent
personal data from appearing Comments Explanation of divergence from data subjects’ views

i chatbot responises

Z Users have the option to
select a setting that prevants
the chatbot algorithm from
being trained on their
interactions.

During the consultation, some data subjects expressed the view that their data should be retained for &
maximum of three months. After careful consideration, we decided on a retention period of twelve months.
The reason for this decision is that a longer period is necessary to ensure the stability, security. and
continuous improvement of the Al model. In addition, retention beyond three months i3 required to comply
with our contractual ohligations and to enable effective detection of aystemic errors. Although our decizion
differs from the views of data subjects, we have implemented strong safeguards, such as encryption,
pseudonyruzation, and the ability to request erasure at any time, to munirmize risks to individuals
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azdp

v The lifecycle of Al systems, as described in
ISO/IEC 22989 and ISO/IEC 5338 standards,
provides a structured framework for

understanding data flows during the
development, implementation, and operation of
Al systems.

2. DESIGN AND
DEVELOPMENT

8. RETIREMENT

Each phase of the lifecycle involves unique risks
that require tailored mitigation strategies.

7. RE-EVALUATION

| AnovALDATION

Implementing privacy by design and applying r "
privacy-enhancing technologies (PETs) at every i — P
stage of the lifecycle ensures that risks are o || #O S ‘
addressed proactively rather than retroactively. ’

Source: Based on 1SO/IEC 22989

Croatian Personal Data Protection Agency

Article 27: Fundamental Rights Impact Assessment for High-Risk Al Systems

1. Prior to deploying a high-risk Al system referred to in Article 6(2), with the exception of high-risk Al systems intended to be used in
the area listed in point 2 of Annex Ill, deployers that are bodies governed by public law, or are private entities providing public
services, and deployers of high-risk Al systems referred to in points 5 (b) and (c) of Annex Il shall perform an assessment of the
impact on fundamental rights that the use of such system may produce. For that purpose, deployers shall perform an assessment
consisting of:

(a) a description of the deployer’s processes in which the high-risk Al system will be used in line with its intended purpose;

(b) a description of the period of time within which, and the frequency with which, each high-risk Al system is intended to be used;

(c) the categories of natural persons and groups likely to be affected by its use in the specific context;

(d) the specific risks of harm likely to have an impact on the categories of natural persons or groups of persons identified pursuant
to point (c) of this paragraph, taking into account the information given by the provider pursuant to Article 13;

(e) a description of the implementation of human oversight measures, according to the instructions for use;

() the measures to be taken in the case of the materialisation of those risks, including the arrangements for internal governance and
complaint mechanisms

Croatian Personal Data Protection Agency

_25_




The project aims to design and development of a new ‘Learning Analytics’ ecosystem for the higher education system, with the
creation of an advanced learning analytics platform using an Al system to assess learning outcomes and predict the risk of
students dropping out

WHAT ARE THE RISKS TO FUNDAMENTAL RIGHTS AND FREEDOMS?

Tab. 3 Likilihood
Tab. 1A Data collection and risk analysis
Probability
baw Modium High Vary high
W Likekhood Severfy Law L (1] LM LrvH
pmewadr,aﬂe;w impact - Probabilty of : . H Wedion i W T p—
advirea kg Exposure Likelihood | Gravity Effort Saverity g i % e .".
Ll
into account same Theliksihocdal | The WM:a The preiidies
P r the fisk occuring b5 | expasure i mf suffered can be T
Py |Mnmoasetre Jowast ovescome ,‘
i information derived | concems a tabecs despite some L ‘ Mt
¢ Jnas from the avadable | imited orky comen difficuibes.
g daacossnot | namberct small groups,
economccontert, | imo the students | Inthe caseol
but not af those that |, aflected may ba | students Tab. 6 Sevarity
inlormatonenal | missing
Fod ke 2 e potentially affected | information synicanty roquasng
infuence an curent biased The Al | teaching Gravity
academic ¥ algerithmmay | Improvements, 7 Yedon i e
Humandignlty | performance feg. Medium] | pracict eachingstall | [Medium] Igh g
Tequested teaching parformance for | and tutoes wil Low L W ] UM
Improvements/adapl this small group | be informed in
atins, people who thatdoes nol | advance. § Bedium L [ W WA
R et ity wifr :“”‘“‘“" s for the oher H High HL [T H
g ’ omitted
aecess fo new — Very high VHL VHN
ochnologies, o) {he associated
negative impact
on minofity
groups. they tan —
be taken inta Low l Vet
account when
https /fwww.dpdensama.cat/ pluginfite php/2458/mod folder/content /O/FRIA en defpdf
Croatian Personal Data Protection Agency ] ;
improving the Al
system
Constant monitofing | [High] [Vory high] [Low] [Lew)
L aA oy | TR isBNGH | The Thesludenis | Higher Tab. 24 Risk management
o airib m e probabiity of the BXPOSUTE 15 concemed may | education
; )‘? Ay, fisk pecuring very high, as encounter miner | instiution staff
MM.M S Although the it would projudices in the | have duties and RightsAreadoms Overall
privacy different aftect all exercise of their | obligations 1o i Likelihood | Saverity mpact Inpatt prévertionimitigation mexsures
procedures in place | students. rights and safeguard the
In the relevant freadoms, since | rights of * Usm of precictime modeling ¢  decision support tool and rather than an automated decisitn
institution already the information | students within g toal: iméed vse of therrestits provded by the Al systam
process the Is used within 1he framenvark Human [Medun] | (Mo ]
Respact for private different information [Very high)] | the framewoek of | of their o oy | 1| Ml ~ Nl providing studects wih drop-0ut rsk rafes.
and tamily lif separately. the fact the institution's | functions. The ‘ '
ity that & educatonal inattution must Provide the insshution's staf wih guideines for the izse of the Al sysiam (usage polcy)
information &5 now functions. also irain fis Y
b uinar : i Design the predicive modsl it @ way sl ensures conlral of the data-al o imes
for the purpases of 5 that they are * Limit acoess 1o individual profles. Surdents should nct be atle fo view other siudes” profies
this projest have aware of the Respectfor )
an Impact on the applicable petvata and ey high] | fLow] [edlum] * Ther pradiciive dool mist nof take info 2ocount the inkeractions and communications fhat
control of this requiations and family ife shaderis havt wilh the beaching staf e wilh each oiber
R, :E:,'"m * The tc stoukd be sed o5 gt ol o e adopton of edcatonsl measutes and ot
situatons they 2 an aulomated decsion making lool
may face. Profoction of . i + Riesirict aceess o datar kil coses to hlors and only aguvegated dala to Wnachess
The Al system [Medium] There s a | [ery high) [Medum] [Medium] parsonal data b b | e
collects irge-scale | risk of inaccurate | The Applying the -
Protaction of s st new! | proilng aed oo [High] mle GDPR. — Priodicaty check Ihat$ha data entired inio T dataaes does nol entile decriminatory
personal data techneloghes. prediction. Adata | very high, s pagatiely appropriate frefies.
protection impact | it would organisational Neie ;
H also profies impacis on the 9 Pusiodicall fevisa he inikal profing cristia 25 hew deta s added 1o the database, 40 bt
students ozssess |3 REQUIRED acaurale moRIes nt durniton |17 | Mebe] | ed] e ot can gl ptenta Dses.
Givonthal he Al | [Medium] The [Very high |Medium] [Medium] Pty chck I s prsichon el ook sty i Dk i A ey
SYSIeM comparns likelthood is The The The st o dscrmeuon and ot 5o
historical data, medium given the | exposure is 6 "
oblains data from limited woight of the | vary high, as e mac:e sluoms:j::
other insttutions and | variables in the the impact émv Halls 56 tha
collects enrolment consideration of the | would vide lnin'sl'dauml
dala, there may be | predictive model of | potentialy i
migkeading pot place them
historical the risk of dropout. | affect a8 inforacaion o0 | in & partiutr
dmcriminatary biases students lo [High) | early incicators | custer, butmay | [Medium]
Non-discrimination | I3l may be Widon the of drop-out fisk | change as they
Pemetuahd.ind algorithm esuiting in progiess
amplified; failure to wauld ba unjuseled Peough thei
sk into aocount apphed. fEabitE) shukan
oiisn fxcow o vgmen!
variables that may be )
redevant, predictive
naturo of th
evaluation.

Croatian Personal Data Protection Agency T ;
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Therapy Chatbot Tells Recovering
Addict to Have a Little Meth as a Treat gxample: A chatbot wil, in most

"Pedro, it's absolutely clear you need o small it of methto get through | cases, will be considered a limited-
this week " risk artificial intelligence system.

However, if the chatbot is used in a
sensitive context, it will be high-risk.

It is necessary to carry out:
v DPIA
v FRIA

Croatian Personal Data Protection Agency

Al: the Italian Supervisory Authority fines company behind chatbot “Replika”

Background information
¥ Date of final decision: 10 April 2025
> National case
> Controller; Luka Inc

Legal Reference(s): Article 5 [Principles relating lo processing of personal data), Articke & (Lawfulness of processing), Article 12

(Transparent infarm munication and me

ties for the exercise of the rights of the data subject), Article 13 {Information

to be provided where personal data are collected from the data subject), Article 24 (Respansibility of the contraller), Artlcle 25
[L'M:c pratection by deslgn and by default)

> Decision; administrative fine, Compliance qrder

r Key words: accountability, adminfstrative fine, algorithms, principles relating to processing of personal data, responsibility of the controller, transparency

(YRS BT TR BTN Her teenage son killed himself after talking to a
company doesn’t want to “censor” it chatbot. Now she’s suing,

The teen was influenced to *come home” by & personalized chatbot developed by Character.Al that lacked sufficient
While Nomi's chatbotis not the first o suggest suicide, researchers and critics say that its Fuardrails, the suit claims.
explicit instructions—and the company's response —are sinking. . .

Tech

‘He Would Still Be Here':
Man Dies by Suicide

After Talking with Al
Chatbot, Widow Says

Croatian Personal Data Protection Azency
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Microsoft Bing Copilot accuses reporter of
crimes he covered

Hallucinating Al models excel at defamation

A Thomas Clabun Man 26 Aug 2024 2030UTC

8 Micrasoft Bing Copilol has falsely described a German journalist as a child molester, an
escapee from a psychiaine insuunon, and a fraudster who preys on widows,

Martin Bermklau, who has served for years as a court reporter in the area around
Tubingen lor various publications, asked Microsoft Bing Copilot about himsell, He found

WHA ’ A B O U ’ that Microsolt's Al chatbot had iamed him for crimes he had covered.

In & video interviev (In German), Bemnkiau recently recounted his story to German public
felevision station Sudwestrundhunk (SWR),

SEMA N J I‘ : Bernklau toid The Register in an emall thal his lawyer has sent a cease-and-gesist
demand to Microsoft, However, he sald, the company has falied 10 adequalely remove

Copilot even went so far as to claim that it was "unfortunate” that 3gmeone with
such a criminal past had a family and, according to SWR #», provided Bernklau's

full address with phone number and route planner.

Croatian Personal Data Protection Agency

HUDERIA methodology (Human Rights, Democracy, and the Rule of Law Impact Assessment): a new tool of
the Council of Europe that provides guidance and a structured approach for conducting risk and impact
assessments for artificial intelligence systems

Context-based
Risk Analysis
[1] Context-Based Risk Analysis (COBRA): a structured approach (COBRA) \
to collecting and mapping information necessary to identify and
understand the risks that an Al system may pose to human rights, ik
democracy, and the rule of law, taking into account its socio- “‘"*‘?ﬁ%? o ;:s:f:r(':;;:

technical context. It also helps in an initial assessment of whether
the Al system is an appropriate solution for the problem under

consideration. .m,,,:f‘;';:;;imn,
Stakeholder Engagement Process (SEP): aimed at gathering o
information about potentially affected individuals,
contextualizing, and identifying potential risks and measures for
their mitigation.

El Risk and Impact Assessment (RIA): steps for assessing the
risks and impacts related to human rights, democracy, and the
rule of law.

Mitigation Plan (MP): steps to determine measures for
mitigating and remedying risks, including access to legal remedies
and the iterative review of the Al system.
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Al algorhythm & PIA
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