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ABSTRACT

Internet Governance & Politics of Expertise

Kim, Ji-Yeon?9)

ICANN has been governing the Domain Name System(DNS) "technically" since
1998. The architecture is called Internet Governance, and it brings about many
different discourses; “What does that govern?”, “Who delegate its role to ICANN?”,
“How could the regime ensure fairness?” etc. This article will analyze on Internet
Governance by applying the government approach of Foucault, and try to compare
two parts, the 'core' and the 'edge' of Internet Governance for method. Whereas the
'core' of it refers the site that be governed by the formal contract directly, the
'edge' as the rest of it means informal friendly relations with ICANN. The 'core'
rule was stemmed from technological community such as IAB or IETF historically.
They had invented new world and its population to integrate the technical order as
protocol and the semiotic order as language, that be based on new government
mode. On the other hand, ".KR" domain, one of the 'edges', has been evolved into
more heterogeneous system, through contest and conflict between traditional state
and Internet Governance. The governed object of ".KR" domain is situated in the
crossing of each other the 'protocol user', the 'language-semiotic user' and the
‘geographical resident’. Here the ‘geographical resident’ rule was weird for DNS, so
that shows the internal lack of Internet Governance. It needs to move to the

concept of 'Hangeul(Korean-language) user' rather than the ‘geographical resident’.

9) Ph.D, Science & Technology Studies, Korea University, Lecturer of Seoul National University of Science
& Technology
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ABSTRACT

The Multistakeholder Model of Internet Governance

Young—eum Lee42)

The multistakeholder model of Internet governance is based on the belief that
the stakeholder groups should be able to agree on the rules and principles in
governing the Internet space. The global expansion of the sweeping influence of the
Internet has heightened the awareness of international governments on the
importance of Internet governance, but since the Internet has developed mostly
through voluntary participation by various groups, the organization with the greatest
ability to manage the Internet space currently is ICANN(Internet Corporation for
Assigned Names and Numbers), the U.S. based organization that manages the
assignment of Internet domain names and IP addresses. Although ICANN has
attempted to globalize its operation, governments in some nations are voicing
dissatisfaction over the fact that the voice of the governments are not adequately
represented within ICANN. This paper examines how the concept of
multistakeholderissm has been used in WSIS(World Summit on Information Society),
ICANN(Internet Corporation for Assigned Names and Numbers) and the
ITU(International Telecommunication Union) as an important principle in emphasizing

their roles in Internet governance.

42) Professor, Department of Media Arts and Sciences, Korea National Open University (KNOU), ICANN
ccNSO council, Member of Internet Address Policy Review Board, Member of Korea Internet Governance
Association
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increases in U.S. — Salon.com. Salon. Retrieved October 23, 2013, from
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53) Negroponte, N. (1996). Being digital. New York: Vintage Books.

54) Huang, Y. (2008). Capitalism with Chinese characteristics: entrepreneurship and the state. Cambridge ;
New York: Cambridge University Press.
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Institute.

60) Mueller, M. L. China and Global Internet Governance: A Tiger by the Tail. In R. Deibert, J. Palfrey,
R. Rohozinski & J. Zittrain (Eds.) Access Contested: Security, Identity and Resistance in Asian
Cyberspace. Cambridge, Mass: MIT Press (2011). p.191.

61) Shirk, S. L. (2008). China: fragile superpower : [how China’s internal politics could derail its peaceful

rise]. New York; Oxford: Oxford University Press.

47



[

W TAL v Juia FET AAZ 20119 12€0] 127) o1 =
2% 2, SNS, AY Al EZF alRS Fler 19 1B o] T
o]-g7ke] olF, HEWME, ojudo] FEHrh. T AHAAC] FHsA G
& AFH ®Hel By dule]EVE Hoks) 1dut of oo HFHTE Afe

Y(botnet) ¥} A#H ROz AdeA] ¢r}.62)

i £ T X
>,

bt

v=e T ' Hl 57 (superpower) 24 9] A9 AFste] A7 il
of FAo R o AAE 23 v A A= 'FH oA (fragility)olvh. 1g]aL o]&
Al BHW FEel AR QHY Avds AAE ke 77}‘“31 71 AAE gA S
ofilolg} Hi= 71 FEd siAd k. IRt E Fo] 3
JEY AWd 2~ AA7E A5 o] XA Ao AT 5ol¢ks
= 2AS 7IAE whdskr] s @A 22 AHY AvMd s dEs
= 3ol g Adaith T8 JAHY Ao qE AA] FHopgh Zrojsolnt

o
N,
o
-0,

JN

A

CIXE dHE2

5

A 2F AlAFH

Apelsl F3h, AEY AMzgel A el kel 44
= dE WAt Q. e 9 A :
FAE I QA ALY FF A3
A el A AR BIE 4
Ae A AA Bk okiel A
b A Qe AME A E
Briy £AF M Tk AR AAE A 94
sl Aol ol g YA FxAW FREFE Fae
A

= 1
At o= e wst

o
2
J-LJ
i
w
m*“
i

= A7 Q7] wEelth, #A %
e FoE ARAL Fe)
7 ol¥l Sare] 1Al A
AR wl=re]l ¥ 7k Aol 7
S Aol AR e 7154 o)
olgHel B YFey] olel gt o

Zol Arolw  H] AAE Fal ArdAd & (self-fulfilling
el

S olsh ge #AelA oleld Fuls kel Atelm B FAe] A Adli) v
2l g AAE HHHR o

2 A ) 0

F Ak dEHes A WH AV F 2O 2] EAEH 0% @dE FAEgH
) 2
_%

o
o
-
o
2
9
N
e
r\’\
po)
i)
Ho
>
2
Al
=
fo
2
fol
:11,
et
o

(military-industry complex
A weeld gAY YAES B
SIS QU B G0 BRI RS BIASND, GUEN Axele] N7 4o E
A, AD, £3 59 BAZ op @ sF5Ae] Atk ou] YAH Abae] uleh wZe Aol
ZAl, Y 2xgte] wotl FIE s v FEQHH F(Department of Home Land
Security)9] ## AsES . = OAd WA A= PR Lyas, YHEe)

gwromE Mze AAH WEs} ded & ol Aze oojtols] £8& Ame

62) Lieberthal, K. & Singer, P. W. (February 2012). Cyber Security and U.S.—China Relations. John L.
Thorton Center at Brookings. pp.4->5.

63) Ignatius, D. (2010). Cold War Feeling on Cybersecurity | RealClearPolitics. Retrieved October 28,
2013, from

48



AE} BT+ Qe Fu 482 @ 5 ov] gRolth WARolw ofoltolwt £§
ATDE o]F B o5& B & it AAA AT AUES o)) Frjsd & At
AEE BT A A wdT Aotk AP FHshlE W] FLI /A 3
N AR A4 ARt #F gl w7 9o Fuet Fee FAA ARTIG W
Fo wrae] 0] H71E @k webd WMFEFs Q7] BN B u YA AAE

&4 A7 FHostt YA PE YAre v adn AL H&e FH 0T 9 v
b dlelAe] g3t 1wl HalAe B b Bast

HA YA Aol 7x8 txE B2 el dial Az}l
71&9] A AMAE AEe
(multi-stakeholderism)2] At Aoz Azt FHFol= 150 AL
UN$| ghA| 9} gkt

5ol sldE = Bl g (Security Council, ¥ '<b

A=l W=, G5, gAol, 2R FHA97197HA] givt 52 F
o 52 FEITIFstao] oA dth)vke] g o] Q] o]Abo]
v 1070 =7kete]l 2:d §1719] v oib=mo s dwd 4 dvk =3
o Awzbel Hbal Fgle] BAoA] B UNY EAldx E38ta 241 o=
ke B3 AlslEW UNe A= ol & AAE 4 S+ WAYF| F kst

P
R
%0,
2
i
L)
o
of

o\ ofy

Aol olo)e AN wedeli o)E zke] gelel weh AEe] A4l HAHH whelA
Ao gke] olejo] FET A% o2 AAT & i NRA WAUZC| FHFHrhe B
e gzt gEFodl AL WA, WS ICANN 5o $do] o] el 9o
gl eEntn wE Ae Fest dou guHom vde] dgel o Fes wgHs
Ao Apdelth F, dAlol 2 FrhAE uebd] B Fgel met A el A

F%
7k, 593 mEe ghe] SuiEs @ ued 9w J1E Ot @5 E age
g3t W Rk k. old 3% AASA Y AAY F3, Aol g TrhEe] 7
= AAE A¥eR el oo ogd] UN 5 ol &s Aze SlEul Awds Ax
2 FA8 259 /E AT BAE A&suA F uf Az T o B AAY >
Q= URA wAUZS H oksieh,

o
fru
o

FoM= BE g ors 283 WAYF SAskA fuete HE4 4
AfolH E3kel A2 A s o] &AF UES AL Ayt Ao 4TS
Atk A= AAEZ ALY g AAlE A 2012 v= sk o] A A Aqt
WA HSOPA/PIPA)C thell A =714 &-a7kse] Adiste] A&sh7|= Ath65 o] &4

i
o o v

st

http://www.realclearpolitics.com/articles/2010/08/26/cold_war_feeling_on_cybersecurity_106900. html

64) Benkler, Y. (2006). The wealth of networks : how social production transforms markets and freedom.
New Haven: Yale University Press.

65) Benkler, Y., Roberts, H., Faris, R., Solow-Niederman, A., & Etling, B. (2013). Social Mobilization and
the Networked Public Sphere: Mapping the SOPA-PIPA Debate. SSRN Electronic Journal.
doi:10.2139/ssrn.2295953

49



RE Alolw F7re] oA, AZAA o] s -F(collective action)®] A H]&(transaction
cost) S HFETE HodA B o 4 o] 42 A7t o Bl g} o]t /\}O]‘ﬂ

2

i rlr
2
rﬁi
ol

8 ®e Hol w§, aelw
0g o oled AP

= o
o=y

X a
o
rO
¥ g

UM

- mlo

N
o Ipr
2
o
u
{7
2
g
4>
¥
tlo
N
4
il
offt
N
iy
O
lo
Y
i)
o
2,

o
o 2
v
=)
v
o2
l-t U

> o
ol o N

Y
=2
=
:?L_',
1o
M
tio
X
>,
_°|L
)
= L S
N
N

o off B of 2
=2
=

fr 2y 4y

WL o

p‘L
4,
K
p‘L

>
2
I %0
:?L_',
>
b
)
)
2
o,
X
2
)

w3k Fojo A WTOSh 2& thapzk #3t 37 FTASH 22 o

93 Q= AHY A Adzo] gdd wAS e F FRE B5E
oh QIEY Avd A 2 FFehs FAFE AR, G8F e 7]
gAY o AAslwte] opxitte] AR QY AWz} 49l H

ge] wabgd %Uh A9AEe] 159 elEd Awdse] o g

AR oz Aol Ak A8 S B 153k oA FxE FTT 7}

= 7 gt = AL ol QEY AMdsas wa d

A A e AS WS A 23 A TRt FYF A o)t

rlo

(o]

0,

Y

)
4

I 18

it

o
N
N

O rﬁl
O%

Moy o Lo
o

T

o

S

@ Lo

o
i
ol
dot
off &

ox, m{m
o
)

2

2
X
g K
50
rlr
=
fr
Ho
o

Locke)9] ?(} A HeS Y& o] & o F9(the consent of the
networked)”} ‘3}1}7} AT I 7|xo|A 5= dHogA &gEolof gt
. FAst a2y el #de| wEd Y2 i34 FHA(commons)o]H o] FHAE
N EA| Abololl A A AsHA Tk WA mTkel A Qo o] &AEe ofgh A
A AMdzzA olfA gity. wEbA o] gxte] Fojd= N4 TAle HEo] wEbA e
aEar A AR oM AT, ey H I Yle] Ags As, aea =
7heb 719 bS] AW Astel wet 7]Eed ESASI ST FEA QL ALAE 1k MY - F ol
FUAAL Qe Aol ool whe} o)A o] &k HelS HEsta IEYl AWdze] 7]
=5 FA7] HEiA e ol &Atel o3 Fo7F AEAl G EE B AW~
Z4 7]H}O§ Z,: 5]0]0]: U]—\:}-_GG)

ARk w71 A o] et A 7] thAzt FFole gk njgel A A
ok gk Faah o] we Aol wiEk JEYl AMd AR g
= I7b7F g o] FRA'# Al Zbe] F7EA] fevhd? ga 5o
ths '=7F Fde] ¥ Faditta v £, oj5e] g AlEe] HdsE

aAoR wdsty] 918 AalEve] AEU AMd s Hl(regime) S TFHITHL P&
o, b FEF)= £ V)EY JHY Ands 3 dAES 3 oW %

¢

66) MacKinnon, R. (2013). Consent of the networked: the world-wide struggle for Internet freedom. New
York: Basic Books.

50



Aviwre] AAE MR 4+ e BE oldd 13 oAt ALFoldrt TeaTe
A% R A% otk o714 Zxetax s e AUE gte] AYwATE A
g A zolE g gom o A %S w 7E AR Avdaiels A7)
@ Aokglo]l EATTHE Aol

-
©

W7 gol ) xFrhe Mg A %i 01?41 A M A o] ﬂz‘afs& H
o} e A THH, AAA oo FolatA] e Z7t YRS A= ?

N, T, G AxEe 71E JdHY Avdas A 5L a2
of ZAsk=t, oA ol¥d ZpAVE BdHer vE JAEG °°Jo}71 wj o] of e}
Aede] gle g el w= Bl ATt 7ol G A AR 7] wiol

oh e AU AT MES §3 99 B AGeE AEHor Fsm gov, 3
AHozE AA BA FAe]l G BFFoZ A wh, vhrIde] A AFo
AN AEY AW zo] B GEA A Foleh HFG MEADL oA el
oy, ¥ o AN Awdsd Ba FAH =AAN Fa oput} 4 b
o] it

=, =7 Ao AAet P dig FAE A PR A @i =] F2Aoly
Ul-goll thefA vt thErhd S AHY Awd 2ol ok dAF, A dicks wrET)E
HAA &gtk 2388 A=l AAHYl Az gl TAHAREel ® A4 stelA = dHM
AWz F4ste M2 TAES A4ty fs =7t Y 4, vk 22 594
JFS FHst7I BT 'ojEl = 7he] o3to]l FQstrte] tigh =2 7]Ee] w=olE et e
Zlo] o v & gtk olF Ea A o ® QIHY AWMU =7 A3 os)
AMZL A%, HA JAEHEE AT % Q7] wiEoltt

dE 5ol A AUl AWdAY F7F Aol dg =o= =717t el Ao R AE
o] RS HEskes QhE 9IFE o|H AL gtk 2y w7he] 71l F2A
of AW & =29 JlQle] Aite] REUA] HE MR ARl A dAd w7 1 o]
o] AAA, A& A AAs A3t 7= dAF A7) EH o 7Hdevelopmental state)9]
FEE wa, Agste] FAEA A4S o old 4t ﬁﬂ«] 24831} ‘ﬂﬂiﬂﬂ Cai‘/}"’ *]’

34 zso] AskdE A ol F 3l FH=
skt FESE, Aol H3p A 7]%«] d¥E Ta }\]XJ 7&?534 7§X§-°/] HAEE 3—7&0}7] ‘?’]
3 A =7Hregulatory state)=A] &}~

==

=

ol W gAs qUSA A B Fold H en 4 FEE B wany,

719 YUl AMAARZo A= olHg AR =7F 9T F S8 Il e Fx
b itk 2l AAR o]yl AR o] W] 93] ojw g w7t THo] o€
ArE 4= S A (capacity-building)oll th3t =9], Ze]al o]¢l Z7} THo] Y] 9
e olwdt 7k 27 Hadk Ao 3 =0l Aoz FHofsiu Ebﬂﬁ] =R R=!
Aol A o] F grA AJovt JFd =27k A= g=d old A w7t g
S Ao tigk =& dwd), HAadtele LRE HE 5 oo, 0”‘1 A s
O BAAA NFEFgE AF5AE FE A

51



ojel WTe AN FF AHY AWNILEAE dnA TAS =N ko o
AW YABONA, aem 7Ee] ol EWAL AEY Ands ABNAE Hold B2l
otk S7b A9 ot GAolA J1E GTLe g HAW 1 9 Weis, 34 A
A7 nEs B4 A9 JANAE Frbt dok & AQL FHYA kel TA W,
g, A9 Gy AT £ QRS ue)d AE FAtE d 20 wFE Ao
o o449l Tela @A Bt @ Aelr,

4 &

~E F% 5o T8 uFe) ANl
o S »MéA 1 A ggge FHoketeh ey ol
o] A7 Felnl@ Ae otk tAY YHE AAE FAT Qe AdE Yage &
§ AIeR U o T5E AR S AT ET, U FAAE BFHa 9
of FWAZ A FeFos 1E ALY AP B 7 TE] EAGAE BT
MEE Eolg FANES] FAGD AL A AE AR AWUE DA} H BARE
o ola@AE FEat d AVt Ade A ndEvh gA TS B AHY A
bagiase 2%

T2 7159 9H9 A
o

vzl A 9AE A
s @b Auee

-\
H o

= AASAY A ? A= 11117} SABHA ¥ ol old

Hd s Aol & WskE op71d & ok Eals ol o
o =

e I CECIEEENE L S L

52



ABSTRACT

The Digital Cold War Argument and the Internet Governance

Jae Yeon Kim6é7)

The Digital Cold War argument has become one of the heatedly discussed
foreign policy agendas in the U.S. Considering the authority and power of the U.S.
government and Internet companies in the cyberspace, this shift is not negligible in
understanding not only the changes in the U.S. foreign and military policies but also
that in the operations of the global Internet governance. Given these circumstances,
I seek to explain the origins of and test the theoretical validity of the Digital Cold
War argument. In particular, I analyze how the political concerns of the Chinese
authorities shaped the characteristics of their control of the domestic Internet and
their approach to the global Internet governance. The findings indicate that the
Chinese way of the Internet governance is more concerned of their domestic
political stability than overthrowing the current Internet governance regime, which
many supporters of the Digital Cold War argument cited as the key evidence of
such political contentions. Though the Digital Cold War argument is theoretically
unwarranted, its growing popularity and the historical lessons of the Cold War have
broad implications to the understanding of the impacts of the great power rivalries

on the future Internet governance.

67) digital activist for Creative Commons Korea and Global Voices Online, member of Global Voices
Advocacy
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ABSTRACT

Internet Governance in the light of Human Rights

Park, Seong Hoon69)

Information and Communication Technologies(ICTs) have substantially enlarged
both the opportunities to realize one's human rights but have also resulted in the

emergence of new challenges.”0)

ICTs are so deeply embedded and cental to almost all aspects of human
activity. And ICTs are assuming an increasingly central role in all aspects of human
and societal development across the world. But this is especially true of the right
to privacy, which faces challenges such as profiling and data mining for

public(including national security) and private purposes.

ICTs access is a fundamental right for all humans in the information age. So we
have need for regulation based on human rights in the digital age. And governments
have a responsibility to protect individuals against violations of human rights and

data protection by public authorities, but also by private entities.

In addition, internet governance and multi-stakeholder principle have to be
stressed on all of the internet issues because internet governance is included in the
principle of democracy which have bottom—-up communication and equality. So it is
very importance that Internet Governance Forum is the space for a meaningful

discussion on public policy issues relating to the internet.

69) National Human Rights commission of Korea Policy Division, Advisory Expert on the ICTs and Human
Rights

70) NHRCK(National Human Rights of Korea) have commented that ICTs and Human Rights is related to
the right to privacy, freedom of expression, access to knowledge(including digital divide) and right to
cultural enjoyment of the internet.
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AU AW 2(internet governance)?] =9 W42 AUl FAhxHe &z A=A
OJArA Ao A A] ¢kal ZeloW A, WEe A, BAZ JHY HAIH 5 HHolH
Fa J= A d97tA FdEozta 9t 2013l QlEY AMARE FA4 <

ol FAtALE o] FojshE FEFS WS IAI 7 o AMHEHAT. T F oo
o0& 2013¢ 10¥ 229U~25¢ A=ulAo} e MHE A3 AHU 74tﬂ
(Internet Governance Forum, ©]s} “IGF™)¥} o]Ht} ¢FA] 2013 10€ 174~

Skl = A 2o A ME " AlolH aF o]~ F3](Seoul Conference on Cyberspace)% =
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49 WS A% ANEI JFR 59

=4, A EAE o] IGFoAN T8 |
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O|FF7HA] oA 7| = &St
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B HaAdAE dAp7E QlmdlAlof wEjelA A E AI83] IGFe sfdeliER 7t
AeS vtE o2 IGFe HE|2H ol Z = 8 F(multistakeholdersim) T7d H & 53] A
WALE] o] FHolE oWl 2o BAPEAES Ay Ea, IGFAA ZF Foke] =97t AgH=
HAS BAste] IR Anda FEFORA IGFY onld el AENRES 3, E=
g Hax gl A e ol dAbate] FolE AxIY A& AlolHado]x F
3] ] rH%HHE A HAEHI|Z S}
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0.9..
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2. IGF Eo{EX & 3]2

IGF+ o] &n} HEl ~H o] 3& 1 ¢l & (multistakeholdersim)S F138t= AL 7|A = AR
A3 A A A AE o] (World Summit on the Information Society, WSIS)¢] ¥ U2 ojzlth

71) HEAIRA §&, AlEHHQl @EU XIE HoAL YEEMO|SAIEH 4% bobpark925@gmail.com
72) https://www.accessnow.org/blog/2013/11/07/igf-2013—in—review
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(Tunis Agenda)ell we} 2006WH-H wid Gl A& A3 oolr), 2013W7hA] EF 8
3] MHFER e 783 IGFE JAZvA o oA A=A IGFE = 77d @99 <
APAAR A Q] A S (multilateralism)ol]l 7IRFgE 7]E = A 7198 3] 9ok de] w7t e
IGFel ola|@Atate] shvp= FHrofstAl =w, ARIALS] 5 K& o] FARES] KAl
ofF HAstIL o5 WAAS HAEY] fste] IGF wol] thddt 3o wAls AlEsha

o]
2R

(1) &5

IGF+= A& gdetes BE AR A 7IiEoe] Jlow, Y AP 55 e d4%
=5 B B 3o &4 FAE 5 AT IGFel Ag Foddd B JA] AEYS
T A sHEUoR AV NS SR F AL, AAA diste] M) HAAE AA
Av PIN & Fof we Fo AAAQ A dapes FASTH oek AHld AR
@A 91 APC(Association of Progressive Communication)+= IGFe] 5534 thsle] B
Qo Heofslar g ooz AUXA NAAEE Wol 87sithe H|HS A7 &= 3§t
A7

IGF+= HEZzHo|a& At 1w(0]st “MAG")S 938t lon, MAGS 4
A8, A R A% Bokel AR HRE ops2i olslgAREe] B

2013 A 567 o] MAGel £aiolth. MAGS IGF 3]9je] Z2adloln}
tiate] AAAA AT Ageta e, o5 FE WAYHLER oA}
ow wdYg AE Ao =oE &S IGF FHo|AE B3] AHuEHo] AFEo] FHE
ATk 20139 11¢€ dAl 2014dol] &5 A2 MAG 79SS Adstes Folu, o 7
Ao = A WALS| = ~~2 ZA3F Civil Society Internet Governance Caucus(IGC, &3
o] A= http://igcaucus.org)S £ MAGOA %3 AALS Z=H3sla o). oyt MAG
o] 7kl T8 A% Eetal, MAG Aol thiEs] BE5FHSA 95 Atk A A

T A7 = AL glo] Aol ek Zjde] aE Tk

3) a4 2 94 #Z7)
@ 9= (workshop)

< TFE olsEARtEe] AEH o R A Hask= A4k
(workshop)o. &2 FAETH 1342 AEHY Aol A thgst o5 thFa 9o
), IGF AHF=& AlgE A A a#ete] Aol AEE f1A4F 7)EtE S v
=g FAES Adete %, 2AskE A8 shH, A WE 2 A AAdE &

IGFe] 3o 9%

73) BHH M2ollM JHE[E H33| Alo|BH{AHO|A F3|o| A = (2o FASH| fIsHME AR MAE AKX
PIN HSE 2SI, PIN HSE g2 AlZlof §h6to 2 3|ojof ZM = AUUCH

74) http://www.apc.org/en/news/security—vulnerabilities—igf-registration—process
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o 3tA] =t IGF] a4k 4 == 749 I AAo oA AW MAGe] A=
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of FAAQ ARES ExeA & vk vhRk ZF A A =oE e W& JIHY
o2 ATAE, w3tE AL FEH(youtube)E E3e] A ES Joermz F} IGF
o] HE A4 gl A4 "I vk e ZF Y ajfellA AviAEe] & Il o
8§88 £7] 5 (transcript) WA o= AelH o], oW o] FAtAE ofW WAS S EAE &
AA gelg 4 drh7s)

A83] IGFolA = AIRIALS| oA = 22kl A WA (anonymity) #F HF HAd (net
neutrality)’ olghe= F 7HA &okllA HAsks 71getar stk AFgRIQL QU6
(o]8} “Q&EY)2 92l BCS(British Computer Society, The Chartered Institute for
IO A &2kl A oW FAel dig aN™MES A 7185t &dsiglon, sy
AlRIERA] o] kel

Wl Ao diste] Wxg vh 9

9 6 A83 IGF 934k AR

@ 934 A3 2 973 FJHremote participation)

weol M AAE A8 IGFAIME 2k ZAF M2 00%9] Aol FolHxm il I
ke HUPsES] FAl WES @F ¥ AZWHt Felss ERom F4HAY o

75) 20134 HM83| IGFel Zt T4k £7|E2 http://www.intgovforum.org/cms/igf—2013—transcripts oilA]

stolg 4 Sick

76) SlE{US AHR, T, BR EMOR BIS7| 9 HIRINE OlEY MY U BHS =olsts TEWE
Z7st0i HME AlSIEHIR 20134 280 JiAsto] Bwsh 2E Bof Aot (SHoIX|

http://opennet.or.kr)

77) “Security and Governance of Identity on the Internet”

78) 1171 ARICHH|7t S22 Fofstn U= TSEM & mE AZICH| ARtdolo, 2012H0= F2
S Halof Chsh AlTIALS o] Q&S CHESI D 2013H0= QIE{H AHHEA 2of2 O &35 ¥AdS
glthsto] (83l IGFoll M=oz Fo{stct (FHOIX| : http://nnforum.kr)

79) “Network Neutrality: From Architecture To Norms” 2 “Could OTT Enterprises and Telecom Operators
be Win-Win”
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(4) oyt LM (Dynamic Coalition) € & ¥ H(Open Forum)
O "elye ZddyA

tolytel md g A (Dynamic Coalition, ©]3} “DC”)L IGF3|olE Sl ¥ orn %
A Aol JAEYl Fof o 7]$wW 3l (climate change)ol ©]|27|7kA] Th&Fst iofe}
FAE o R dsaetal 3l O]e DCx= 44l AAY Exe] HelAs 7HA L A
v ¥oy, HAdPGY2E T8 T et s A, FHst Jow, wid FEE
IGF 3]o]& Eato] w=oldl AdES TasitAY e FAdd B4 A= o olsfidAat=
I} wFeY FAE E5Hsta Jdrk dA IGF Fdol Ao AVEI = DC= BEF 117
2, DC on Net Neutrality, DC on Climate Change, DC on Child Online Safety & ©°]&
o] Bt = FAE w9 FWsioh IGF 319 WA &eiba oAl tefehd, dEE
DC on Net Neutrality™= #183] IGFE F3le Zt=re] Wa A WHetely Aol 7E A=
2 888 § J5 Udeed ZAxgdA(Model Framework on Net Neutrality)E ¥
#xsh7 = kel

@ o X9

st IGFE= 1Y AWd2 B ol E UFE T8 A EoA dA HezE & ¥
A (Open Forum)< 7MEE 4+ A== 52 Arl. ICANNo|Y UNESCO, IETF, OECD %
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TS A 9E & g8
80) 22 Q{4 7|8t A|Mo| ZEFO0IX|X| 2 AMife=2| o|sf ARl AS ClE{Ulg ¢+ |HEIININE

ofE8ct= A7t %IHEFEP
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(5) 718t : & nlo]3 2 E(Open Microphone)

IGFol &= 39 mlAE o] 9F nfo]T 2 ZE(Open Microphone)oldt= AlAS 3P 3H
o B Ao A= IGFe] FA gk H7kAt oy dEte 2AS AaaEA & Qdrh 2
npol AR EL IGE7F et o]s|GAMRE ] Frofo 7Htate] et A& =

= AlAdolzta & 5 3l

(1) Y2 oA H(Tunis Agenda)?] IGF 7]1¥

ok oF3k vl o] FHyx oAt (Tunis Agenda)oll A IGF7F A &dhi= A HL v}k
g ol FARARES I FoE Fstel @ w7 AAR] dHEZHolAEH S
(multistakeholderism)ol] 7]¥Fel FE2HS FE3l= Ao|Art). oA IGFe] 912 o] &4
< ot :x59 FHYx ofAlthel Al IGFe H3x % +dHAS TFASS AdiEe] gt
ok @A IGF7F 295w BAo] Y oAltte] 78S AR wkdstar Qle=A, 18 ar
Flyz oAt zpA 7} olsidAALe] FH e FolE AAR o= Ay zdH o A&t eSS Al
= A gFetal A=A o= HEe A& Fote] FAIAS] HrE 283 Aot} 82

o

<IEMAM I ARNE e RE>  aRAN DA (2006, 3.) FE.
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Framework Convention on Climate Change, ©]3} “UNFCCC”) o] x4 9L st
Ukl Hopop g} Zt wrtES wUPE 2AVFE ASHS dAPsta, @9 =
792 fEEofetr] Wil A7~ 7S oAl dAAQl oAb AA
M Fd =7k Boln, A 229 3 A9 73 oF o] AMIALE], HE7F A
@ T3 =7 94 ANA A AAE 5ok Eoke BAY "HE AHo|AEH S
AMAT =7F7F AL & 55 gk o] s AbALe] SR A 7“3:1 st TAlA FEFS A
=2 AWds AAolA mlg 555 X915 g5t vkl sl

= IGFe] 4% IGFet= Bz o442 ddaso] =297y, 229 4 HuXE
a3

st A EAEHA a1 dHe] YJIMNEER ;3335101 oj&n & A ‘Y
Y'(happy talk)S e 2o EFsitE A HAA AF2& 5 ok v =7 3F 34
Al ogALAA HA oA LA oAMAA S Aoy =t b ol #Ae S Ul H

of wZ =9]9] a1 (deadlock)oA] thit3d] AfFUE A2 IGF &2740] 71 F-d 3
Fett}. IGF7F F73te "HE 2H ol 23 2% (multistakeholderism)2 = 7F7F thA}529] 4
OAFAA WA (multilateralism) Bt} the¥ebal sk @A FAAQ] =7t 7hsekal
A5-ell ek olE Wk A Al AnEo] EEdE vt AdE 4 wElsta gtk A
|2 IGFel #odslal 91+ DC on Net Neutrality®] 4% 5 2] 3](Council of Europe)
G3AE 23 7 o] oAt Ee] W EA Wt Tl €8 F v UeEd B
g T dYA(Model Framework on Net Neutrality) S E=33}o] A83] IGF| A ¥i s}t
RaL, oA g HAFL HEo HuANLE Fate] G, AT oA F theFgk oAk
Zke] Fod7h AAE IGFolA 54 FAe] o3y 2 AdEo] A HiuAo JuH=E A
gy = A, Ao A4y AAPAG AN FAH] 24 AER &8E 5 Jdrka @
jSezl=

2!

(3) ThAF 9 (multilateralism)$} HE] A H o] 2 &t 8] Z(multistakeholdersim)e] 7+ : A
£ Alo]Bl A o] A X3

Al oA A o] A AAA el AUAE 5 olagaEe] ARE HolE
Bel7] fleke] dAToA oA q wAT AT ste] HUH QAL Ao Fa
|25 Yepa 9ok 1 g4 Abel7b 2 HaiA e Aol A b o=

ol F3oltt. 20117 H JFd Ale|naso]x F3]= Add 3|ofo] dAe] Ho,
The sl wab=ol Al oAbad WAe gt gllov, 2013del 7HEE AI3E A& A
IR ado] s F3]9 A5 ofefl 2d 89 A3FelM B 718 @A HE-E ARIALS] 9o
= Z3(strengthening public-private partnership)& 53] Z=3}3lth.

>

l

D:

o
O

83) <Y ZWdlAq ¥ IR AAAMAL - J)FUSPRAAE FHow> A4, WA T(

Al skal e tel) (2012).

84) <A discourse—Principle Approach to Network Neutrality: A Model Framework and its Application>, Luca
Belli and Matthijs van Bergen (2013).
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How will SeoulCyber2013 be different?

. Greater dversification of particdipating countries to offer an equal opportunity for developing countries to take part in the
dscussion.

ra

Enhandng awareness of cyber issues to build capadity for developing countries.

Strengthening public-private partnership by offering the private sector the opportunity to participate in the conference
and pre-workshops.

Stock-taking existing dscussions.

Presenting practical results by sharing best practices in the areas of cyberaime, cybersecurity and capadty buildng.

w

S

I
faic)
oo
o)

o Aol Aol F3o] A (FA M& ApolH Aol s 53]

gy AEHEE o]opy] A AME AlolH uo] A F3] = ThAFF oA oAbAA WA o
A ZA "ojyx] Rekdlorn, i F3e ARER AAE ALEZHAdYNA (Seoul
Framework for and Commitment to Open and Secure Cyberspace, ©]3} “A&Z# <l <
A7) AA ARIALS] o] L o737 AT H A FE A EEHATSY e Y
o] Z<Qto] Apdo] AlRIALS] o] T A= ko, M ZH Sl o] tiste] AlNIALS] <
A i AANE F Ade dAFHAE AA] EASHA] FSdThse Am AE ZH A9
= Ao daiXe F3 9F 2°KChair's Summary)ol A (FESHA AFEHE FEo=R
A , APPA S AJRIALS| L] ol ik AuHuE ‘w7 d9e] =99k vt
Aol Y Ao Akl lrh.sn

ol ApolWadola F37} V| A o Foy 3o AAs wal, ApolH HHCyber
Security)’ ©l577F T4l Hi= 3o AelA o= AR ddd delr|= sih. 2y
ARIALE So] s stttk 2] HiEel B Fo] BrleiEW, A33] A AlolH =

Aol F87h G2 AP BE FE S IR
& Apoluzdol s F3) Aldl thAFele WE2EoAE
= 2

7HA] oALAA wbA S ws] S84 o

B7l= ofHdu 2358 A

= R = A
o

_I

85) A2 oh=ol| elelle zolsks e o elHY Zof &
=]

7
A
g3l AlTAE 2371 25 Me AlolHAmolA F3 ol R—TLEI = PIN H.j S %

S F': | 50}01 —'—2|01|
EMSER| e MX[ofl =0{UCEI}, APR=of| ZESHH elE S 2ST1o[AI2E PIN ST} FI=H e3=E=
2lo] =30 &AE £ 9%

5HEI6|0| uI-AH |.O=|[;|. 71:.11- Hl:l- o|E.|L-II 7E-|_,_7|. PIN H|_;7|.
H

H. .
86) =2 O I™ollM & S MEJIEO| A2 flge=z 7_.5*01§AEP-T’_ sHX|2H O|& A|':'|AF [o] 2t &2t
Gk}, M2 AtolAmolA £3|7F TR ZatE §i2d 2 (public-private partnership)2| 2R QI

A2 27l 27t Act
(http://www.mofa.go.kr/webmodule/htsboard/template/read/korboardread.jsp?boardid=235&seano=346286
&typelD=6)

87) We have been pleased to welcome a wide range of stakeholders from governments, industry, civil
society and the youth. Delegates from 87 countries, including 43 ministers and vice—ministers,
attended. We are especially pleased to have welcomed many more delegates from developing countries
this year.Together, we identified a number of the key policies, actions, and best practices necessary to
realize the economic and social benefits of cyberspace, and to ensure that they are made available for
all.

We found areas of common ground on the elements that promote an open and secure cyberspace,
and reflected them in the Seoul Framework for and Commitment to Open and Secure Cyberspace. We
believe this document represents the summary of where international consensus among governments
has been achieved. (M2 AOIHAHO|A &3] Chair's Summary & ZHZHFE 244)
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ABSTRACT

The meaning of IGF in the context of global governance model

Jihwan Park8s)

An essential prerequisite for negotiating governance of ‘internet,” a world of
‘end to end’ nature, is to guarantee end-users’ participation. Internet Governance
Forum (IGF), the outcome of World Summit on the Information Society(WSIS) Tunis
Agenda, has played an important role as a representative mulitistakeholder — based
governance model, which puts emphasis on wide range participation of stakeholders.
Notwithstanding multistakeholderism materialized in IGF has been challenged, IGF
itself is a unique place for participation to broad internet governance discourse, as
all voices get hearing grounded on openness, inclusion, and transparency, quite
distinct from the multilateral negotiation based model such as ‘Conference on
Cyberspace.” Therefore civil society which represents end—-users’ interest, as a
crucial stakeholder of internet governance, should establish more strategic and
coordinated approach to IGF itself as well as reformation discourse of internet
governance. In this regard, civil society groups of Korea, began with hosting
workshops and Open Forum at the 2013 IGF in Bali, Indonesia. This report also

describes the detailed activities of Korean civil society group in 2013 IGF.

88) Attorney at Law, Heyum Law Office Advisory Lawyer of OpenNet Korea
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2. @49 7|& - HE[2H 0|32 &H 2H FHHAF
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ABSTRACT

Suggestion on Korean Internet governance system by multi stakeholder
approach and Introduction of Korean Internet address law

Boknam Yun100)

This article consists of 3 parts. Part I is multi stakeholder approach on Internet
governance system. Part II is analysis of the Korean Internet governance system. In
this part, I explain relevant laws in Korea, including Korean Internet Address
Resources Act. Part III is my suggestion on Korean Internet governance system

using a multi stakeholder approach.

First of all, the keyword of the Internet governance system is decision making
process: that is, consensus based versus top—down approach. Then who are major
players in Internet governance in national level? Government, or Private sectors

such as business and civil society.

Korean legal system for Internet governance shows a top—down decision making
process. Major players are the government (that is, Ministry of Science, ICT and
Future Planning) and KISA affiliated with the government. Other players include

Internet Address Policy Committee, Korea Internet Governance Alliance, and NGOs.

The key statute for Internet governance in Korea is Internet Address Resources
Act of 2004. Articles 3 and 5 require the Ministry of Science, ICT and Future
Planning to take a proactive role in Internet governance. The government shall
consult with the Internet Address Policy Deliberation Committee for Internet
governance. Yet this Committee is established under the control of the Ministry of
Science, ICT and Future Planning. All members of this Committee are also
commissioned or nominated by the Chairman of the Ministry. Meanwhile, there are
also non-official organizations, including Sub-committee on Address & Infrastructure

of Korea Internet Governance Alliance.

I suggest to reform decision making process of Korean Internet governance
system based on BOTTOM-UP process for CONSENSUS BASED DECISION. My
suggested system includes the following: (1) The government hands over a major
role in Internet governance to INDEPENDENT Internet policy organization. And the

government participates in such organization as ONE of the players. (2) Nomination

100) Attorney at law, Hankyul Law Firm(2000 — present), Member, Sub—committee on Address &
Infrastructure of Korea Internet Governance Alliance / Internet Numbers and Names Policy Forum (2009
- present), Member, Numbers and Names Commitee(2001 — 2004)
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of this committee member must be bottom-up process for a genuine
multi—-stakeholder model including civil society, commercial organization, end—users
and experts. (3) The government should establish plan for supporting the private

sector’s international activity on the long—term basis.
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keechang.kim@gmail.com
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1) FAolES £33 AR F=H(Upstream collection): H]=9] F7}¢tH =S 2k do]E
5 AEste FAcEYS HEste JAEZEFE HolHE dgHdte ZEIHS Thsstal
o)

A

A tH(Blarney, Fairview, Oakstar ZL#]3 Stormbrew &= IE=uddow v o &9
= ZEIH). 9= WARERIZH JAl olgt FAE UIPgAHR FHPZEOHS
Tempora = IEUJoR ] 23 JAJt v=3} =9 HRI|AEL o|gA 7
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2) S8l AFFAAE E3 AW = (Downstream collection): B =7}otR =& ulo]F
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2, AR #AE, dEold, U ESUE, 1Y 55 Yot ZE219E Prism ol#t
= meydoz 29t ¢ir}.103)

103)
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85



TOP SECRET/SI/ORCON//NOFQRN

facebook

"‘ Hotmail

asisunn PRISM Collection Details

Current Providers

“YaAHOO!

LJ'\‘ “l\.
L s

o

YoullTH)
AOL & mail f,%

Pa—

/ W
. “____‘RISM
What Will You Receive in Collection

(Surveillance and Stored Comms)?
It varies by provider. In general:

Microsoft (Hotmail, etc.)
Google

Yahoo!

Facebook

PalTalk

YouTube

Skype

AOL

Apple

E-mail

Chat — video, voice
Videos

Photos

Stored data

VoIP

File transfers

Video Conferencing
Notifications of target activity — logins, etc.
Online Social Networking details
Special Requests

Complete list and details on PRISM web page:

Go PRISMFAA

a9 9 "= NSA7ZF &9

d=srle FH3)
A AR AREE =

Lo

7 setatis Aol 7t

s A7) A mE

104) http://www.theguardian.com/world/2013/sep/05/nsa—
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105) http://news.khan.co.kr/kh_news/khan_art_view.html|?artid=201311102314415
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ABSTRACT

Massive Surveillance by US-UK intelligence services : Crisis of the
Internet and the Rule of Law

Keechang Kim107)

The revelations made possible by Edward Snowden, a contractor of the US
intelligence service NSA, are a sobering reminder that the Internet is not an
‘anonymous’ means of communication. In fact, the Internet has never been
conceived with anonymity in mind. If anything, the Internet and networking
technologies provide far more detailed and traceable information about where, when,
with whom we communicate. The content of the communication can also be made
available to third parties who obtain encryption keys or have the means of
exploiting vulnerabilities (either by design or by oversight) of encryption software.
Irrebuttable evidence has emerged that the US and the UK intelligence services
have had an indiscriminate access to the meta—-data of communications and, in some
cases, the content of the communications in the name of security and protection of
the public. The conventional means of judicial scrutiny of such an access turned out

to be ineffectual.

The most alarming attitude of the public and some politicians is “If you have
nothing to hide, you need not be concerned.” Where individuals have nothing to
hide, intelligence services have no business in the first place to have a peek. If the
public espouses the groundless assumption that State organs are benevolent (“they
will have a look only to find out whether there are probable grounds to form a
reasonable suspicion”), then the achievements of several hundred years of struggle
to have the constitutional guarantees against invasion into privacy and liberty will

quickly evaporate.

This is an opportune moment to review some of the basic points about the
protection of privacy and freedom of individuals. First, if one should hold a view
that security can override liberty, one is most likely to lose both liberty and
security. Civilized societies have developed the rule of law as the least damaging
and most practicable arrangement to strike a balance between security and liberty.
Whether we wish to give up the rule of law in the name of security requires a
thorough scrutiny and an informed decision of the body politic. It is not a decision
which can secretly be made in a closed chamber. Second, protection of privacy has

always depended on human being’s compliance with the rules rather than technical

107) Professor at Korea University Law School, Director (non—executive), OpenNet Korea
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guarantees or robustness of technical means. It is easy to tear apart an envelope
and have a look inside. It was, and still is, the normative prohibition (and our
compliance) which provided us with protection of privacy. The same applies to
electronic communications. With sufficient resources, surreptitiously undermining
technical means of protecting privacy (such as encryption) is certainly ‘possible’.
But that does not mean that it is permissible. Third, although the Internet is clearly
not an ‘anonymous’ means of communication, many users have a ‘false sense of
anonymity’ which make them more vulnerable to prying eyes. More effort should be
made to educate the general public about the technical nature of the Internet and
encourage them to adopt user behaviour which is mindful of the possibilities of
unwanted surveillance. Fourth, the US and the UK intelligence services have
demonstrated that an international cooperation is possible and worked well in
running the mechanism of massive surveillance and infiltration into data which
travels globally. If that is possible, it should equally be possible to put in place a

global mechanism of judicial scrutiny over a global attempt at surveillance.
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108) Matthijs van Bergen works as a legal advisor at ICTRecht, and is simultaneously developing his PhD
thesis concerning net neutrality and the protection of freedom of speech and privacy in information
societies at Leiden University. Matthijs has advised the Dutch NGO Bits of Freedom concerning net
neutrality from 2010 to 2012, on an entirely voluntary (‘pro bono’) basis. Currently Matthijs is also
serving as a network neutrality expert for the Council of Europe

109) Soldaliodt4A ME2l(Managing Editor at Korea Institute of Child Care and Education), =30{CH grA}
+2(Ph.D candidate of Sookmyung Women'’s University, ABD), FZ|0|0|E|EHH= F2|o}
2k=7HVolunteer of Creative Commons Korea)

110) Y= o|8Xt=H ZAC|H(olH

111) The importance of the free and open Internet for the freedom of expression has been stressed in
countless publications. A few prominent ones: F. La Rue, ‘Report of the Special Rapporteur on the
promotion and protection of the right to freedom of opinion and expression’, report of 16 May 2011,
no. A/HRC/17/27; Council of the European Union, ‘Council conclusions on the open Internet and net
neutrality in Europe’, 13 December 2011; Council of Europe, ‘Declaration of the Committee of Ministers
on network neutrality’, 29 September 2010.

112) See i.a. Noam 1994, Lemley & Lessig 1999, Lessig 1999, CBUI 2002, Lessig & Wu 2003, Privacy
International & GreenNet 2003, Zittrain 2008, Nunziato 2009, Bendrath & Mueller 2010, and Van
Schewick 2010.
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7] ¥ 3](the Consumer Electronics Association) o] 2gE- <o AAAHQA AgA<l
CBUI(the Coalition of Broadband Users and Innovators)”7} 1¥-EA193|(FCO 24
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Telecommunications Association)’, F/|~E(Comcast), 181 ttE Fd AGAELS
Flole AAAMNA JFAs ZFasky g etA] &5 ¥ ofyel, FCCrF of2fdh 13 &
ARG Ago]l A=Al dste] FAA7E sFATHI

ot WTAN WA AL AN FFYHS
stel ol olxl Avtala AP o] Folxl B
A AZe] the Ao WAURT, WAx
(Regulation)190] AISHR, EUS| Jael A% 583 S8 A3l olfro] 7= sheh.110
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113) Wu, 2002

114) National Cable & Telecommunications Association Ex Parte Letter, December 10, 2002.

115) EUS| fiME & sttz, 2t Zof tisto] AFEQl FEHE X WHe =z 2Lzl f&|e] oolet=
cr=ct

116) Proposal for a Regulation laying down measures concerning the European single market for electronic
communications and to achieve a Connected Continent, COM(2013) 627 final, 2013/0309 (CQOD).

117) Lemley & Lessig 1999
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118) Wu may have better called it Internet neutrality instead of network neutrality, because the principle is
commonly understood to apply only to Internet traffic and not necessarily to traffic which may flow
through specialized services offered on closed digital networks utilizing the Internet Protocol.

119) For further explanation of the concept of application—agnosticism, see Van Schewick 2012.

120) The “broad version” of the end-to—end principle is defined by Barbara van Schewick as follows: “a
function or service should be carried out within network layer [i.e., available to all clients of the
network] only if it is needed by all clients of that layer.” Art. 5(3) of the Treaty on the EU states:
“Under the principle of subsidiarity, in areas which do not fall within its exclusive competence, the
Union shall act only if and in so far as the objectives of the proposed action cannot be sufficiently
achieved by the Member States, either at central level or at regional and local level, but can rather, by
reason of the scale or effects of the proposed action, be better achieved at Union level.
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121) For a much more detailed and complete analysis and description of the principles of modularity,
layering and end-to—end, see Van Schewick 2010

122) See: Belli & Van Bergen 2013.

123) Proposal for a Regulation laying down measures concerning the European single market for electronic
communications and to achieve a Connected Continent, COM(2013) 627 final, 2013/0309 (COD).

124) http://www.intgovforum.org/cms/dynamic—coalitions/1330-dc—on—network—neutrality.

125) Al Gore, Information Superhighways Speech International Telecommunications Union Monday March
21, 1994, available at http://vlib.iue.it/history/internet/algorespeech.html.
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126) Technollama.co.uk, 28 January 2012, 'Chile enforces net neutrality for the first time, sort of',
<http://www.technollama.co.uk/chile-enforces—net—neutrality—for-the—first-time—sort—of>.

127) This may be considered surprising, given the fact that submissions made by civil society
organizations such as European Digital Rights, Bits of Freedom and La Quadrature du net, the Free
Knowledge Institute, The International Telecommunications Users Group, Universities such as the Essex
University, as wel as prominent application providers such as Skype had (often loudly) cried for
additional regulatory measures to ensure end users' ability to access and distribute the information or
run the applications and use the services of their choice on the Internet.
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128) Broadband Traffic Management, 7 December 2010, 'Net Neutrality [Israel] — Parliament Approved
Wireless Neutrality'
<http://broabandtrafficmanagement.blogspot.be/2010/12/net—neutrality—israel-parliament.html!>.

129) European Parliament 7 November 2011, 'European Parliament resolution on the open internet and net
neutrality in

130)ZDNet 3 October 2011, 'Kroes attacks Dutch net-neutrality rules',
<http://www.zdnet.com/kroes—attacks—dutch—net—neutrality—rules—3040094084/>(l.c.0.3February2013); Tele
compaper14June2011,'KroessaysDutchnetneutralityrulespremature'<http://www.telecompaper.com/news/kr
oes—says—dutch—net—neutrality—rules—premature——809381>.

131) E.g. Forbes 8 September 2012, 'Why is the UN Trying to Take over the Internet?"
<http://www.forbes.com/sites/larrydownes/2012/08/09/why—the—un—is—trying—to—take—over—the—internet/3/
>(l.c.0.18March2013);seealsoBEREC14November2012,'BEREC'scommentsontheETNOproposalfor TU/WCIT
orsimilarinitiativesalongtheselines'<http://berec.europa.eu/eng/document_register/subject_matter/berec/othe
rs/1076-berecs—comments—on-the—etno—proposal—-for-ituwcit—or—similar—initiatives—along-these—lines>.
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Approach to Network Neutrality: A Model Framework and its Application, in
Belli L. & De Filippi P. (ed.), The Value of Network Neutrality for the Internet

132) BEREC November 2012, 'BEREC’s comments on the ETNO proposal for ITU/WCIT or similar
initiatives along these lines'
<http://berec.europa.eu/eng/document_register/subject_matter/berec/others/1076—berecs—comments—on—th
e—etno—proposal—for—ituwcit—or—similar—initiatives—along—these—lines

133) BEREC November 2012, 'BEREC’s comments on the ETNO proposal for ITU/WCIT or similar
initiatives along these lines'
<http://berec.europa.eu/eng/document_register/subject_matter/berec/others/1076-berecs—comments—on-t
he—etno—proposal-for—ituwcit—or-similar—initiatives—along—-these—lines
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Net neutrality governance

A Brief View on Origin, Substance and Trend

Matthijs van Bergen134)

Net(work) neutrality is one of the most hotly debated topics of Internet policy
today. This article briefly analyses the origin, substance and trend of network
neutrality governance, focusing on Europe and the United States, with a glance at

other countries and regions as well.

1 Origin of the net neutrality debate

The Internet is widely held to greatly enhance the freedom of individuals to
receive and impart ideas and information.135 However, since more than a decade
now, persistent warnings have emerged from academic and public policy circles that
the perceived free and democratic nature of the Internet and the fundamental
design principles of its technological architecture are under threat, both from
governments and the private sector. The earlier warnings have mostly originated
from the US and can be traced back as far as 1994.136)

134) Matthijs van Bergen works as a legal advisor at ICTRecht, and is simultaneously developing his PhD
thesis concerning net neutrality and the protection of freedom of speech and privacy in information
societies at Leiden University. Matthijs has advised the Dutch NGO Bits of Freedom concerning net
neutrality from 2010 to 2012, on an entirely voluntary (‘pro bono’) basis. Currently Matthijs is also
serving as a network neutrality expert for the Council of Europe.

135) The importance of the free and open Internet for the freedom of expression has been stressed in
countless publications. A few prominent ones: F. La Rue, ‘Report of the Special Rapporteur on the
promotion and protection of the right to freedom of opinion and expression’, report of 16 May 2011,
no. A/HRC/17/27; Council of the European Union, ‘Council conclusions on the open Internet and net
neutrality in Europe’, 13 December 2011; Council of Europe, ‘Declaration of the Committee of Ministers
on network neutrality’, 29 September 2010.

136) See i.a. Noam 1994, Lemley & Lessig 1999, Lessig 1999, CBUI 2002, Lessig & Wu 2003, Privacy
International & GreenNet 2003, Zittrain 2008, Nunziato 2009, Bendrath & Mueller 2010, and Van
Schewick 2010.
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The term 'net(work) neutrality appears to be coined in 2002 by Tim Wu
(professor at Columbia University), who published an article entitled 'a proposal for
network neutrality' in which he proposed to “forbid broadband operators, absent a
showing of harm, from restricting what users do with their Internet connection,
while giving the operator general freedom to manage bandwidth consumption and
other matters of local concern.”13”) In November of the same year an ad hoc group
called the Coalition of Broadband Users and Innovators (“CBUI”), with among its
members companies like Amazon.com, Apple Computers, Microsoft Corporation and
the Consumer Electronics Association!38), filed an ex parte letter with the FCC,
urging the FCC to take measures to assure that “consumers and other Internet
users continue to enjoy the unfettered ability to reach lawful content and services,
and to communicate and interact with each other and reach desired Internet
destinations without impediments imposed by transmission network providers.”
Subsequent ex parte submissions from The National Cable & Telecommunications
Association (“NCTA”), Comcast and other broadband operators argued that
regulation was unnecessary and undesirable and questioned the FCC's authority to

issue such rules.139

This marked the start of a long and fierce debate in the United States about
whether and how to protect network neutrality through law and policy. This debate
soon started to spread to other parts of the globe, and now is particularly topical
in the EU context, where a Regulation has been proposed with the intention of

protecting net neutrality.140)

The importance of this debate is difficult to overstate. The outcome is likely to
determine to a significant extent in which direction the Internet, the technological
and social platform on which today's information societies are built, can develop

further and which fundamental structures and divisions of power will apply.

2 The substance of net neutrality

As professors Lemley and Lessig have eloquently argued, the extraordinary
growth and success of the Internet rests fundamentally on its design principles.141D)
Policy and technology are similar in many ways and they often intertwine. Both are,
or at least should be, intended to fix people's problems and make their lives better.

Also, when people create either technologies or policies, there are always

137) Wu 2002.

138) See CBUI 2002 for a complete (as may be assumed) list of members.

139) National Cable & Telecommunications Association Ex Parte Letter, December 10, 2002.

140) Proposal for a Regulation laying down measures concerning the European single market for electronic
communications and to achieve a Connected Continent, COM(2013) 627 final, 2013/0309 (COD).

)

141) Lemley & Lessig 1999.
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trade-offs involved between different competing interests, while such trade-offs
regularly have far-reaching societal implications. Policy principles and technical
design principles have in common that they can help provide guidance as to how to

best make such trade-offs in concrete cases.

The interplay between policy and technology in the Internet is profound, and so
are the similarities between some fundamental design principles of the Internet and

certain fundamental democratic principles.

As the name suggests, net neutrality is essentially a non-discrimination
principle which applies to the transmission of Internet traffic.142) Net neutrality
prescribes that in principle, all Internet traffic must be transmitted equally, or at
least in a manner that does not favour or, in particular, disfavour specific

applications, content, services, devices and uses.143)

This principle is closely related to, and follows from, the end-to—end principle,
which prescribes that the functionalities (and therefore the 'intelligence') of a
network should be placed at the edges (hosts) when possible and at the core
(routers) only when necessary.144) As such, the end-to—-end principle recalls the
democratic principle of subsidiarity, which prescribes that power and autonomy
should be decentralized as much as possible and centralized only to the extent this
is necessary for a legitimate (public) purpose. Recognizing this similarity helps to
understand the importance of net neutrality and explains why net neutrality can be
regarded as a constitutional principle of modern (European) information societies,
potentially of similar importance as other fundamental principles which guide the

democratic organisation of society, such as trias politica.

The principle of subsidiarity has a related but slightly different meaning in
European human rights law, in the sense that any (centralized) state interference or
restriction with respect to a fundamental right, such as the freedom of speech, can
only be justified to the extent that such interference is necessary and proportionate
to achieve a narrowly circumscribed legitimate aim, and only the least restrictive
measure that is still sufficiently effective may be used. In a similar fashion, it can

be argued that any restriction, discrimination or other kind of (centralized)

142) Wu may have better called it Internet neutrality instead of network neutrality, because the principle is
commonly understood to apply only to Internet traffic and not necessarily to traffic which may flow
through specialized services offered on closed digital networks utilizing the Internet Protocol.

143) For further explanation of the concept of application—agnosticism, see Van Schewick 2012.

144) The “broad version” of the end-to—end principle is defined by Barbara van Schewick as follows: “a
function or service should be carried out within network layer [i.e., available to all clients of the
network] only if it is needed by all clients of that layer.” Art. 5(3) of the Treaty on the EU states:
“Under the principle of subsidiarity, in areas which do not fall within its exclusive competence, the
Union shall act only if and in so far as the objectives of the proposed action cannot be sufficiently
achieved by the Member States, either at central level or at regional and local level, but can rather, by
reason of the scale or effects of the proposed action, be better achieved at Union level.
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interference by Internet providers with respect to the transmission of Internet
traffic, should only be allowed to the extent that such interference is necessary and
proportionate to achieve a narrowly circumscribed legitimate aim, such as protecting
the integrity and security of the network, the services delivered through it, or the

devices connected to it (e.g. blocking malware, (D)DoS attacks, etc).

The combined technical design principles of modularity, layering and
end-to—-end help to make the Internet as a whole open, versatile, flexible and
robust, at the cost of some efficiency that could be achieved by integrating layers
and implementing functionalities within the network, thus optimising the network for
specific applications.145 This design simultaneously facilitates the individual and
collective self-determination of Internet users, by giving them the ability to receive
and impart any online content, applications and services of their choice, through
any Internet—-connected device of their choice, and communicate with any other
willing Internet user, without having to obtain permission from any Internet
provider, nor requiring a contractual relationship with any Internet provider other

than their own.

Democratic societies are (also) based on the ideal of individual and collective
self-determination and as a system of governance, a democracy can be argued to
be more robust, flexible and open than a totalitarian society, be it at the cost of
some efficiency that could be achieved if all aspects of life could be centrally

controlled and all opposing voices silenced.

Another remarkably democratic element of the Internet's architecture is that the
technological protocols that make things work, are created through open,
transparent and participatory processes, which appear to embody the Habermassian
ideal of a practical discourse.l46) This practical, open, transparent and
quintessentially democratic approach to the creation of Internet protocols is now
increasingly mirrored in processes and initiatives to develop Internet-related policy.
For example, multiple Internet consultations about net neutrality have been
organised by the European Commission before it elaborated its draft Regulation14?
and the Dynamic Coalition on Net Neutralityl4®) has deployed an open, participatory
process to elaborate a model legal framework on net neutrality, aiming to maximize
the Internet's public—service and fundamental rights value, while spreading out the
power to innovate to all Internet users, rather than consolidating such power with

only a few Internet providers. Such participatory and multi—-stakeholder processes of

145) For a much more detailed and complete analysis and description of the principles of modularity,
layering and end—to—end, see Van Schewick 2010.

146) See: Belli & Van Bergen 2013.

147) Proposal for a Regulation laying down measures concerning the European single market for electronic
communications and to achieve a Connected Continent, COM(2013) 627 final, 2013/0309 (CQOD).

148) http://www.intgovforum.org/cms/dynamic—coalitions/1330-dc—on—network—neutrality.
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Internet governance, enabled by and through the Internet itself and intended to
protect the democratic values embedded in the Internet's architecture, speak to the
ideal formulated by Al Gore in 1994, to use the Internet to create a 'New Athenian

Age of Democracy'.149)

Analogous to the democratic ideal that the existence, organisation and power of
nation states is legitimized by the needs and wants of the citizens and population at
large rather than the whims and desires of a ruling elite, the existence of any
telecommunications network is ultimately legitimized by the users' wish to
communicate rather than the profit that can be made from the exploitation of the
network by a provider. To the extent that market forces fail to correctly balance
and align the interests of those who provide access to the Internet and those who

use such access, a democratically adopted correction is in order.

3 Legislative developments and trend

Over the last years, the following legislative developments have taken place

with respect to net neutrality.

= In November 2009 the New Regulatory Framework (“NRF”) on
telecommunications was adopted by the European legislator. This NRF contained
transparency requirements for electronic communications companies and the
“Commission Declaration on Net Neutrality”, in which the European Commission
declared to “attach high importance to preserving the open and neutral character of
the Internet, taking full account of the will of the co-legislators now to enshrine
net neutrality as a policy objective and regulatory principle to be promoted by
national regulatory authorities.” Recital 28 of Directive 2009/136/EC states that
“National regulatory authorities should promote users’ ability to access and
distribute information and to run applications and services of their choice, as
provided for in Article 8 of Directive 2002/21/EC (Framework Directive)”

* In July 2010 Chili became the first country in the world to adopt legislation
aimed at protecting net neutrality. The Chilean law forbids Internet providers from
arbitrarily blocking or discriminating against legal activity conducted through the

network (paraphrased from an unofficial translation).150)

= In November 2010 the European Commission held a “Summit on '"The open

Internet and net neutrality in Europe'”, following a public consultation phase from

149) Al Gore, Information Superhighways Speech International Telecommunications Union Monday March
21, 1994, available at http://vlib.iue.it/history/internet/algorespeech.html.

150) Technollama.co.uk, 28 January 2012, 'Chile enforces net neutrality for the first time, sort of',
<http://www.technollama.co.uk/chile—enforces—net—neutrality—for-the—first-time—sort-of>.
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the end of June till the end of September, which attracted 318 responses. The
Commission's report on the consultation stated that “in general, respondents
consider the EU telecoms framework to be capable of dealing with the issues
identified (question 3) and only very few advocate additional regulation at this
stage.”15D

* In December 2010 the FCC adopted rules which forbid network operators to
block lawful content, applications, services, or non-harmful devices, subject to
reasonable network management. Some US human rights language was used, such

as the term 'narrowly tailored'.

* In December 2010 the Parliament of Israel adopted a law to prevent wireless
operators from blocking or limiting the use of services and applications delivered
over the Internet (including VoIP).152)

*» In July 2011 a proposal was launched in the Belgian Parliament for the same
law text as that which the Dutch Second Chamber of Parliament had adopted in
June 2011.

* In November 2011 the European Parliament adopted a resolution, in which
Parliament has “called on the Commission to safeguard the principles of the
neutrality and openness of the internet and to promote end users’ ability to access

and distribute information and run applications and services of their choice.”153)

* In May 2012 the Dutch First Chamber approved a law proposal to protect net
neutrality. The Dutch law holds that network and Internet providers may not block
or hinder online applications unless necessary for a legitimate aim listed in the law
(e.g. mitigate congestion, protect safety of network and devices). The format of the
law was inspired on that of article 10 ECnHR. EU Commissioner Kroes of the
Digital Agenda has publicly spoken out against the Dutch law on several occasions,

calling it 'premature'.15d

151) This may be considered surprising, given the fact that submissions made by civil society
organizations such as European Digital Rights, Bits of Freedom and La Quadrature du net, the Free
Knowledge Institute, The International Telecommunications Users Group, Universities such as the Essex
University, as wel as prominent application providers such as Skype had (often loudly) cried for
additional regulatory measures to ensure end users' ability to access and distribute the information or
run the applications and use the services of their choice on the Internet.

152) Broadband Traffic Management, 7 December 2010, 'Net Neutrality [Israel]l — Parliament Approved
Wireless Neutrality'
<http://broabandtrafficmanagement.blogspot.be/2010/12/net-neutrality—israel-parliament.htmI>.

153) European Parliament 7 November 2011, 'European Parliament resolution on the open internet and net
neutrality in Europe'

154) ZDNet 3 October 2011, 'Kroes attacks Dutch net—neutrality rules',
<http://www.zdnet.com/kroes—attacks—dutch—net—neutrality—rules—3040094084/> (l.c.0. 3 February 2013);
Telecompaper 14 June 2011, 'Kroes says Dutch net neutrality rules premature'
<http://www.telecompaper.com/news/kroes—says—dutch—net—neutrality—rules—premature——809381>.
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* In May 2012 BEREC published its report on traffic management, showing that
at least 20% of all Internet users and potentially up to half of all mobile Internet
users, have contracts that allow restriction of services like VoIP or P2P, while
contractual restrictions on P2P are enforced by 90% of operators and contractual

restrictions on VolP are technically enforced by 56% of the mobile operators.

* In August 2012 the Ministry of Communications of Israel submitted a proposal

to extend net neutrality from mobile to all telecom operators.

* In December 2012 the ITU convened in Dubai for the International
Telecommunication Regulations (ITRs). Some initiatives for alternative charging
models regarding Internet traffic, such as the 'sending party network pays' (SPNP)
model had been proposed, but were not adopted, after much criticism was voiced
on these proposals.195) ETNO had also proposed to include a provision holding that
“Nothing shall preclude commercial agreements with differentiated quality of service
delivery to develop”, which could be interpreted to hold that ITU member states
would no longer be allowed to adopt net neutrality regulations, and which

provisions were not adopted.

* In December 2012 the Slovenian Parliament voted for net neutrality legislation
which resembles the Dutch law in that it forbids blocking, throttling or otherwise

hindering Internet traffic, unless necessary for a limited list of legitimate aims.

* In November 2012 BEREC published a summary of its positions and lines of
action on net neutrality. In this document BEREC expressed that it “is committed to
the open Internet, and believes that the existing regulatory tools, when fully

implemented, should enable NRAs to address net neutrality-related concerns.”156)
* In January 2013 the Dutch law on net neutrality entered into force.

* In March 2013 the National Digital Council (Conseil national du num?rique or
CNNum), on request of the French government, published an opinion recommending
the government to include net neutrality obligations in the law. The proposal has

been criticized by some for being too vague and not specific enough.157

155) E.g. Forbes 8 September 2012, 'Why is the UN Trying to Take over the Internet?'
<http://www.forbes.com/sites/larrydownes/2012/08/09/why—the—un—is—trying—to—take—over—the—internet/3/
> (l.c.0. 18 March 2013); see also BEREC 14 November 2012, 'BEREC's comments on the ETNO
proposal for ITU/WCIT or similar initiatives along these lines'
<http://berec.europa.eu/eng/document_register/subject_matter/berec/others/1076-berecs—comments—on-t
he—etno—proposal-for—ituwcit—or—similar—initiatives—along—these—lines>.

156) BEREC November 2012, 'BEREC’s comments on the ETNO proposal for ITU/WCIT or similar
initiatives along these lines'
<http://berec.europa.eu/eng/document_register/subject_matter/berec/others/1076-berecs—comments—on-t
he—etno—proposal-for—ituwcit—or—similar—initiatives—along—these—lines>.

157) Arstechnica.com 13 March 2013, 'France could join the small club of countries that require net

107



* In September 2013 the European Commission issued its Draft Regulation on
the European single market for electronic communications and to achieve a
Connected Continent. Article 23 forbids blocking and throttling of specific content
and applications, except when necessary and proportionate to an exhaustive list of

narrowly circumscribed legitimate aims.

From the above we can conclude that there is a clear trend towards the
enshrinement of net neutrality into law and policy. Human rights considerations play
an increasingly important role in the net neutrality debate, which is also reflected in
the language of several adopted and proposed legal statutes relating to net

neutrality.

The most important issues in the net neutrality debate in Europe currently
revolve around the definition and demarcation of specialized services, where the
Draft Regulation arguably leaves something to be desired, and the prohibition of
pay—for-priority business models on the Internet, which seems essential to any true
protection of network neutrality, but does not appear to clearly follow from the

language of the Draft Regulation.
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ABSTRACT

Internet Governance and Users

borami Kim163)

Having taken actions for 2 years, Net Neutrality User Forum has realized Net
Neutrality as a international issue of future Internet. Although the Internet design
principle (layering, module, IP protocol) has enabled the end users to communicate
each other without any additional permission or interference, in the reality, the end
users have been tracked by both companies and governments, and the
communications could be blocked, or restricted by surveillance devices, such as DPI
, which could change the whole Internet design principle. Given that the Internet is
a large community of the equal end-users based on end-to—end principle, it's
essentially the issues of the whole Internet users, rather than of one nation, and
we should focus on developing the transparent and participatory ways in Internet
governance. The current Internet governance discussion have taken placed in
ICANN, IGF, etc., in bottom-up processes of multistakeholderism to reflect the
views of end-users. However there have been the controversial issues in Internet
Governance, such as the position of government as a stakeholder, global
north—-south problem, transparency, so we have faced the debate on the new or

evolving frame of Internet governance.

163) Lawyer, Coordinator of Network Neutrality User Forum
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ok wAlE ARle] A7]EAS A ME| A ‘303‘4 FAoll FAAUE Ao, a9
T U= A Aus ARIATE B2 AlE 7R Al AdstAY 2= Auas Al
= Aol daiA= oln] WTOZF &3k 44l 719h& Zﬂ%é}i A= Aol
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o)

E g 7bA ZhEE A 9l AR ITRI ITUZF debt Fofghrbel] tfgh slefvh whek o
Aol Awgk datel wel Al7gE FCC qfAlE fintgvhd, Gl ¥as WAY 2
A2E o ol Aol ol&d & g 2 & ok Zed [TU= 2 AAZ 0w
2 ZEAa oA dom, ITR 4] =7 b ojud AL shabs T2l

% o 7
F A Robee AY otk ofu@ SUAIL Bl WA, BeE A %
)= AgUchd 2 gels A <zt gk

e
Fehodl wgel 9 ARAG. the A TR A FAAY WEL B A
ofu g vigEe] e Aol tal AFL v 2 %

Holt},

3. EAolA 2tZF(charging)st=, LiollAl ntZ2s5H=

T2 (TD-641800] w7 Ql=) ITRe| #al AjteE 4 A}ES 28, 2 Atd
o2 AlgEoly, WCITI8D FH] 7])2F $etke] ITU 23X WEE5S WUs HESHTH 1
E Ay, Jdgdle] tisk ITRe FAAQ d&FeEe 74 HEYIAZ d =4 Ayl 94
Z] 2] (connectivity arrangements)< ®HrA} dl= TR A|EoA F2 U2 Folgta B

T @A B 37, A Zupd 2, A Qe {28/ FA) o]ire] gt ITUS/
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international Internet connectivity, and taxation issues)| #&to] z+ Qokel &S H
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180) http://www.internetgovernance.org/2012/06/06/td-64—for-breakfast/

181) http://www.itu.int/en/wcit—12/Pages/default.aspx

182) http://www.itu.int/oth/T065B000010/en
183)http://www.internetgovernance.org/2012/06/07/threat-analysis—of-wcit—part—2-telecommunications—vs—int

ernet/
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184) http://files.wcitleaks.org/public/ETNO%20C109.pdf

125



o] 7|45 7]1%3}e, ETNOY #|¢te F 7HA S Al L3k}

ARZ Ardoz g AMu|AE Aty HAY 7 AF(best-effort packet
forwarding) & 7bsstAl 8t Ao & 3AS 3|dxo] FrtetEs BAsH, EAE T
A gt A Au) e gigk A St
ERAL U ES A9 A& A3
FA7 Adgk vgs

ap
)
olr

2) .
22 A= vgdt 22 W&ol S
%

6.7 SlYTES, Y H&E2 Z&st IH Y HE Aot HHAEALL 2 OAH2

25 M5 HAOIL @A Zt HAt=0| CtE YAl=e M 3o sae

Ue X|9IE Fofslof stot

B o 4 Ql%ol, ol 5 HE(peering)olH A& F & (interconnection)ol]l 3 = A

Aol EE 7H So] @4 A R BA IS A HoAsEd 7 AdxF: Ut
g Yfujolt}. o]l& Ea 9 W= di7|gEC] olE Hoste=A & & dow, A9
nsolu 1o Bye] =7ke] AARA VIHEC] w7t 2F9, 2 5HA0RE f9dHE R
d9o] A& Ao)Ede](international gateways)ol|l thale] z} x|l HA Faro] o] 2
AZ1E & & dve A& & F Atk 2 AdelAs HEe B4 Ay Fxo did A
< S Gl ol WeE s

JEIS Audts vhAE Ak Al 8.A4%0H, U &S "L Atk

8.A.4 3|A=S2, MAAAMA Zet=[0f A= ZE2I0|{A|2F EF 2| Aol 2
= =g LHEE 25t ESSIHMT, Alo|e{H = ef Aol tiS3k7| 2o, A&
o| etgdolLt Eeotg HEsts eSS doliof etoh

59 WA, Ao A Fgol £3 57
o

Aboln] HQkx}t TTRE Aol

Al 9

= Fs
f ZTagRs T
forwarding)ell A8t ¢9)7] wjFo]t}.

[e]

, Vol gk Aol Al 7
ol H= F4d ojstzm "old A g Y 2HAES TF F =

1}
% (best—effort packet
Al
tha sy ets 1o gial

126



7HAol & Ae Az erE . (&7bo]E27F 21 4ol

ol AtEol Ao =& FAsH AHY, 53] ‘=A AEHl d2'S ITRO Atz
Aazb dvbe A2 sttt Bake] S0 Med A EIs0), o= 983 SAlo]l
Sl = Al v JAEIE

]

2A 2 Aol Aee A
o .

A de ol

_1

=
[H
o
ro
oo
o,
é
é".:
_?L
O
r

o
|

o 4= 9;1 . 0131??_ AFE2 UESH A layer liﬂr 25 Lroé 5}7‘:—
SIAbEo] S8 ZEOR AFAAA w5she EﬂO]H Efg s ddete d7tE o Bl
2L 3k o] 3“1741 T O30 ENE HEE Wz s o] dAlE W et

= ) B G J)”ﬂx}«]

H S s ApAle] HES A&
AEY Bl gk ERtSa GRO] qfAlE W S & RidlE s Ak el

1

H o r_>tL

o

—~

Rt
~
D
i
)
~
2
)
X

ins
oX Jm A% Jm

R

ol
ok
o 2

A Y 2SS A2 A28 Zo] ol 1999d s A& &erbd, <l
HU ZHES T4l e "olxl i 55 I tgd m7hEo]l =A Al

= Zlo] ofyEt A&l s dasts A <

3 vl Qlvh o1 A3} [TU-T dar D.50186)0] ghEo) A al,

o]+= 2000 E¥® ¥ 2 H FAHAHYJY. D50 14 Hil(recommendation)o] &3}
S ITRE 7}A9tA olE =2 Q2 ZA(requirement)o = HF

H A old Y 7% dov AAeE & Havt e
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185)http://www.internetgovernance.org/2012/06/07/threat—analysis—of-wcit—part—2—telecommunications—vs—int
ernet/

186) http://www.itu.int/rec/T-REC-D.50/e

187) http://arstechnica.com/uncategorized/2005/10/5498-2/
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=9 @&l 27 A= FE A, 2 ol AjkA Al 85 AATE A& Jhesta
AR HAolghs B gel vlxsta glv] wiitelvh fieuh ARl ofFh, AbrEal A9
1 WAl HA " ASS ITRE 934 o]

il

4. ITU2L Aloj{ Eot

ol ol A& ITRO] A3 i& Folo ToA4S Z=xsta vk A7 WCITY ofxicts
olEi Q= Hd sFo thaix AH B gt o2 W& ke Wi&olxl aAnt o)A
W AlolH Hol(cyber security)7} ITRO Z3HE = A A 253 Aol thite] H&= =
AARD EAlEk= Aol e #ag ket RHEAL e AR R REAY

A= sk Al gk Bbst @9 (securitization)188)= QJIE YL 9] zhfrol of
@ Fad Aasst 48 A4 9 A dlHAe Bacs AL A “ofgel v}
A uk 3 Al A (refuge of a scoundrel)"&tal AFE HLolH, o]=189 F & AHFE kst

o, Eetolu A& Aslsh, dBAS ssta, Mg A 718 Ak Aol mot
2 AFshs wvke WS HalFe B9s BE ohith b oY Aulzsk gy 7w

Al e Hetd ZoolmAlE JhdEltke wEol i wriE & 5 JAME7E botnets,
A
-

O

DDos& 4, FFsk= vledd A, Abeln] a9 5 =i7ke] A& we 54 5 Akl
HowE EAE EARY e A B ARdolth wEbA Afolu] EQkel whE =ol vl
AF A ool A oF frt. Afolw] Hkel] w3t =oli= Atolw] W ele] thste] AWM
Qo] ofef] o] FolAL V& sHAIRE, FEH I 2F o] Hetolgis #A Sol o] FolA
T dF PR s e HE gAls ok dhh

E192)0] dt= WS R BolFu ke Holth t&o] ITUZL Ateln] ®wetal pes
of s diEel A VIEHor waa AFgsHoet dse] glvh 1TU 89
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° Sithal detsW 25 e AREd=d BEe T PHoR olF 243t

we ofFedel el B f8s BEtu Qi TV Jne] X509 FEai 8

188) http://en.wikipedia.org/wiki/Securitization_%28international_relations%29

189) http://www.lexipedia.com/english/scoundrelly

190) http://www.itu.int/cybersecurity/

191) http://csis.org/program/commission—cybersecurity—44th—presidency

192)
http://www.hstoday.us/briefings/today—s—news—analysis/single—article/house—dhs—budget—boosts—border—s
ecurity—cybersecurity—nixes—revamp—of-fema—grants/b14ad3c596ea16bc58a2b9b2cacib57d. html

193) http://www.itu.int/ITU-D/cyb/

194) http://www.itu.int/ITU-D/cyb/cybersecurity/docs/security-related—extracts—pp—06.pdf
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195) http://en.wikipedia.org/wiki/Einstein_%28US—-CERT_program %29
196) http://www.itu.int/net/about/basic—texts/constitution/chaptervi.aspx
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THREAT ANALYSIS OF ITU S WCIT

Milton Mueller201)

PART 1: HISTORICAL CONTEXT

The relevance of the International Telecommunication Union’s World Conference
of International Telecommunications (WCIT) to Internet governance is a hotly
debated topic. There is an organized campaign to raise concern about it, with the
latest entry being the scheduling of a hearing202) in the U.S. House of

Representatives.

What this means is that 20 years after the opening of the Internet to the
public, 13 years after the creation of ICANN, 7 years after the conclusion of WSIS,
we are still having an intense debate about the relationship between nation-states
and the governance of the Internet. This is precisely the topic I tried to treat
comprehensively in my recent book, Networks and States.203) It might sound
self-serving, but I think that a lot of participants in the current debate would
benefit from the historical perspective and theoretically grounded analysis it

provides.

There is no doubt that some governments, notably Russia, would like to see the
ITU replace ICANN and other private sector—based Internet institutions. What most
people don't realize, however, is that certain governments have advocated that
position for more than a decade — and they have repeatedly failed to realize those

goals.

The history is worth recounting. Start the story in 1996, when the ITU

201) Professor, Syracuse University School of Information Studies, Internet Governance Project
http://www.internetgovernance.org/

202)
http://thehill.com/blogs/hillicon-valley/technology/229231-house—-to—hold-hearing—on—international-control
—of-the—internet

203) http://www.amazon.com/Networks—States—Governance-Information—Revolution/dp/0262014599
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attempted to take over the domain name system. At that time it was (extreme
irony) allied with the Internet Society204) in an attempt to privatize management of
the DNS root and remove it from the hands of the US government. The U.S.
squashed that effort like a bug, leading to the creation of ICANN.

The next episode, and the high water mark of the nation—state challenge to
Internet governance, was the 2002 — 2005 World Summit on the Information
Society.205) At WSIS, governments started to grok ICANN and wake up to the lack
of intergovernmental institutions with authority over the Internet. There was a huge
expansion of the coalition in favor of a greater role for governments. The European
Commission, led by the French, joined Brazil, Arab states, Iran, South Africa,
numerous other African states, China and Russia in criticism of US control of the
root and in favor of state-directed “globally applicable public policy principles.” But
they failed to alter ICANN’s basic governance model, or the basic approach to
Internet governance. WSIS did have an indirect effect of strengthening the role of
governments inside ICANN, but that was mainly because the U.S., in its
determination to stop the .xxx domain, aggressively used ICANN’s Governmental

Advisory Committee (GAC)206) to intervene in policy making.

In 2009-2010, the ITU tried to gain a larger role for itself in the management
of IP addresses.20”) Many of the same fears now expressed about the WCIT-12
were expressed about the ITU Plenipotentiary meeting in Guadalajara in 2010.208)
And yet, as our coverage209) of the results of that meeting indicated, the
resolutions emerging from the Plenipot not only did not “take over” anything, they
made a concession, mentioning ICANN by name for the first time ever in an ITU
resolution (albeit grudgingly, in a footnote). Proposals by countries such as Russia
to transform ICANN’s GAC into an intergovernmental organization with oversight
powers, or to create a “progressive cooperation agreement between ITU and
ICANN and define a mechanism to increase the participation of governments” were

all struck from the text, another defeat for creeping intergovernmentalism.

Most recently, in 2011 there was a proposal by India, Brazil and South Africa
to create a UN “Committee on Internet Related Policies” (CIRP).210) Although this

204) http://www.isoc.org/

205) http://www.itu.int/wsis/index.htm|

206)
https://gacweb.icann.org/download/attachments/1540116/GAC_25_Wellington_Communigue. pdf?version=1
&modificationDate=1312543504000

207) http://www.itu.int/dms_pub/itu-t/oth/06/2C/T062C0000010001PDFE. pdf

208) http://www2.afrinic.net/news/ITU_mexico.htm

209) http://www.internetgovernance.org/2010/10/28/free—online—access—to—itu-resolutions/

210)
http://content.ibnlive.in.com/article/21-May—-2012documents/full-text-indias—un—proposal-to—control-the-i
nternet—259971-53.htm|
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raised alarms about a “UN take over” the proposal actually involved the creation of
a research and policy development committee that could make proposals to be
considered by the UN General Assembly. CIRP had some weak non—-governmental
stakeholder representational structures, but no legislative or regulatory powers, only
the ability to formulate proposals that governments would then have to negotiate
and ratify as treaties. Not a good idea, in my opinion, but if major
Internet—-economy countries such as the US and in Europe refused to ratify those
treaties, they could not have any effect. Yet even that proposal has been stoutly
resisted. Brazil later disavowed the proposal. India is still backing it, contrary to
some reports2ll), but the Indian government’s support for it has been openly
criticized by legislators212) and South-based civil society groups, who link it to

India’s domestic Internet censorship21d® efforts.

The CIRP proposal itself was a reflection of many governments’ dissatisfaction
with the Internet Governance Forum, especially emerging economies in what is
called “the global South.” IGF was the main outcome of the WSIS and was
supposed to continue the unresolved debate over US control of critical Internet
resources in an open, fully multistakeholder forum. But many of these critics of the
Internet governance status quo became disenchanted with the IGF. Some
governments wavered in their commitment to equal-status cooperation with other
stakeholder groups. Some civil society critics claimed, not unreasonably, that
players with a vested interest in the status quo were preventing the IGF from
taking on controversial issues and from making recommendations. Business interests
in the West contributed to this dissatisfaction by filling the IGF with meaningless
happy talk about disaster relief and green IT, neither of which have anything to do
with global Internet governance. This led to UN-based efforts to institute IGF
“improvements.” Of course, those “improvements,” which tended to involve more
bureaucratization of IGF, have been opposed and blocked by advocates of the
weaker IGF.

So here’s the bottom line:

1. There is no sudden UN or ITU effort to take over the Internet. There is,
instead, a longstanding struggle between the Net and states at the national and
international level. The WCIT is just the latest episode; and compared to WSIS, a

minor one.

2. There i1s no evidence of any recent enlargement of the political support for

211) http://www2.afrinic.net/news/ITU_mexico.htm

212)
http://indiatoday.intoday.in/story/mp-rajeev—chandrasekhar—global-internet—censorship—wsis/1/189131.htm
|

213) http://www.timesofassam.com/headlines/censorship—on—internet—another—dictatorship—of—-congress/
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states and inter—-governmental institutions such as ITU. The same players are taking
the same positions. There may even be erosion of support for

inter-governmentalism, e.g. Brazil's abandonment of CIRP.

3. The ITU is a paper tiger. Neither WSIS nor any other international
development has strengthened or approved ITU efforts to gain control of pieces of
the Internet since 1996.

4. Intergovernmentalism is a fading ideology. While developing countries and
BRICs still resent US economic and political pre—eminance and tend to view
intergovernmental institutions as a way to address those resentments, they have
been persistently unsuccessful in re-asserting governmental control over the
Internet in transnational institutions. Civil society and business within those
countries are divided — they do not always support their governments’ efforts. Most
Internet-related activists are on the side of de-nationalized, multistakeholder

governance.

5. The biggest threats are at the national level. States (including not just India,
China and Russia but the US, Great Britain, and other Western democracies) have
taken major steps to impose new regulations and controls on the Internet insofar as
they can within their territorial jurisdiction. If the world's governments lock down
the Internet nationally and then agree on how to control it globally, it would indeed

be dangerous. But we are a long way away from such agreement.

So a more realistic assessment of the threats and their context is required
before people run around sounding the alarms about the ITU, and its International
Telecommunication Regulations (ITRs). In my next blog, I will look into more depth

into the ITRs — and the real cause for concern about what they might do.

PART 2: TELECOMMUNICATIONS VS. INTERNET

To understand what is really happening at the International Telecommunication
Union’s WCIT, one must return to an old question: is the Internet
“telecommunications” or is it something else? That seemingly obscure definitional
question has been at the center of communication and information policy since the
mid-1960s and it — not a “UN takeover of the Internet” — should be the point of
departure for understanding WCIT.

More than 50 years ago, the U.S. Federal Communications Commission decided
that basic telecommunications (which in the 1960s-70s was dominated by the
AT&T monopoly) needed to be strictly regulated, while “enhanced” services (.e.,

the emerging networked computer services industry that relied on the public
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telephone network) needed to be opened up and deregulated. To facilitate this
policy goal, the FCC created a regulatory distinction between “basic” and
“enhanced” services. Telecommunication was straight transmission of signals while
“enhanced service” added some “information processing” to telecommunications

transmission.

At that time traditional telecommunication (layers 1 physical and 2 data link of
the OSI model of data communications214), was provided by highly restrictive,
protected and usually state-owned monopolies known as PTTs (postal, telephone
and telegraph monopolies). By placing information services in a separate
regulatory/legal category, information service providers could (when other countries
agreed) ride unmolested on that telecommunications infrastructure, without being
subject to all the entry restrictions and gatekeeping regulations of the telephone
companies and/or their governments. During the 1980s and 1990s, many countries
were more than happy to open up that tiny “information services” market a bit in
exchange for continued protection of their gigantic voice telephony markets from

foreign competition.

The separation of “telecommunications” and “information services” paved the
way for an open, economically and politically free Internet. Internet protocol was
basically software, and thus could be considered an “information processing” or
“enhanced” service. And so when the Internet went viral in the early 1990s, it
spread like rhizomes into the global path cleared for it by the international

deregulation of information services.

From the 1980s on, layer 1-2 telecommunications services were liberalized as
well. New competitors were allowed to enter the market worldwide. The public
infrastructure became more diverse. State-owned PTTs were privatized. Many
prices and features were deregulated. Mobile networks became substitutes for fixed
networks. As the industry became more diverse and competitive, maintaining a
clear, simple distinction between telecommunications and information services
became complicated. The combination of Moore’s law and expanding bandwidth
allowed the application layer to provide services “over the top” that were
substitutes for the offerings of traditional telecommunications and broadcasting
networks, such as Internet telephony (VolIP), video streaming, or instant messaging.
Instead of a single monopoly platform hosting thousands of services, we got
multiple telecom platforms with multiple services. It was difficult if not impossible

to keep the service providers out of telecom platforms — and vice-versa.

The ensuing debate between those favoring a free market, contractually—based,

deregulated Internet model and those who wanted regulators to preserve the

214) http://support.microsoft.com/kb/103884
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Internet of the 1990s by treating ISPs as regulated common carriers turned — once
again — on the telecommunications—information distinction. The distinction was
reaffirmed in 2005, when the U.S. Supreme Court upheld21® the Powell FCC’s
classification of cable modem Internet as an “information service.” Net neutrality
advocates in the U.S. hated that decision, because classifying ISPs as “information
services” instead of “telecommunications” released them from common carrier—style
regulation. But it did keep network operators exempt from many potentially
debilitating forms of political and regulatory intervention, especially around

interconnection arrangements.

So what does all this have to do with the WCIT and the ITRs? It is this! the
ITU’s attempt to update the International Telecommunication Regulations (ITRs) is a
new attempt to negotiate the boundaries between telecommunications and
information services. Just as in the Brand X case, if certain things are defined as
telecommunication they can be subject to certain (in this case, weak) forms of
control under international regulations designed to support traditional
telecommunications. The targets of most ITR amendments are the interconnection
arrangements among ISPs. Because it comes from the ITU, this effort is driven in
large part by the interests of foreign telecommunication incumbents and by
developing country administrations who feel bypassed or marginalized by the
burgeoning Internet economy at layer 4 and above. In that respect, it is somewhat

reactionary and threatening.

But it would be wrong, and a bit silly, to talk about the ITU “taking over” the
Internet. 7t is, rather, the Internet that is taking over the world of
telecommunications, setting more and more of the terms and conditions under which
the ITU and its operating entities function. The Internet-based services growth in
revenue has far outstripped that of the telecommunication operators. A fabulous

new economy has emerged on top of the telecommunications platform.

The issue is primarily the economics of interconnection; i.e., the revenue
sharing (or lack thereof) involved in taking and sending traffic. It is not in the
slightest about taking over the IETF, ICANN or IP address registration. WCIT is
also a clash between a transnational regime based largely on privately negotiated
contracts and the permissionless service provision created by a globally
interoperable, distance-insensitive Internet protocol, and the nation-state system of
hierarchical regulation and bordered gatekeeping which was built up around
telephone companies. The most important battleground in the WCIT is not
censorship or security, but interconnection and the flows of funds among carriers
attendant upon interconnection agreements. If you want national regulatory

authorities to have more collective control over ISPs generally, and American ISPs

215) http://www.law.cornell.edu/supct/pdf/04-277P.Z0O
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and Internet services specifically, you should support the WCIT effort.

The ITU and its members are, as usual, in reaction mode, a step behind. The
current I'TRs were defined in 1988, before the public internet as we know it even
existed. They have numerous archaic references. They still talk about telex, for
example. If you think there should be ITRs at all, it is absurd not to update them.
But that raises an interesting question that no one else seems to be asking: should
there be ITRs at all? Why do we need them?

The existence of treaty—-based telecommunication regulations administered by an
intergovernmental organization made sense in a world where telecommunications
were provided by state—owned monopolies. Negotiating telecommunication
interconnection across national authorities was very much like negotiating a mutual
passport/visa recognition agreement. Also, many governments had their own
incompatible technical standards and a single, national telecommunication standards
body as well, so having an intergovernmental organization around to negotiate

international compatibility made sense.

The world of the Internet is very different. It is a world of liberalized trade in
services, of transnational services and corporation, of dozens if not hundreds of
private—sector voluntary technical standards forums, a world of multiple, competing
private network operating entities, most of them no longer state—-owned, and
millions of Internet—-based services riding on and crossing over those multiple
platforms. So why are we treating governance of this sector as something that

should be happening through treaty negotiations among governments?

Why do we need a special set of international telecom regulations at all? Every
country has its own national regulations regarding interconnection, privacy, antitrust,
consumer protection, and so on; compatibility across platforms and services is much
easier technically than it was in 1930 and tends to get worked out in the market.
International telecommunications is a form of trade in services, and the WTO
agreements already provide a sufficient regulatory basis for foreign or multinational
providers to enter national markets with different regulatory regimes, and to offer

transnational services.

Another missing fact from the debate is exactly how weak the ITRs and the
ITU are. If you don’t follow a duly passed FCC regulation, you can get fined or
you can get your license pulled and put out of business. The ITU doesn’t have any
police. The ITRs are just a bunch of verbal commitments from “member states”
that they will agree to do something. If the member state doesn’t agree, or chooses

not to enforce what it agreed to, the words are meaningless.

I hope this re—framing of the WCIT helps observers to understand better what
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the general context is. In the next post, we look at the specific language of
proposed ITR revisions and explain the degree to which they do or do not create a

threat to Internet freedom.

PART 3: CHARGING YOU, CHARGING ME

We have carefully reviewed the proposed modifications of the International
Telecommunication Regulations (ITRs) contained in TD-64216), as well as some
other recent proposals and some ITU presentations made in the runup to WCIT.217
This review confirms that the most important potential effects of the ITRs on the
Internet would come from the ITRs’ attempt to change international Internet
connectivity arrangements in fixed networks. For a very useful summary of /70U
work on tariff and accounting matters, international mobile roaming, international
Internet connectivity, and taxation issues, see this presentation21®) from a February
2012 WCIT preparatory meeting in Bangkok. The motivations of these proposals are
primarily economic; they have to do with the flow of funds and the role of national
regulators in controlling operators and commercial negotiations, rather than

censorship or “taking over” Internet resources.

We have gotten into some disputes with well-intentioned advocacy groups by
insisting on the disconnect between censorship and the ITRs. (See the comments on
this post219) While it might be politically convenient in the U.S. to paint the ITR
modifications as a plot to control or limit the free flow of information, we
academics have to insist on precision and on perspective and context. We
understand that some kinds of threats “mobilize the base” better than others, but
we don't think anyone benefits in the long run by misconstruing the nature of the
problem. Indeed, such distortions might backfire. Changes in charging arrangements
and economic regulation could have very important effects on the free flow of
information. If we are to understand those threats and how to handle them we need
to accurately identify what is being proposed, why it is being proposed and what

its effects might be.

Summary of what’s there

The word “Internet” appears in six proposed modifications of the ITRs in

TD-64. There are a few other proposals that do not refer to the Internet directly

216) http://www.internetgovernance.org/2012/06/06/td—64—for-breakfast/

217) http://www.itu.int/en/wcit-12/Pages/default.aspx

218) http://www.itu.int/oth/T065B000010/en

219)
http://www.internetgovernance.org/2012/06/07/threat—analysis—of-wcit—part—2—-telecommunications—vs—inte
et/
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but which could affect it. Certain definitions, such as those pertaining to spam or
security, could also have an impact, but the direct references are the most
important ones, and most of them concern the economics of international internet

connectivity.

The first mention of the Internet comes in a proposed change to section 2.2,
which defines international telecommunication service. It would extend the definition
to include “Internet traffic termination.” (There is a counter—-proposal to simply
delete section 2.2 entirely.) A similar proposal to modify section 4.2 would add
“services for carrying Internet traffic and data transmission” to a laundry list of

services that members states agree to cooperate to help provide.

A second direct reference to the Internet comes in a proposed new section 3.7.

The ITRs would ask administrations to:

take appropriate measures nationally to ensure that all parties (including
operating agencies authorized by Member States) involved in the provision of
international Internet connections negotiate and agree to bilateral commercial
arrangements, or an alternative type of arrangement between administrations,
enabling direct international Internet connections that take into account the
possible need for compensation between them for the value of elements such
as traffic flow, number of routes, geographical coverage and cost of
international transmission, and the possible application of network externalities,
amongst others.

This is similar in intent to the proposal by the European Telecommunication
Network Operators Association (ETNQO)220), which was released publicly by the ITU
at the request of ETNO. The ETNO proposal:

= Brings “IP interconnection” fully into the domain of the ITU by defining it in
the ITRs

= Creates another two new definitions for “best effort” and “end to end quality”
for the delivery of “packet data units” — in other words, packet switching becomes
officially part of the ITRs.

Based on these definitions, the ETNO proposal then tries to do two things.
First, it tries to ensure that member states allow interconnection arrangements
designed to allow end to end quality of service as well as best—effort packet
forwarding; second, it urges operating agencies involved in negotiations “to ensure
an adequate return on investment in high bandwidth infrastructures,” by making

their commercial agreements “achieve a sustainable system of fair compensation for

220) http://files.wcitleaks.org/public/ETNO%20C109. pdf
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telecommunications services and, where appropriate, respecting the principle of

sending party network pays.”

The next direct reference to the Internet comes in a proposed new section 6.7.

One of the most interesting proposals, it says:

6.7 Member States shall ensure that each party in a negotiation or agreement
related to or arising out of international connectivity matters including those for
the Internet will have standing to have recourse to the competition authorities of
the other party’s country.

As far as we can tell, this means that international peering or interconnection
negotiations would allow an unsatisfied party to drag the competition authorities of
the other party’s government into the negotiations. One can see why certain large
U.S. companies might not like this, but one can also see how it might allow
competing companies, from the U.S. or elsewhere, to challenge state—owned or
private monopoly international gateways with appeals to local competition
authorities. Another proposal modifies the above by adding “will have access to

alternative dispute resolution mechanisms.”

The last proposed ITR change that directly references the Internet is a

proposed new section 8.A.4 which would say,

8A.4 Member States shall take measures to ensure Internet stability and security,
to fight cybercrime and to counter spam, while protecting and respecting the
provisions for privacy and freedom of expression as contained in the relevant
parts of the Universal Declaration of Human Rights.

Nice. The words here are unobjectionable in their literal meaning, but typical of
the vague, impossible-to—-operationalize language that often populates international
agreements. We will have more to say about the intersection of cybersecurity

issues and the ITRs in the next blog post in this series.

Another proposed revision that clearly targets the Internet, without mentioning

it, would revise 3.1 of the ITRs to require operators to

cooperate in the establishment, operation and maintenance of the international
network to provide a satisfactory quality of service [and above a minimum level
corresponding to the relevant ITU-T Recommendation].

The bracketed language (which indicates a lack of support) is a straight—up
protectionist measure. A mandatory minimum quality of service would have the
effect of banning many Internet—based services and applications, because so much
of the Internet relies on best—effort packet forwarding. For example, a Voice over

IP telephone service might often fall below regulatory minimums regarding quality
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of service. Consumers often prefer low quality anyway, because they are willing to

trade quality for lower cost (e.g., Skype).

Analysis

It is clear that several proposals revise definitions to make Internet, and
especially “international Internet connectivity” a subject of the ITRs. Obviously, this
continues the old debate about what is telecommunications and whether it includes
Internet, as described in our last blog.22D Defining Internet as a telecommunication
service i1s not something we favor, because it would pave the way for regulating
what are now privately negotiated, contract—based interconnection arrangements

subject to market forces.

All the proposals discussed above show how many of the ITR modifications are
not new attempts to “take over the Internet” but a continuation of long-running
battles over the way the Internet has disrupted traditional telecom businesses and
markets. The proposals reflect the desire of certain companies that operate layer 1
and 2 networks to be better compensated for carrying the burgeoning amount of
data traffic at the application layer, or to be protected from it. For some
administrations, mainly developing countries that might still have monopolies or
state—owned champions running their networks, it reflects dissatisfaction with the
Internet model of paying for your own connectivity to the Internet (sender pays),
rather than the old shared-payment model, and some dissatisfaction with

contractually negotiated as opposed to government-regulated interconnection.

The battle over international internet connectivity is not new; it goes all the
way back to 1999, when various countries remote from the centers of Internet
content, including for a while Australia, complained to the ITU about the new
Internet model of paying for connectivity rather than sharing the cost of
international bandwidth with your corresponding country operator. This resulted in
ITU-T recommendation D.50222), first passed in 2000 and since revised several
times. D.50 is just a recommendation; some of the proposals try to make it more
of a requirement by bringing it into the ITRs. This may be less of a threat than it
seems, although it bears watching. The ITU has done endless studies and engaged
in endless wrangling about how to measure and charge for Internet traffic. It has
never come up with a solid, consensual proposal on how to do this. Just as
AT&T’s early effort to get YouTube and other application-layer players to pay

more for the tubes never went anywhere223), it is not entirely clear how ETNO’s

221)
http://www.internetgovernance.org/2012/06/07/threat—analysis—of-wcit—part—2—-telecommunications—vs—inte
et/

222) http://www.itu.int/rec/T-REC-D.50/e
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idea of “commercial agreements to achieve a sustainable system of fair
compensation for telecommunications services’ would be implemented. ETNO is also
asking for a free pass to negotiate end to end quality of service interconnections;
this should give net neutrality advocates pause, but national regulation could ensure

that it is not used to discriminatory effect.

This entire effort, in our opinion, should be abandoned and not enshrined in the
ITRs. ETNO’s members already can negotiate any charging arrangements their
partners will go along with. If they want regulators involved it must be because the
market will not deliver what they want. The idea that connectivity charges should
be rigidly governed by some regulatory—mandated metric like duration in minutes or
traffic or number of packets or the direction of packet flows is simply an
anachronism that does not reflect the heterogeneity of online services and the
prevalence of multi-sided markets. Data is not voice, and telecommunication
authorities pining for the good old days of predictable settlements simply need to

wake up and face the facts about the way Internet applications work.

Mobile roaming

We have so far avoided the topic of international mobile roaming charges
because it has traditionally been an area that could be unambiguously classified as
telecommunications, at least when voice communications are involved. But we all
know that data communications are taking over the mobile sphere just as they did
in fixed telecommunications. And we also know that international data roaming
charges are, if anything, even more outrageously overpriced than voice roaming

charges.

As far as we can tell, the proposed ITR interventions focus on standard
consumer protection matters such as transparency of prices, notification, and
affording consumers an opportunity to decline additional paid roaming services.
There does not seem to be any effort to regulate or control the charging system
for mobile data interconnections specifically; indeed since most of the mobile data
that crosses international boundaries probably does so through a fixed network, it
i1s the fixed network charging arrangements that one has to watch. There is a new
section 4.6 that tries to regulate the quality of service offered by mobile roaming

agreements; this has little support however. The most salient section is this:

4.4 Member States shall ensure that operators providing international
telecommunication services, in particular international roaming, provide
transparent and up—to—date information on retail charges, including roaming
charges. [In particular, each customer should also be able to easily have

223) http://arstechnica.com/uncategorized/2005/10/5498-2/
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access to, and receive appropriate and timely pricing (including taxes)
information free of charge when abroad on the relevant price plan, except when
the customer has notified his home operator that he does not require this
service].

Conclusion

There are several efforts in the ITRs to extend standard forms of
telecommunications regulatory authority over international internet connectivity
arrangements. These economic interventions could be damaging to the Internet’s
status as a relatively open platform for new services if passed, but it is unclear
how much support they have. The most potentially disturbing proposal is that of
ETNO, because it shows that major developed-world telecom companies want to
incorporate international internet connectivity into the ITRs. But even their proposal
would be limited in its impact because its proposed new charging arrangements,
calling for “sustainable” and “fair” compensation, are so vague. It would, however,
be a very bad long—-term precedent to incorporate such things under the ITR if one

believes in a market—driven, free and open Internet.

PART 4: THE ITU AND CYBERSECURITY

Previous blogs about the ITRs emphasized the importance of interconnection
agreements and flows of funds in driving the WCIT agenda. These articles, while
correct, may have underestimated the degree to which bringing cyber-security into

the ITRs is also a central arena for conflict and negotiation.

I have argued that the securitization224) of the Internet constitutes one of the
main dangers to its freedom. Just as an appeal to patriotism was once described as
the “last refuge of a scoundrel,” all kinds of scoundrelly22% proposals to stifle free
expression, invade privacy, abolish anonymity, restrict new businesses and elevate
state power invoke cyber security as the rationale. At the same time, who can
oppose efforts to improve the security and privacy of digital services and the
Internet infrastructure? The problems of cybercrime, botnets, DDoS attacks, rampant
unauthorized surveillance, cyber—espionage and state—sponsored attacks are real.
Thus, discussions of cyber—-security must be careful and measured in their
approach. They should be grounded in an awareness that there is a legitimate need
for action, but mindful of the abuses and manipulations that can masquerade under

the banner of security.

224) http://en.wikipedia.org/wiki/Securitization_%28international_relations %29
225) http://www.lexipedia.com/english/scoundrelly
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It is clear that the ITU has seized on cyber—security as an arena in which it
can assert its relevance.226) But that is not surprising; such a strategy for gaining
attention, participation and funding mirrors that of numerous Washington DC policy
institutes22?”) and various US government agencies.228) Furthermore, most of what
the ITU does around cybersecurity is basically education and capacity building.229
ITU Plenipotentiary Resolutions 130 and 146230 are typical of the kind of approach
the ITU takes; if you can make your way through the bureaucratese, they involve

providing assistance on request to developing countries.

Aside from its X.509 standards for public key infrastructure, which many
applications have found extremely useful, the ITU-T has not won for itself a strong
role in setting standards that are relevant to the full panoply of cyber—-security
issues. ITU has little regulatory capacity and relies almost entirely on member

states for policing and enforcement of whatever rules it passes.

Thus it is hard to imagine the ITU as a powerful or uniquely threatening player
in computer and Internet security. The U.S. government, which is powerful and
(sort of) well-funded, has had enormous troubles23l) changing the network security
practices of its own departments and agencies. The idea that the ITU can serve as
the nexus for dictating and strongly shaping the security and identification practices
of thousands of public operators, tens of thousands of private networks, and billions

of devices worldwide lacks credibility.

In reality, the greatest cyber—security—-related threats to Internet freedom come
from national governments, not from the ITRs. National sovereignty and claims of
national security already allow states to do all kinds of repressive, warlike things to
all forms of international (and domestic) communications, such as block and filter
content, ban or regulate devices, and restrict access. Articles 34, 35 and 37 of the
ITU constitution?32) already recognize the right of sovereigns to promote their own
national security and to cut off communications in various ways. Quite apart from
those ancient rules, in a basically anarchic international system a sovereign state
has a de facto right to do whatever it wants in matters of national security until
and unless other states gang up on it. So it is difficult to see how modifications to

the ITRs could dramatically increase the threat of kill switches and the like.

226) http://www.itu.int/cybersecurity/

227) http://csis.org/program/commission—cybersecurity—44th—-presidency

228)
http://www.hstoday.us/briefings/today—s—news—analysis/single—article/house—dhs—budget—-boosts—border—s
ecurity—cybersecurity—nixes—revamp—of-fema—grants/b14ad3c596ea16bc58a2b9b2cacib57d. html

229) http://www.itu.int/ITU-D/cyb/

230) http://www.itu.int/ITU-D/cyb/cybersecurity/docs/security—-related—extracts—pp—06. pdf

231) http://en.wikipedia.org/wiki/Einstein_%28US-CERT_program %29

232) http://www.itu.int/net/about/basic—texts/constitution/chaptervi.aspx
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Canadian scholar Dwayne Winseck emphasizes the degree to which current ITU
treaties are based on the sovereigntist model. As he puts it, perhaps a bit

excessively, the ITU treaties have been authorizing “Intercepting, Suspending and

Blocking the Flow of Information since the 1850s.” But even as it enables

repressive action, sovereignty also serves as a check and balance. Each state has a
high degree of autonomy, shielding them from regulations and practices adopted by

other states. The national interests of different states can cancel each other out.

Thus, the most significant political drivers of law and public policy toward
cyber-security are to be found at the national level. (In the private sector, in
contrast, the perspective and scope of action tends to be transnational, contractual
and operational.) Indeed, reading the relevant proposals in TD-62, one can only be
impressed with how broad, unfocused, uninformed and sometimes naive the
cyber—security related proposals can be. Most of them ask member states to do
generic things like “stop spam,” “protect data and network integrity,” or “supervise
enterprises operating in their territory” to ensure that they “use ICTs in a rational
way.” Then there’s my favorite: “ensure Internet security and stability.” The
African countries’ proposal for a new Article on Security is almost lifted verbatim
form a March 2010 US Presidential Declaration entitled “Cyberspace Policy

Review.”

At their worst, the ITR proposals try to prevent international communications
that “interfere in their internal affairs,” or undermine their “sovereignty, national
security, or territorial integrity.” Those proposals, which focus on “subversive
content,” sound quite reactionary in today’s global public sphere, which was created
by the borderless information flows of the Internet. But it is hard to see how they
authorize anything that national governments cannot already do. We seem to forget
that such proposals are not much of a departure from the legal and normative
status quo. Current international communications, both legally and in operational
reality, are already formed around the sovereigntist/national security model. That’s
why Bradley Manning is in jail and Wikileaks is persecuted; that’s why China
constructed the Great Firewall; that's why South Korea censors Internet access to
North Korea and vice versa; that’'s why France prosecuted Yahoo for displaying

Nazi memorabilia.

And that leads to our next point. The big push for cyber—security regulations in
the ITRs is led by Russia. This may reflect Russia’s inability to get the U.S.
engaged in cyber—security treaty negotiations in other venues. Since 1998, Russia
has supported — and the U.S. has opposed — the development of a treaty that would
ban the use of cyberspace for military purposes. Although the U.S. position has

changed under Obama and some new forms of cooperation are underway,233 the
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Russians still see themselves as the weaker party in the cyber-warfare game and
would like a treaty similar to the chemical weapons agreements, which prohibit the
use of certain technologies as weapons. The recent leaks about the US role in
developing Flame and Stuxnet should make it clear why the US has been unwilling
to bind itself to any such limitations. Coupled with its superior technical capabilities,
its globally strong Internet industries and its control of the DNS root, the U.S.

probably appears as a significant cyber—-security threat to many other countries.

Similarly, the strong support of Arab states for some of the Russian
cyber—security proposals stems not only from the fact that many of them are
dictatorships uncomfortable with the free flow of information, but also from their
concerns about Israel‘s technological superiority in network surveillance and
monitoring technologies and its cooperation with the US in the joint development of

cyber weapons.

So it is predictable that the Russians and other semi-hostile states would try to
insert as many guarantees of cyber-security and cyber—sovereignty into the ITRs
as possible. It is the vehicle most available to Russia and other countries who feel

threatened by the cyber capabilities of other nations.

But this reliance on the ITRs is in many respects a sign of weakness. The
ITRs are a fairly lame instrument with which to attempt shielding oneself from
global information flows and cyber—attacks, much less for comprehensive regulation
of computer and internet security. The ITRs are fundamentally about the
relationships among public telecommunication network operators. While there are
attempts to extend its definitions to include international Internet termination, as
noted previously those definitional adjustments are contested by powerful states.
Even if the definitions were broadened, it is unlikely that the ITRs can ever have a
lot of teeth in the cyber-security arena. The Internet is a network not just of a
few hundred public carriers but of tens of thousands of private networks, millions
of applications and billions of heterogeneous devices. Technical standards are set
by a diverse set of private, usually voluntary associations. Most of the relevant
standards in the cyber domain are set by device, software and application providers
over whom the ITU has little leverage. The ITU lacks a compulsory
standard-setting capability even in its own realm, though there are proposals to

make a few ITU-T recommendations “requirements.”

The bottom line is that the biggest threats posed by the ITRs proposed forays

233) A group of cybersecurity specialists and diplomats representing the United States, Belarus, Brazil,
Britain, China, Estonia, France, Germany, India, Israel, Italy, Qatar, Russia, South Africa and South
Korea agreed on a set of recommendations to the United Nations secretary general for negotiations on
an international computer security treaty. See NYT:
http://www.nytimes.com/2010/07/17/world/17cyber.html
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into network security can be reduced to the definitional issue. If definitions are
expanded to include Internet as an international telecommunication service and
cyber—security as part of the ITRs’ remit, we have a problem. The problem is not
as epic as some make it out to be, and not as significant to end users as the
threats posed by unilateral actions by their own national governments. But it would
be troublesome indeed to mix telecom regulation with cybersecurity and Internet
regulation, in an already complex ecosystem. And it would be a truly bad sign if a
critical mass of governments wanted to regulate Internet security through the ITRs
badly enough to alter the definitions over the objections of the U.S. and the

Internet technical community.

On the other hand if the definitions are not expanded, there is little harm the
ITRs can do to Internet security governance.Thus, civil society should insist that: a)
ITU standards remain recommendations, not requirements; b) the ITRs and their
definitions stick closely to their original mission regarding layers 1 and 2 of the

infrastructure.

I will review a few of the specific proposals in the known WCIT documents.234
The proposed amendments include many references to spam, some of them poorly
defined. Some have argued that these references open the door to internet content
regulation. Here I agree with Winseck’s analysis: the spam-related proposals seem
anodyne in content, merely urging countries to adopt “national legislation” (many
already have), “to cooperate to take actions to counter spam” (many already do),
and “to exchange information on national findings/actions to counter spam’ (what’s
wrong with that?). There is no evidence that spam references constitute the thin
edge of a wedge that will lead to ITU jurisdiction over Internet content. Yet still,
hewing to a hard line on the definitional issue, I would not want to see any
mention of spam in the ITRs, because it is an information services issue rather

than a telecommunications issue.

Another proposal says that

A Member State shall have the right to know through where its traffic has been
routed, and should have the right to impose any routing regulations in this
regard, for purposes of security and countering fraud.

This proposal, a bad one, probably reflects the Arab states worrying about
routing through Israel. (Interestingly, according to a March 2012 summary by a US
law firm235, the US did not initially object to this proposal, but later joined the Uk,
Sweden and CEPT in opposition.) At any rate, the import of this proposal hinges on

what kind of traffic we are talking about. If the Internet and its information services

234) http://www.wcitleaks.org/
235) http://files.wcitleaks.org/public/Sixth%20CWG%20-%20TD-43%20Summary.pdf
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are not part of the definition of international telecommunication services, its
references to routing apply only to telecommunication circuits. If Internet services
are included, such a regulation might legitimate interference with BGP and Internet
routing. Even so, I fail to see what such a provision accomplishes that could not
already be accomplished by national regulation of their Internet service providers or
telecom companies. The same is true of the references to “Originating
Identification” in the proposed revisions. If you think this applies to the Internet
(which it does not and cannot) it sounds troublesome. If it applies to calling line
identification (CLI; i.e., caller ID) made possible by the SS7 telecommunications

circuit—switched environment, it's routine stuff.

At the end of a reasonably sane overview, Winseck suddenly turns gloomy. He
apparently feels that proposals to add a new section 8A contain “a raft of threats
that, in their entirety, would usher in the foundation of controlled and closed
national internet spaces that are subordinate to the unbound power of the state in
every way.” The proposal that seems to have inspired those dark musings was this

Russian contribution:

Member States shall ensure unrestricted public access to international
telecommunication services and the unrestricted use of international
telecommunications, except in cases where international telecommunication
services are used for the purpose of interfering in the internal affairs or
undermining the sovereignty, national security, territorial integrity and public
safety of other States, or to divulge information of a sensitive nature.

[ just don’t see that much of a threat. First, it should be pointed out that this is
only one of about five different proposals for the same paragraph, and none of the
others contain the bad language. The existence of other proposals indicates that
there is no consensus on this one. One could also point out that all of the Russian
proposals to enlarge the role of the ITU in Internet governance made at the 2010

Plenipot failed.

Of course it is true that many national governments would wish to have
controlled and closed national Internet spaces, but it is also true that many national
governments don’t. Most businesses, engineers and civil society activists will
strongly agitate against such closure. But governments that want to do this can
accomplish the goal much easier by acting unilaterally; they don’t need the ITRs.
Remember my fundamental premise: the biggest threats to Internet freedom come
from the actions of national governments with effective control over their

territories.

If, contrary to my premise, someone asserts that the I'TRs provide an

opportunity to lend legitimacy to repressive actions at the national level, I would
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partly agree, partly disagree. Assuming that civil society remains vigilant and
observant, as it now is, any attempts to establish new, restrictive norms via the
ITR process will lead to public debates that are more likely to discredit such
assaults on the free flow of information than legitimize them. Furthermore, a mere
assertion in an international regulation that one will block incoming information “of
a sensitive nature” does not automatically create the means to do so. In a world of

ubiquitous tablets and mobile devices, that’s not easy to do.

So yes, civil society and internet freedom advocates should mobilize around the
WCIT to promote Internet freedom norms. But they should not blow the ITRs out of
proportion. Similar policy issues around cyber—security, privacy and freedom of
expression arise in ICANN, in intellectual property treaties masquerading as trade
agreements, in European Commission Directives and in the exercise of
extraterritorial jurisdiction by superpowers. There is nothing especially momentous
about the ITR negotiation, in my opinion. Threat assessment should be based on an
understanding of the implementation requirements of the policy proposals and the
likelihood that they will garner the needed political support, not just on reading
words and assuming that such words can be instantly translated into operational

practice across 190 nation-—states.

Equally important, civil society should not begin by conceding that the ITRs are
even applicable to the Internet. The definitional issue remains the crucial one. And

it is still open.
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251) ICANN MEXI222s|(GAC), =7IzmHele ¢ln} 22| & 2000.2.23,
http://www.icann.org/committees/gac/gac—cctldprinciples—23feb00.htm.

252) BAIMo=Z MEFZo| e UNECE &<, Ma ZA npdoel 339 &0 ¥ &H4
CHek A2 (1998), http://www.unece.org/env/pp/treatytext.html.

253) "0 B2 ZE0| 2dE = UAAUCH, HEASMA T A 2ol ChEh AlTIALE] ™, 2005.12.18,
http://www.itu.int/wsis/docs2/tunis/contributions/co13.pdf.
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Internet freedom in a world of states

Jeremy Malcolm260)

Abstract

Last year's ITU WCIT conference inflamed the community's fears of the
extension of intergovernmental control over the Internet. Whilst this fear was
legitimate, an overemphasis on the ITU can obscure the fact that the Internet is
already controlled in undemocratic ways — often by governments, through both
national and global processes, but also by corporate interests. It also obscures
the fact that government action is sometimes necessary to uphold the rights of
Internet users, just as government inaction can sometimes support their
freedoms.

This is no less true at the global level than at the national level, although the
appropriate mechanisms of governance at each level differ. Specifically, there
are some areas in which developing globally—applicable principles for the
governance of the Internet could be valuable and important. Despite popular
belief, there is no network of global multi—stakeholder processes or institutions
that covers all of the important public policy areas in which such global
principles could be useful. However, with the convening of a new CSTD Working
Group on Enhanced Cooperation, we now have the opportunity to fill that gap.

To date, civil society has been very reluctant to participate in the development
of such a positive agenda for the evolution of Internet governance
arrangements. But if we do not, either the status quo will prevail or less
democratic and multi-stakeholder alternatives (such as the ITU) will come to the
fore. This paper suggests one possible format for operationalising the enhanced
cooperation mandate from WSIS, but its principal message is that regardless of
the format adopted, now is the time for civil society to seriously consider the
merits of a more formal institutional platform for the protection of the rights and
freedoms of Internet users.

260) Senior Policy Officer, Consumers International
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Introduction

In the wake of last year's defeat of the controversial ACTA treaty in Europe
and of the SOPA and PIPA bills in the United States, both of which called on
intermediaries to police consumers' use of the Internet, digital rights activists in the
West have naturally gained a heightened sensitivity to their governments intruding

on Internet freedoms.

One indication of this was how aggressively they opposed all Internet-related
proposals at the World Conference on International Telecommunications (WCIT) of
the International Telecommunications Union (ITU) last December. The fear was that
although many of those proposals seemed modest, they were the vanguard of a
movement from governments to more broadly address Internet governance issues
such as online freedom of expression, security and privacy through purely
intergovernmental processes, rather than through existing, more open and inclusive,

multi-stakeholder mechanisms.

There are three assumptions that seem to underlie this fear:
1. Governments should not be involved in Internet governance.

2. If governments are involved in Internet governance, it should only be at the
national level, not at the global level.

3. If governments are involved in Internet governance at the global level, there
are existing, bottom—-up multi-stakeholder mechanisms through which they can
address all their concerns, instead of resorting to the ITU.

However, all three assumptions are wrong. To fail to comprehend this is to
misunderstand the forces that drive many governments towards the use of
intergovernmental mechanisms to set policies for the Internet, and to overlook the
opportunity that we have right now to channel these forces in a way that is more
responsive to the concerns of ordinary Internet users. In fact, if all three
assumptions are disproved, it follows that finding a more acceptable way for
governments to participate in global Internet governance is imperative. So let's

examine those assumptions in turn.

The need for governments at the national level

The first assumption, that governments don't have a legitimate role in
governance of the Internet, seems so far—fetched that I might be accused of raising
a straw—man argument — yet it is a serious school of thought called
cyber-libertarianism, and flows almost as an axiom from the framing of advocacy

for online rights and freedoms (particularly by activists from the United States) as
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the “Internet freedom” movement. Moreover this cyber-libertarian framing is not
reserved to those who are otherwise politically libertarian. Even politically
progressive activists are inclined to be more distrustful of governmental
intervention online than offline, in an expression of Internet exceptionalism, which
holds that the Internet is different, and deserving of a more hands-off regulatory

approach.261)

To accept the cyber-libertarian proposition is to deny any role for government
intervention at the national level, in areas that many of us actively support, such

as:

* Passing network neutrality rules that would prevent network operators from
discriminating against particular types of Internet content or services.

* Providing incentives for the migration to the next generation version of the
Internet protocol, IPv6 — a task at which the forces of markets and norms have
so far manifestly failed.262)

» Setting enforceable standards for the protection of consumers' personal data,
that go further than the weak voluntary codes of practice adopted by segments
of industry.

* Extending universal service policies so that consumers in rural areas are
guaranteed a basic level of Internet service, enabling them to participate in the
information society on an equal footing with their city—dwelling peers.

In 1993 or even 2003 we might have given the market the benefit of the doubt
and held off from regulating in these areas. But in 2013, it seems increasingly
implausible that the legitimate interests of all consumers in having affordable access
to the open Internet, whilst maintaining their own privacy, can be secured without

targetted government intervention of some sort or other.

This is not to deny that government intervention also very often has
deleterious effects on Internet users; for example through punitive intellectual
property enforcement measures that limit fair use and innovation, through secretive
surveillance of our online communications, through the production of malware for
use in cyber—war, or through banning the use of particular Internet services such

as Internet telephony or VolP.

261) A classic debate between the cyber-libertarian and Internet exceptionalist viewpoint on the one hand,
and a conservative “unexceptionalism” is found in Jack L. Goldsmith, Against Cyberanarchy L. 65 U.
Chi. L. Rev. 1199 (1998) and David Post's response “Against 'Against Cyberanarchy',” 17 Berkeley
Tech. L.J. 1365 (2002). Tim Wu joined Goldstein in updating his argument in Who Controls the
Internet? lllusions of a Borderless World (Oxford University Press, 1996).

262) The “Father of the Internet”, Vint Cerf, is one of those who has supported the use of government
incentives to promote IPv6 migration: Jennifer Scott, “Cerf calls on Government incentive for IPv6
migration” 11 November 2010,
http://www.itpro.co.uk/628531/cerf-calls—on—-government-incentive—for-ipv6—migration.
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But excluding governments from regulating the Internet is the wrong answer,
not least because industry also often acts against the rights and freedoms of
Internet users. Websites collect and sell our most private details to advertisers
without our knowledge or consent, copyright owners and ISPs enter into
closed-door pacts to throttle the Internet access of users suspected of sharing
files, and financial intermediaries collude to choke off funds from Wikileaks. We are
entitled to look to

our governments to protect us against misbehaving corporations through
domestic consumer law, competition law or privacy and data protection law, or
through less intrusive measures such as tax incentives, development grants or

co-regulatory codes.

In some of these cases though (such as the Wikileaks example), governments
and corporations are complicit in the infringement of our rights and freedoms. So
what recourse do we have if neither our own governments nor the market can
protect us against infringements of our rights online? In such cases we either have
to look to another mechanism of governance — such as norms, or technology (more

on these shortly) — or we have to look to the global level.

The need for governments at the global level

This brings us to the next assumption, which is that if governments do
sometimes need to involve themselves in Internet governance, it should only ever
be at the national level. That can't be true, because the decisions that governments
make at the national level (for which most of us would accept the need in certain

cases) have an invariable tendency to spill outside the country's borders.

This occurs because the Internet itself is borderless, and so policies made in
one country, whether by governments or by private actors, can affect users
anywhere in the world, over whom the policymaker has no legitimate claim of
authority. For example, in 2011 United States authorities seized the domain names
rojedirecta.com and rojedirecta.org claiming authority to do so under US law,
although the domains were owned by a Spanish company and had been ruled legal
under Spanish law (the domains were later returned).263) Similarly, when content is
taken down under authority of the US Digital Millennium Copyright Act (DMCA), it

affects users throughout the world. Why shouldn't those users have any say in

263) Nate Anderson, “Government admits defeat, gives back seized Rojadirecta domains”, 30 August
2012,
http://arstechnica.com/tech—policy/2012/08/government-goes—0-2—admits—defeat—-in—-rojadirecta—domain-
forfeit-case/.
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that?

If they should, then we turn to the question of how they should have this say.
As alluded to above, the cyber-libertarian is inclined to limit it to the use of
technology or norms. As an example of the former, technologically knowledgeable
users can use strong encryption software, such as PGP and Tor, to craft online
spaces and communications channels that are largely unregulatable. But many of the
same features of Internet technologies that make them open and free, also limit
their effectiveness as shields against government or corporate abuses. Technology
1s even less effective in promoting positive rights, such as providing cross—border

remedies for online fraud.

Similarly norms can be useful, but they are not self-enforcing. We can to some
extent rely on the power of the crowd to enforce Internet norms; this is what was
so effective in defeating ACTA, SOPA and PIPA last year. This is important where
democratic processes at the national level are weak or corrupt, but is even more
vital at the global level, where the democratic deficits of traditional
intergovernmental institutions (such as the ITU) and trade negotiations (such as
ACTA and the Trans-Pacific Partnership or TPP) are relied upon by governments

to facilitate the “policy laundering” of domestically unpopular proposals.

But that crowd can also become a mob, in which the nuances of policy debates
are swept away in a heady fervour of cyber-libertarian banner waving. For example
the hacktivist group Anonymous has done much good work in upholding online
rights and freedoms in the face of threats from governments, cults and corporations
alike. But it was also criticised by civil society participants at WCIT for attacking
the ITU's website and thereby jeopardising the only official channel for remote
users to participate in that meeting. Therefore, whilst direct action through
grassroots groups such as Anonymous is valuable as a last resort, it should never
become our primary means to shape Internet policy. As security specialist and

author Bruce Schneier recently wrote:

The masses can occasionally organize around a specific issue — SOPA/PIPA,
the Arab Spring, and so on — and can block some actions by the powerful. But
it doesn't last. The unorganized go back to being unorganized, and powerful
interests take back the reins.264)

To be organised at the global level, in a way that is effective to curb the
rights abuses of governments and corporations, implies sitting at the table with

them to manage the cross—border implications of Internet-related public policies.

264) Bruce Schneier, “Power and the Internet”, 31 January 2013,

http://www.schneier.com/blog/archives/2013/01/power_and_the_i.html?nc=35.
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Currently, this means sitting on the sidelines of the secret negotiations at the TPP,
or in the back row of the auditorium at WIPO (the World Intellectual Property
Organisation). And that's if we're lucky. On other issues, it means we have no say

at all because there is no global forum dealing with these issues.

The need for institutional evolution

So we should at least consider whether a more formally institutionalised means
of engagement of online activists in Internet policy discussions at the global might
bridge the gap that exists after selfregulatory, technology—-based and grassroots—led
initiatives have failed. For some issue areas, this may be seldom; for example, we
already have strong global mechanisms for the participation of all stakeholders in
Internet standards development, and in the allocation of IP addresses and domain
names, through institutions such as the IETF, the W3C and ICANN.

But in other areas, such as security and cybercrime, intellectual property
enforcement, consumer protection, data protection and privacy, and online freedom
of expression, we do need to look at the evolution of current institutional
arrangements. This moves us to the third assumption highlighted above, to the
effect that there is no need for any reform to Internet governance arrangements,
since “the current organizations, systems and processes successfully meeting the
needs of its stakeholders via its industry-led, bottom-up, consensus-based

processes.”’265 If only that were true.

There are global discussions of these issues, of course — but they are either
too weak to have a tangible impact on actual policy outcomes (this is the case of
the Internet Governance Forum or IGF), or they do not offer the opportunity for
meaningful participation from all affected stakeholders (a much longer list, including
the ITU itself, as well as the OECD, APEC, WIPO, the CSTD and the TPP).

Often it is civil society that is excluded from these existing arrangements — as
was the case with ACTA, and now the TPP - but in other cases it is the
governments from developing countries, who see developed—country groupings such
as the G8 and OECD taking the lead, whilst their own interests are sidelined. The
OECD, for example, has been quite explicit about its intentions in this regard,

stating in a recent paper:

Given the global nature of the Internet and the cross—border services that

265) That particular formulation of this view comes from a Cisco submission to the ITU available at
http://www.itu.int/md/S12-WTPF13PREP-C-0014/en, but even civil society has made much the same
claim, see eg. Harold Feld's submission to the US House of Representatives hearing on WCIT of 5
February 2012, available at
http://www. publicknowledge.org/harold—felds—wcit—hearing—testimony—feb—5-2013.
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Internet intermediaries often provide, an international convergence of approaches
for the development of policies involving Internet intermediaries was viewed as
essential, to provide effective guidance to the business sector. The OECD was
identified as being able to help the emergence of such principles and to support
their diffusion.266)

Similarly, the United States government is currently seeking to broaden support
for another Internet principles document of the OECD, the 2011 Communiqué on
Internet Policy—making. There is much to welcome in this Communiqué, though in
the end the OECD's Civil Society Information Society Advisory Committee declined
to support it partly due to a perceived over—emphasis on the role of intermediaries
in intellectual property enforcement. But even aside from this, such an instrument
cannot be globally legitimate unless it is developed in a global forum. Therefore it
1s hypocritical for US policy—makers to label developing countries sidelined by
US-driven initiatives such as these, and turning to the more inclusive (of

governments) [TU, as “Internet freedom's foes”.267)

Thus outside of narrow technical areas, what we find is that far from being an
inclusive multistakeholder regime, powerful governments and companies are making
their own rules for the Internet and then seeking to impose them on the rest of the
world. We saw it with ACTA, SOPA and PIPA, we see it in progress at the TPP,
and we see the potential for similar exclusionary rulemaking at the ITU and even,
despite all good intentions, at the OECD. This is the true face of the status quo of

Internet governance, and it is unsustainable.

The need for Internet principles

There is a real opportunity here to influence the evolution of existing Internet

governance arrangements in a way that would kill two birds with one stone:

1. To provide developing countries with more equitable representation in the
development of shared principles for global Internet governance, such as those
already being developed by narrower bodies such as the OECD, and thereby to
provide an alternative in what will otherwise be an ongoing battle to have these
issues taken up at the ITU.

2. To provide a firm institutional foundation for the participation of Internet rights
and freedom activists from civil society in global Internet policy development

266) OECD, The Role of Internet Intermediaries in Advancing Public Policy Objectives, (OECD Publishing,
2011), p.194. http://dx.doi.org/10.1787/9789264115644—en

267) Statement of Commissioner Robert M McDowell, Federal Communications Commissioner, 5 February
2013,
http://docs.house.gov/meetings/IF/IF16/20130205/100221 /HHRG-113-IF16-Wstate-McDowellR-20130205
.pdf.
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processes, supplementing rather than supplanting their existing roles as public
interest advocates, watchdogs, and participants in the grassroots development
of norms, standards and code.

At the same time we want to guard against the unguarded expansion of
intergovernmental authority that could as easily sanction the violation of Internet

users' rights and freedoms, as uphold them.

Because the mechanisms of democratic accountability are much weaker at the
global level, we must be very cautious about encouraging the development of
binding rules for the Internet at the global level, at least until very robust
mechanisms of multi—stakeholder oversight are in place. This is not to say that it
will never be justified — indeed, self-professed Internet freedom activists are
amongst those now supporting a new global treaty at WIPO, that would allow
copyright works that have been adapted for the use of the blind to be exchanged

across borders. But that is a treaty that civil society was instrumental in initiating.

Much more often, limiting global governance to soft law, or principles, is the
safer bet, as it provides more flexibility in the implementation of such principles at
the national level, and much stronger text can be agreed than in the case of treaty
text, which too often descends into legalistic wrangling. Policy—makers also tend to
be far more open to the participation of public interest representatives in the

development of soft law instruments.

The development of such soft global principles can provide guidance for
national lawmakers, Internet engineers and businesses alike in developing policies
that take into account the interests of those outside their borders who are likely to
be affected by those policies. It can also ensure that countries are held to account
for infringements of global norms, such the Universal Declaration of Human Rights.
Indeed, the Universal Declaration itself began as a soft law instrument; only 30
years after its passage in 1948 did its provisions become binding in the form of the

International Covenants (and other hard laws and treaties that it influenced).

What is needed, then, is a mechanism by which all stakeholders, including
governments, the private sector and civil society, can collaborate on the
development of non-binding principles for Internet governance that address their
respective public policy concerns in a way that also upholds the rights and

freedoms of Internet users.

It sounds like a pretty tall order — and of course, in many cases, the outcome
of such a process will not be agreement. But, in fact, that is all the better — a
failed attempt at developing global principles on a particular issue means that the

issue will fall through for determination at a lower level, such as in national
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parliaments, or by the free market, or through technological means — which are

more palatable to the cyber-libertarian anyway.

To give a practical example, if United States—based businesses are developing
websites targetted to a global audience, it makes sense that there should be global
baseline principles for online privacy that both those companies, and US regulators,
can be guided by, and that those principles should be developed with the full
participation of affected Internet users and businesses and their governments from
around the world. If, in the end, a consensus cannot be reached, then we will
continue to muddle through by handling the issue through a patchwork of national
laws, technical standards and self-regulation — but perhaps with a little more insight

into the perspectives of the other stakeholders than we had before.

In any case, the development of global standards it is already happening, with
or without us. APEC has done a lot of work on cross—border privacy standards
(without much civil society involvement), the OECD's work has already been noted,
and the ITU has similar ambitions; it describes its upcoming May 2013 World
Telecommunication Policy Forum (WTPF) as being “designed to foster debate, [and]
build multi-stakeholder consensus expressed in the form of ‘Opinions’ illustrating a
shared vision to guide ongoing global ICT policies, regulatory and standardization

efforts worldwide.”268)

At the last meeting of the IGF in Baku, the Forum's Multistakeholder Advisory
Group (MAG) was urged to put together a compendium of the many existing
statements of Internet governance principles that others had developed. But
although this is an important first step, it is unclear whether its MAG will allow the
IGF to take this mandate up, let alone to allow the IGF to be used as a more

inclusive forum for the actual development of such principles.

The record of the IGF's last seven years suggests not — which is why
developing countries called the United States government's bluff when it finally
about-faced last year and suggested that the IGF could be used to strengthen
government collaboration in Internet public policy development, rather than

establishing a separate framework or mechanism for this process.

The need for enhanced cooperation

Developing countries would have none of it, and so last December — in fact at
the same time as the WCIT meeting was taking place in Dubai — the UN General
Assembly in New York passed a resolution that was actually much more significant

for the future of Internet governance, although it was overlooked by most. The

268) See http://www.itu.int/en/wtpf-13/Pages/overview.aspx.
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resolution

Invites the Chair of the Commission on Science and Technology for
Development to establish a working group on enhanced cooperation to examine
the mandate of the World Summit on the Information Society regarding
enhanced cooperation as contained in the Tunis Agenda, through seeking,
compiling and reviewing inputs from all Member States and all other
stakeholders... [and]

Requests the Chair of the Commission on Science and Technology for
Development to ensure that the working group on enhanced cooperation has
balanced representation between Governments from the five regional groups of
the Commission, and invitees from all other stakeholders, namely, the private
sector, civil society, technical and academic communities, and
intergovernmental and international organizations, drawn equally from developing

and developed countries;269)

This resolution didn't come out of the blue; in fact, it has been in train since
2005, in the final output document of the World Summit on the Information Society
(WSIS), the Tunis Agenda. From the starting point “that there are many
cross—cutting international public policy issues that require attention and are not
adequately addressed by the current mechanisms”, the Tunis Agenda called for
creation of the IGF as a multi-stakeholder discussion forum to address these

issues, together with a broader

process towards enhanced cooperation involving all stakeholders, proceeding as
quickly as possible and responsive to innovation - [which would] enable
governments, on an equal footing, to carry out their roles and responsibilities, in
international public policy issues pertaining to the Internet, but not in the
day-to—day technical and operational matters, that do not impact on
international public policy issues.270)

The Tunis Agenda also specifies that this is to be a

transparent, democratic, and multilateral process, with the participation of
governments, private sector, civil society and international organizations, in their
respective roles. This process could envisage creation of a suitable framework
or mechanisms, where justified, thus spurring the ongoing and active evolution
of the current arrangements in order to synergize the efforts in this regard.

The principle, then, is clear enough — that the IGF should be a

269) General Assembly Resolution A/RES/67/195 , Information and communications technologies for
development , http://unctad.org/meetings/en/SessionalDocuments/ares67d195_en.pdf.
270) Tunis Agenda for the Information Society (2005), http://www.itu.int/wsis/docs2/tunis/off/6revi .html.
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multi-stakeholder forum where Internet public policy issues can be discussed (and -
though this part of its mandate has been forgotten — where recommendations to
address those issues can be developed where appropriate), as part of a broader
process that will also allow governments to carry out their “rights and
responsibilities for international Internet-related public policy issues” in a more
participatory way, perhaps through a new framework or mechanism that would

facilitate this.

What remains lacking is the detail of how this broader process should be
implemented. The Working Group on Internet Governance (WGIG), which was a
multi-stakeholder group that advised the World Summit, produced a set of four
options; three of which had some variant of a global Internet council, which would
intercede in policy areas where national interests were impacted, but which fell
outside the scope of existing intergovernmental arrangements (and were railed as a
“UN takeover of the Internet” by US commentators2?D). There was variation
between these options on whether such a body would be UN-linked or not, and

how other non-governmental stakeholders would participate in it.

In the years since then, surprisingly no new options to institutionalise the
enhanced cooperation mandate have been seriously put forward, other than a 2011
proposal by the Indian government called the Committee on Internet Related
Policies (CIRP), which built upon an earlier model put forward that same year by

the IBSA trilateral grouping of Brazil, India and South Africa.

The CIRP would have been a 50-member governmental body, complementary to
the IGF, with advisory bodies for civil society, the private sector,
inter—governmental and international organisations, and the technical and academic
community. The OECD's Information & Communications Policy Committee (ICCP) is

structured along very similar lines, but is less geographically inclusive.

The CIRP too was shot down amidst claims of a “UN takeover of the Internet
7 272) There were, true enough, significant problems with it, beyond its inherent
structural bias towards governments. The biggest of these was that it proposed to
go further than “ensuring coordination and coherence in cross—cutting
Internet-related global issues” (which is needed), to also “coordinate and oversee
the bodies responsible for technical and operational functioning of the Internet,

including global standards setting” (which is not).

In any case, with the new UN mandate for a working group to consider the

271) See llessner, “UN poised to take over the Internet”, 17 August 2005,
http://www.humanevents.com/2005/08/17/unpoised—to—take—over—the—internet/.

272) Kieren McCarthy, “India formally proposes government takeover of Internet”, 27 October 2011,
http://news.dotnxt.com/2011/10/27/india—proposes—government—control-internet.
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enhanced cooperation process afresh, we have the opportunity to improve upon the
WGIG and CIRP proposals in order to strike a better balance between the interests
of public and private stakeholders than either those proposals or the status quo,
and in particular to enshrine the protection of Internet users' rights and freedoms

as the primary objective of the process.

The need for democracy

Our starting point in developing such a proposal should be to make global
Internet governance processes more democratic. In principle, democracy is very
straight—forward: it simply requires an accountable and transparent process by
which those who will be affected by a decision have an equal say in how that
decision is made, provided that the decision also respects the fundamental human

rights of all.

In practice, it becomes more complex, particularly at the global level where the
proportional representation of those impacted by global public policy decisions is
impractical. Even so, a consensus has emerged that in the context of Internet
governance, the multi-stakeholder model is the best approach to the
democratisation of global institutions, in that it promotes the inclusion of all
affected viewpoints in the policy development process, roughly grouped according

to their typical roles, competencies and interests in that process.

Another insight that has emerged from democratic practice and literature, and
of equal importance in the development of any proposal for an enhanced
cooperation framework or mechanism, is that better decisions are reached when
democratic processes are deliberative. What this means is that we should not
merely express preferences, but debate them, in an inclusive forum where power

imbalances are, as far as possible, taken out of the equation.

The existing grassroots Internet governance institutions responsible for
technical standards, such as the IETF, offer a good model to emulate — though they
are certainly not perfect. The IETF, for example, has problems with inclusivity, and

has expressed its own concerns that

The IETF is unsure who its stakeholders are. Consequently, certain groups of
stakeholder, who could otherwise provide important input to the process, have
been more or less sidelined because it has seemed to these stakeholders that
the organization does not give due weight to their input.273)

Thus, a recent initiative of Internet standards bodies including the IETF and

273) IETF, “IETF Problem Statement”, May 2004, http://www.apps.ietf.org/rfc/rfc3774.html.
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W3C (the OpenStand Principles)274) has been criticised within civil society as being
too market—-focused, and paying insufficient attention to broader public interest
objectives such as inclusion. To mention this here is not to criticise the IETF, but
simply to point out that multi—stakeholder governance is not something that even

the much-lauded Internet technical community organisations have yet perfected.

We should therefore also be open to innovations in multi-stakeholder
governance from outside the Internet technical community, and — yes — even those
from within the UN system. Consider that WGIG was such an innovation — it was a
truly multi—-stakeholder group, that developed a set of policy recommendations
through a deliberative democratic process, quite unlike the stereotypical United
Nations diplomatic conference. WGIG not only met in person, but also conducted its
work online through mailing lists and a wiki, and when text could not be agreed -
notably on the future of ICANN - this did not result in the collapse of the
discussions, or in a compromise declaration full of weasel words; rather, four

alternatives were given as food for further consideration.

Admittedly, in our creativity to develop a balanced multi-stakeholder framework
or mechanism for enhanced cooperation we are working under one limitation — the
Tunis Agenda's pronouncement that “[plolicy authority for Internet-related public
policy issues is the sovereign right of States. They have rights and responsibilities
for international Internet-related public policy issues.” This is a proposition that it
will be difficult for many Internet freedom activists to accept. Yet all governments
participating at WSIS (yes, even the United States) agreed to this. Even before that,
in fact as early as 2000 with their effective declaration of sovereignty over
country-code domain names, governments had thrown down the gauntlet in this

regard.279)

Ultimately, many of us would all like to see a world in which the nation state
does not exercise a dominant role in global governance, but in which transnational
networks of individuals, voluntarily entered into and potentially overlapping,
negotiate the rules and principles under which we live. But that world has not yet
come to pass, and in the meantime the future of Internet goverance hangs in the
balance. Essentially, unless we are happy to be confined to the use of non-state
mechanisms of governance such as markets, technology and norms — which as
explained above is untenable — then we have no choice for the time being but to
accept a role for states that is (at least in formal terms) broader than we might

wish.

It is incumbent upon us however to ensure that in practice, this role is strictly

274) See http://open-stand.org/.
275) Governmental Advisory Committee, ICANN, Principles for Delegation and Administration of ccTLDs,
23 February 2000, http://www.icann.org/committees/gac/gac—cctldprinciples—23feb00.htm.
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circumscribed, and in practical terms is as near as possible to an equal role with
that of the other stakeholders. WGIG provides an example of this, but we have
precedent much further back than that — the International Labour Organisation (ILO),
for instance, which incorporated civil society and industry representatives as full
voting members since its inception in 1919. The Aarhus Convention is another
example of an intergovernmental instrument that treats the public as a full and

equal stakeholder in policy development processes.276)

The need for a concrete proposal

So the challenge for civil society is to be creative. The Tunis Agenda, after all,
was an agreement between governments only (civil society wrote its own,
dissenting WSIS outcome document),27? and as such the other stakeholders can, at
the very least, advocate for a flexible interpretation of its language. There are
many options that we could, and should, be putting forward for a balanced
framework for global Internet policy development — a Wikipedia-style collaborative
project, a Pirate Party style liquid democracy, or Github-inspired set of “forks” of
best practice documents, just to name a few. A recent civil society proposal, the
Enhanced Cooperation Task Force or ECTF, borrows heavily from the processes of
the IETF - and why not?278)

For my part, my research (and my experience of what governments will and
won't accept) leads me towards an organisation style called the consociation, or
consensus democracy. This is a structure in which all stakeholders develop policy
positions together in a deliberative process, yet ultimately are also required to

come to a consensus as individual stakeholder groups, effectively giving each group

a right of veto over proposals of mutual concern. This, as I perceive it, is the
only way in which governments might be induced to participate in an enhanced
cooperation process that did not otherwise accord them a dominant position over
the other stakeholder groups. 320 pages into my original development on this idea,

I wrote that:

an appropriate structure for a transnational network for Internet governance
could consist of an open and transparent forum within which members of all
stakeholder groups deliberate with the aim of reaching consensus, led by a
meritocratic executive council to which each group appoints its representatives

276) Formally, the UNECE Convention on Access to Information, Public Participation in Decision—making
and Access to Justice in Environmental Matters (1998), http://www.unece.org/env/pp/treatytext.html.

277) “Much more could have been achieved” Civil Society Statement on the World Summit on the
Information Society, 18 December 2005, http://www.itu.int/wsis/docs2/tunis/contributions/co13.pdf.

278) See http://enhanced—cooperation.org/RFA/1.html. Disclosure: | am credited in the acknowledgments
section of this proposal.
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using consensual or democratic means, and which would be required to ratify all
decisions of the forum by consensus.279)

Such a group could act as a complement to (not as a replacement for) the
existing Internet governance institutions, and might conveniently be attached to the
IGF. It would address only those areas that in which there is not already a
democratic, multi-stakeholder process for developing public policy principles at the
global level. It would seek to reach a consensus on such principles where possible,
to provide guidance to regulators, online businesses and other stakeholders who
have a need to implement policies in a coherent and coordinated way, that takes

account of the

perspectives and human rights of all those who will be affected by those
policies. The actual implementation of its recommendations would largely continue
to be decentralised as it is at present, and would also depend on upon the
ratification of those recommendations by each individual stakeholder group

according to whatever procedures that group itself had agreed.

This is just one option, of course, and it may have its faults. The point is not
to push this particular proposal to the exclusion of others, but rather to underline
the critical importance of beginning a conversation on such concrete proposals that
could take the enhanced cooperation mandate forward, rather than digging our

heads into the sand and wishing that mandate away.

In January this year the Chair of the CSTD outlined the process that is already
in train to convene a Working Group on Enhanced Cooperation, that will help to
determine, one way or another, how the enhanced cooperation mandate will be
expressed through the evolution of Internet governance arrangements.280) The next
steps are up to us. Will we participate productively to provide a firmer institutional

foundation for the representation of the public interest in global Internet governance

arrangements, or will we dig in our heels and insist that those arrangements

remain forever stuck in the same mould as in 19987

Whatever our decision is, it may determine the future of the Internet. We
should not underestimate the power that civil society can have to advocate for
significant changes to global governance frameworks and mechanisms. The Mine

Ban Treaty, for example, would not exist but for the efforts of civil society,281) and

279) Jeremy Malcolm, Multi-stakeholder Governance and the Internet Governance Forum (Terminus Press,
2008), p.320.

280) See
http://unctad.org/en/pages/newsdetails.aspx?OriginalVersion|D=391&Sitemap_x0020_Taxonomy=Commissi
0on%200n%20Science%20and%20Technology%20for%20Development.

281) Formally, the Convention on the Prohibition of the Use, Stockpiling, Production and Transfer of
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neither would the Disability Convention.282) In the more specific context of Internet
governance, we should emulate the efforts of those who fought for the passage of
the Marco Civil at the national level in Brazil, even though they ultimately did not

succeed.283)

Just as much effort and expenditure may be needed to promote these proposals
through networking, lobbying, outreach, research and capacity building as we
expended fighting against SOPA, PIPA and ACTA. Targets for this advocacy work
will include the CSTD Working Group, the IGF MAG, national governments, industry
groups and the Internet technical community, as well as the broad community of
Internet users who will be naturally suspicious about the evolution of Internet
governance arrangements, and may be inclined to uncritically accept rumours of a

“takeover of the Internet”.

Conclusion

The battle to secure Internet rights and freedoms in a world of states is a hard
one, but it is imperative that we undertake it on all fronts. Limiting ourselves to a
negative, reactive approach is not sustainable — otherwise we will be forever
fending off an increasing volley of threats, exhausting our limited time and
resources, while the underlying interests that produce these threats are not being
squarely addressed. Rather, we need to recognise the need for positive proposals
that can advance these interests for the long term, and these proposals should be

advanced at the global level just as much as at the national level.

Claims that there already is a comprehensive network of multi—-stakeholder
Internet governance institutions that stakeholders can join, rather than — for states -
having recourse to the ITU, is a lie, and one that must be exposed as such so that
it can no longer constrain the natural evolution of Internet goverance arrangements.
It is indeed absurd to ask stakeholders to address policy issues of concern through
multi-stakeholder processes, when those processes — outside of the technical — do
not yet exist. Developing countries, in particular, will not fall for this, and the
unmet need for the representation of their interests in Internet governance

processes will not simply go away.

There is not only enough room, but indeed an urgent need, for the development

Anti-Personnel Mines and on their Destruction (1997). The International Campaign to Ban Landmines
(ICBL), a global network initiated by six NGOs in 1992, was awarded the Nobel Peace Prize in
recognition of its efforts to bring about the treaty: see http://www.icbl.org/.

282) Similarly, development of the Convention on the Rights of Persons with Disabilities (2006) was
initiated by the General Assembly in 2001 following a call the previous year from the five international
disability NGOs.

283) See http://culturadigital.br/marcocivil/.
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of a more globally inclusive and democratic framework or mechanism to balance the
interests of all governments and other stakeholders, outside of the realm of
technical standards and Internet resource allocation and without impinging upon the

work of existing multi—-stakeholder bodies in those areas.

This evolutionary extension to existing Internet governance arrangements will, if
it 1s sufficiently deliberative and transparent, expose and eliminate proposals from
states that are based upon repression and control, since these would never pass
muster in a multi-stakeholder environment — though at the same time, its authority
should be limited to the development of principles, rather than their implementation
or enforcement. It may also help preclude the emergence of new exclusionary
processes such as ACTA and the TPP in the future, and even if it doesn't, it will
at least drain them of their claimed legitimacy and arm us to defeat them more

easily.

The “Internet freedom” meme is not adequate to encapsulate this imperative,
and whilst bottom—up norm-setting in the absence of regulation is an important and
continuing tradition of the Internet community, some form of political process to
render this norm-setting formally legitimate is sometimes required in order to make
sure that those norms are reflected as appropriate in national laws and industry
practices. After all, rights as well as freedoms are important to Internet users, and
at some point, democratic processes have to be allowed to develop these rights
into public policy principles for the guidance of lawmakers, industry and technical

community alike.

For as long as we remain blind to this, rejecting or ignoring proposals for the
evolution of Internet governance arrangements on the false assumption that the
status quo is sustainable, we risk assuring the ITU's future as the only global body
capable of authoritatively developing globally—applicable public policy principles for

the Internet.

Alternatively, we can collaborate on the design of a better, truly
multi—-stakeholder alternative to the ITU, that would allow all stakeholders to
contribute their perspectives on important public policy issues in a deliberatively
democratic forum that would balance the interests of the powerful with those of the
powerless, and produce more thoughtful, just and inclusive recommendations that

uphold the rights and freedoms of Internet users.

There is no template for this; it might involve the enhancement of the IGF's
existing MAG, the development of a new adjunct body based on consensus
democracy as I briefly sketched in the last section, or perhaps some other
framework or mechanism that nobody has even thought of yet. I'm looking forwared

to seeing what we can come up with. Are you in?
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Internet Governance: Enhancing cooperation with
civil society in multi-stakeholder processes

“The internet belongs to no one, everyone can use it, and everyone
can improve it. That also applies to its governance. "299)

Joy Liddicoat300)

Introduction

As 2013 draws to an end, the intensity and debate of the WCIT in 2012 seems
long ago. Yet it has been less than a year since concerns that the ITU might be
given responsibility for internet related content regulation resulted in strong civil
society calls for coordination of global internet public policy including precise and
tight scoping of the International Telecommunications Regulations.30D In 2013, many
issues have emerged, some new (such as mass surveillance of individuals’ internet
and other communications technologies), some old (such as the meaning of
enhanced cooperation in the Tunis Agenda). The result is a convergence of
compelling forces pushing governments and other stakeholders into new
conversations about Internet governance. This article briefly outlines developments
since the Tunis Agenda in 2005, focuses on current context and considers
opportunities for civil society to be an equal participant in multi-stakeholder
processes. This article draws heavily on APC’s experience in internet governance,
and cites extensively from APC’s 2013 submission to the United Nations’ Working

Group on Enhanced Cooperation.302)

299) Anriette Esterhuysen, Executive Director, Association for Progressive Communications in “Response
from the Association for Progressive Communications to the CSTD Working Group on Enhanced
Cooperation Questionnaire”, 10 September 2013, at p 11.

300) Association for Progressive Communications, http://rights.apc.org

301) Valeria Betancourt, APC Perspectives on the Revision of the International Telecommunications
Regulations (3 Nov 2012):
https://www.apc.org/en/news/apc—perspectives—revision—international-telecommun

302) The author is a member of the Working Group, appointed as one of five civil society participants.
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Background

In 2005 few governments had any involvement in the management of the
internet at global, regional or national level. While most agreed that the internet
was important, and that governments should have a role, many were not satisfied
with existing 'internet governance arrangements.! However, they could not reach
consensus on how to proceed. Dissatisfaction centred on the fact that some internet
governance bodies like ICANN and IANA were not fully internationalised, being
located in the United States and, in some respects, accountable to the US
government. While on the one hand internet management was widely distributed and
decentralised, power within and influence over this management was concentrated
in the 'global north'. Some governments also felt there were public policy issues
without a clear place for discussion or resolution within the existing international

inter-governmental system.

While the internet has evolved a lot since 2005, the reality is that these
tensions and concerns remain. The Internet Governance Forum (IGF) was
established as a process for internet policy dialogue and has a mandate to be more
outcome-oriented.303) Today an increasing number of countries address internet
policy issues at national level including through their own national IGF or IGF-like
processes. Some of these are linked to regional IGF processes, including the Asia
Pacific Regional IGF. These national and regional IGF processes developed in
response to the global IGF and are a clear example of increased cooperation in
internet policy shaping and dialogue. The ITU, UNESCO, UNCTAD and many other
United Nations bodies also now address internet-related policy issues. This includes
the Human Rights Council which has been, perhaps surprisingly, one of the last UN
bodies to consider internet related human rights issues within its mandate. Regional
inter—governmental bodies such as the European Commission and the African Union
Commission also now address a wide range of internet policy issues within their

mandates.

It 1s amongst this distributed yet interconnected set of processes and bodies
that civil society also participates. Civil society individuals, organisations and
networks are engaging in complex networking strategies across these multiple
spaces In order to fulfil their roles and take forward constructive agendas for
human rights compliant internet related public policy. As 2013 draws to a close it
1s important to reflect on how civil society can continue to navigate these tensions

and take forward a positive agenda into the new discussions on enhanced

303) Arising from ECOSOC via the United Nations Commission on Science and Technology for
Development’s Working Group on IGF improvements (2012).
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cooperation which is currently under discussion with the WGEC.

What is “enhanced cooperation”?

There are almost as many views about what “Enhanced cooperation”(EC)
implies as there are stakeholders involved in internet governance. Some consider
EC relates only to governments, others that it relates to cooperation among all
stakeholders, including civil society, the technical community, the private sector,
and academia. APC considers one key focus must be on “cooperation” as a positive
term and that “limiting the discussion of enhancing, or improving cooperation, to the
role of governments would be a lost opportunity.”’304) The Best Bits coalition has
also noted,399 in relation to the Tunis Agenda, that the scope of EC “should
include the development of globally—applicable principles on public policy issues”
and “also could envisage creation of a suitable framework or mechanisms, where
justified”, but does not envision the involvement of governments “in the day-to-day
technical and operational matters, that do not impact on international public policy
issues.”306) A key challenge is to increase the shared understandings and agreement

about enhanced cooperation and the role of civil society within it.

Civil Society — what is our role?

A particular concern is for CS participation to be strengthened in order to bring
its power and influence in line with that of business and government and ensure
equality and equity among all stakeholders, rather than a few. The Tunis Agenda
para 35 (c) describes CS has having “...played an important role on internet
matters, especially at the community level”. This definition is plainly inadequate and
is not consistent with definitions used in other UN contexts. More work is needed

to developed shared definitions that encompass the full diversity of CS.307)

As stated in the CS Declaration at the conclusion of the first phase of the
WSIS in Geneva in December 2003: “The full realisation of a just information
society requires the full participation of CS in its conception, implementation, and

operation”.308)

304) Above n 1, p 1.

305) Best Bits is a coalition of CS organisations that submitted a response to the CSTD WG
questionnaire. APC has endorsed this response which is available at http://bestbits.net/ec/

306) See paras 69-71 http://www.itu.int/wsis/docs2/tunis/off/6rev1 .html

307) See for example, Secretary General Ban Ki-moon's 2009 statement at the World Economic Forum in
Davos: "Our times demand a new definition of leadership — global leadership. They demand a new
constellation of international cooperation — governments, CS and the private sector, working together
for a collective global good."

308) http://www.itu.int/wsis/docs/geneva/civil-society—declaration. pdf
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APC considers that civil society has:309

- a key role to protect the interests of marginalised and disadvantaged groups,
and to incorporate rights and development approaches into internet policy
matters. This role is especially important as one of the counterweights to the
power of government and business; CS can support, critically analyse, and
positively challenge the accountability and transparency of government and
business actions.

In general we urge the WG to recognise that the roles and responsibilities of
stakeholders in internet governance cannot be fixed. They will vary depending on

the issue, process or task at hand.

IGF 2013

Given the tensions over power imbalances between stakeholders perhaps it is
no coincidence that civil society was the largest group of stakeholder participants
represented at the IGF in 2013 by almost 2:1.310) The eighth annual IGF took place
Bali, Indonesia, with the theme was “Building Bridges - Enhancing
Multi-stakeholder Cooperation for Growth and Sustainable Development.” The
emphasis on cooperation and development was encouraging, creating the opportunity
for open and critical debate at a time when restoring trust in the internet, and how

it is governed, is crucial.

The inclusion of focus sessions on human rights, internet governance principles,
and principles for multi—stakeholder cooperation was also encouraging. Many
participants reflected informally that the IGF dialogue has matured considerably
since 2005, when human rights, for example, was a difficult topic and many
stakeholders, especially government and the private sector, did not wish to discuss
it openly. This maturing of dialogue affirms the importance of human rights on the
internet and is an opportunity for substantive discussion about strengthening
accountability and transparency in global, regional and national internet public policy
making. It also affirms the role of civil society in bringing forward human rights

into policy shaping spaces such as the IGF.

Some of the current human rights issues of critical importance include:

= Women’s rights and internet governance

309) Above n 1, p 3.

310) Don Hollander “estimated count (including duplicates) by category: Civil Society — 629; Government —
319; IGO - 111; Media — 43; Private Sector — 260; Technical — 196” by email 15 October 2013 to
author)
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* Internet governance principles
* Principles of multi-stakeholder cooperation
= Access and diversity

* Privacy, security and freedom of expression and association.

In addition, revelations about mass surveillance and data collection by the US
National Security Agency (NSA) have shaken the internet community and
undermined the legitimacy of actors from government and business who had
positioned themselves as leaders of the “internet freedom” movement. In response,
some states have, opportunistically to some degree, renewed calls for more

intergovernmental oversight and control of ICT policies processes.

Experts in human rights, including UN Special Rapporteur on Freedom of
Opinion and Expression, Frank La Rue, have responded by emphasising that existing
human rights and legal frameworks protect the right to privacy on the internet.
Developed by international experts in human rights, communications surveillance
law, policy and technology, endorsed by over 200 civil society groups and fully
consistent with work of UN Special Rapporteur Frank La Rue, the 'International
principles on the application of human rights to communications surveillance'31D
explain how international human rights law applies in the online environment, in
light of communications surveillance technologies and techniques in the context of

international human rights obligations.

The most positive — and challenging — outcomes of these disturbing revelations
can and must be built on by civil society including at the IGF. As APC has noted
“The IGF is a space where the internet community can let off steam, confront one
another (surely that is why we come together in multi-stakeholder spaces?), and
identify how to move forward to restore trust in internet governance as a process,
and an ecosystem made up of institutions, actors, analysts and activists.

Complacency is not an option.”312)

There is also a need to look critically at the role of CS society ensure that
modalities of participation also recognise that CS represents the most diverse range
of groups, including the least powerful sectors of society. CS, particularly from the
global South, therefore needs to be given greater voice and influence at global,
regional and national level. Governments should take practical steps towards
enhanced cooperation with CS by consistently inviting CS representatives onto

official delegations at global internet related conferences, and involving them in

311) See more at www.necessaryandproportionate.org
312) “APC Priorities at the 8th Internet Governance Forum”
https://www.apc.org/en/pubs/priorities—eighth—internet—governance—forum-igf-ba
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developing policy positions in response to the agendas of these events.

Conclusion

Civil society faces complex challenges in its quest to ensure equal participation
and footing with other stakeholders in internet governance processes. Collaborative
strategies are being developed, and are needed, in this environment if the power
imbalances between civil society and other stakeholders are to be equalised and the
doors of internet governance meetings are to remain open to all. Strong leadership
is needed from diverse civil society groups, particularly from the Asia region, which

has its own unique economic, cultural and social contexts.
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314) TUNIS AGENDA FOR THE INFORMATION SOCIETY, http://www.itu.int/wsis/docs2/tunis/off/6rev1.html
315) 34. A working definition of Internet governance is the development and application by governments,
the private sector and civil society, in their respective roles, of shared principles, norms, rules,
decision—-making procedures, and programmes that shape the evolution and use of the Internet.

316) AAlEQl sizlof Cfst A2 of2lf 2 &=, Wolfgang Kleinwachter, Enhanced Cooperation in Internet
Governance: From Mystery to Clarity?, CirclelD, 2013.11.12,
http://www.circleid.com/posts/20131112_enhanced_cooperation_in_internet_governance_mystery_to_clarity/
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318) Report of the Working Group on Internet Governance, 2005.6,
http://www.wgig.org/docs/WGIGREPORT.pdf

319) WGIGOI = EHoigHE Wolfgang Kleinwachter= 015 242t Status Quo plus plus, Status Quo, Status Quo
minus, Status Quo plus 2 A3cC|.
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73 ko] =9 Eofl, 2012 12€9 /MAE 672 UN F3loA Fad g2 =95 9
& HAIFS AdstrIE AAReinhsd) Astd ¥ 7 15 (Working Group on
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320) 69. We further recognize the need for enhanced cooperation in the future, to enable governments,
on an equal footing, to carry out their roles and responsibilities, in international public policy issues
pertaining to the Internet, but not in the day-to—day technical and operational matters, that do not
impact on international public policy issues.

321) 70. Using relevant international organizations, such cooperation should include the development of
globally—applicable principles on public policy issues associated with the coordination and management
of critical Internet resources. In this regard, we call upon the organizations responsible for essential
tasks associated with the Internet to contribute to creating an environment that facilitates this
development of public policy principles.

322) 71. The process towards enhanced cooperation, to be started by the UN Secretary—General, involving
all relevant organizations by the end of the first quarter of 2006, will involve all stakeholders in their
respective roles, will proceed as quickly as possible consistent with legal process, and will be
responsive to innovation. Relevant organizations should commence a process towards enhanced
cooperation involving all stakeholders, proceeding as quickly as possible and responsive to innovation.
The same relevant organizations shall be requested to provide annual performance reports.

323) UN GENERAL ASSEMBLY RESOLUTION A/RES/67/195,
http://unctad.org/en/PublicationsLibrary/ares67d195_en.pdf
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ol AlYw ¢Z(Jeremy Malcolm)o] ¥atir 9+ A 28] 2% (Consumer International)
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333) 35. We reaffirm that the management of the Internet encompasses both technical and public policy
issues and should involve all stakeholders and relevant intergovernmental and international
organizations. In this respect it is recognized that:

a. Policy authority for Internet-related public policy issues is the sovereign right of States. They have
rights and responsibilities for international Internet-related public policy issues.

b. The private sector has had, and should continue to have, an important role in the development of
the Internet, both in the technical and economic fields.

c. Civil society has also played an important role on Internet matters, especially at community level,
and should continue to play such a role.

d. Intergovernmental organizations have had, and should continue to have, a facilitating role in the
coordination of Internet-related public policy issues.

e. International organizations have also had and should continue to have an important role in the
development of Internet-related technical standards and relevant policies.

334) 29. We reaffirm the principles enunciated in the Geneva phase of the WSIS, in December 2003, that
the Internet has evolved into a global facility available to the public and its governance should
constitute a core issue of the Information Society agenda. The international management of the Internet
should be multilateral, transparent and democratic, with the full involvement of governments, the private
sector, civil society and international organizations. It should ensure an equitable distribution of
resources, facilitate access for all and ensure a stable and secure functioning of the Internet, taking
into account multilingualism.
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ABSTRACT

Enhanced Cooperation and the future of global internet governance

Oh, Byoungil339)

'Enhanced Cooperation', which was the mandate of Tunis Agenda in 2005, was
the product of political compromise after failing to reach a consensus on global
internet governance mechanism. In 2012, UN General Assembly decided to establish
CSTD '"Working Group on Enhanced Cooperation (WGEC)' to find out what could and
should be done to implement the Tunis Agenda. After a first meeting, WGEC sent
out a questionnaire to collect extensive opinions from internet communities. Replies
to the questionnaire showed a broad spectrum of perspectives on the problem of
existing internet governance arrangement and how to improve it. This article
analysed different perspectives, based on replies, especially regarding the concept
and implementation of the Tunis Agenda, public policy issue and possible
mechanisms, and the role of stakeholders including government. The
recommendation of WGEC will be submitted to UN GA passing through CSTD and
ECOSOC, in 2014, which is expected to have great impact on the future of internet

governance.

339) Activist of Korean Progressive Network 'Jinbonet', Network Neutrality User Foru, representative of
IPLeft, Member of Advisory Group of ccTLD in KISA

212



2014 222 s|el=2 Jj= &4

#2%]340)

—

1. Sdlo| /=3t el He{AA

AR R AArEo] = FAVMEYAZ AdA o= A5 falAe T4 AdA 1t
of AAARN FHI Ao WA Fo] dasirl. 19 o] felA AEFH FAAH A=
frdols FAol= RMAAAR FEH A FAS FFe FAE gk FAEe A
e UESA bl HFHo 2 9 e FaFHo], FAE Aeode 94 T
o] wjgo], 1y frawels FaAWelE eAdd TS 9 2T FHel 2ada,
o2 7]ES BAHYE A 7]FITUY CCITT S)Ee] olds =43 d89 IS
Faste] gt FA Aoy HeE vwre g 3 ol#fdt MAA 24y FHe A
ME =7 A7 SAAN 28 w7he] FE A 5N AR AFetal A7) Wl A
2~GA =7kzke] Y 249 55 FalA olFAH & Ak

a2y AAHYE ol g WAl M7 EAAAR 20 AAAR FH I 24 Ee A
g BA R Al strh e SRFE 34 ZRAER Afss Aok Y
EQA He A4 S42 UEYAE 7Ho ARl UMENALS FlA olFoHTh dH

g 7]&%+2 IETF(nternet Engineering Task Force)/IAB(Internet Architecture
Board)9} &2 1 <StllA A U0, stalEe] ARAQ EET Fo|E Fd), a8 B4
‘]
A

71zl oigk Ap3AQl MYt 85 S AEYEo] ki, FAES 93 A IPFAE
=9] g2 JANA(Internet Assigned Numbers Authority)/RIRs(Regional IP Registries,

F

W& ARIN, RIPENCC, APNIC, LACNIC, AFRINIC)®} & 7|75 58 g 45
o] &t} = AFFAFES FE FaA ol FolAsth o5 AHUS JHE By o
ikt AA 7log GARlavE ARgskeE FEAd ZdIA)] 32
HTML(HyperText Markup Language)< W3C(World Wide Web Consortium)oll 4] =}t
el &Rl AdAYAE] AR =AM AE, A5 oJsA FelE Aol AAA SR AEH
ATt Y wAlS fsiA Gyt o] &AtEo] AR&She THE 7] ARl FAaAA EHcle]
AAE= 2000 ol d7HA= 237 ol& #Edd & 2" (Jon PosteDoll o& FA =

Jddoy Ade =48] 7] F(Internet Corporation for Assigned Names & Numbers,

o
o h i o hu

Rl

340) AtchEel @ ZUL OfALE, SAAHIXIAN] OA}, SF=QIE{ AU AHEHAR OS] Fo0Z2lZ el ,

ehchun@gmail.com

213



ICANN) A3 o]Fol= oe] olaidratze JoE &

2, A T Fge] olFolAa vk $-2 Absle] A
gh o] Abs]el A IE U L vhekell A QIE IS Y]
7NEAES TAeR 3 AEYE I (SOC, Internet Society)E £d] F2 HFE At}

AU AEel dagh AAAS FHEHI Aol HAAE olet L EAEAolH
(decentralization), 32 (bottom-up) 2.2 ol FAAE  FHe FE AA
(multistakeholder consensus) ©]F01A $Ith= AR 9ol = QI Yo] A n|~E S &
AX o7 tFstete= 90d TR FHol= ol tiFte] AFSI7E HUIEAAE S S

o

—

1 =7HY] e BAA e R FREtd AeA Wik ARFdH A4S F B
vgls 7}slslel = W sk (privatization) 2 A3Elal YPTHE Aol F Qs ich vlE 11 o
o]l AHUe] FEEHE w7 ME =7 HES fek FS A7 ol |
A ALE ol Thefet AP Bt EY 9Fo] o2 o] Fo X H Aot}

kv

Jo ¢

AEAQ A7) FAAMH 2=7F A Ao Z “illﬂ 7184 gk 53 flol A A
FEA7] wFel WG} o] F A EE F7ES, HA7EAAG Hol=s AlatAR A
BAT 7 AEF 7] 9k, Wdstd T %7}5X“}ﬁ1}7} 2t ARG Aol d) st
A& FE T ES 7HE A Y A common carrier) TrAlE =Y Eth 2 dH Sl
o] Aees 54 2@ T5HA Fethe 540 Ao ASHH 7EE8AEE B
HA] Xgk AbgAre] A= ﬂ]o]g%(cat\/)ﬁr 22 oer FAYS dAE 4 dud o]

= fle] AET 5 AT o] - H °1E1L31X*+1Hli7} 4 =29

=
=
Z [Internet Protocol]S ojW3lt S8 [H-FA%, =3}
- 5

rz il
o>
X
2

, AE A7 o2 1 glolA TEEE 54

g 7z, 3& B HAe) el ANAEE 54 dolel AFAme] FeEA o
S b olUye AEAH A ATAE A4 YES DY T8 ARTE WFHTAE E8I
2 dEgaste] dARe ATd £ Ao 54 2 od ofolA AHY 4%

, %‘?” R RS ESS RS P E )

Azt g Al BRHoE AYY
)

o) S A WAl A A(ES B

H| 27k RIZE ApGtel] o)) Al &= m, AFFAE o] Aol 7hsE] w7k qfAl
Els 7F e BlarAl Ml zgs A witel] IH U 1He AEAE ZAl= AR A
s Hoko] FARE FHAL, wepA o] FAlE HE AAFAE FE e wUE
o e EARE vhHAA &t 2012d #F WCITE =& =dellA dE2 e 4l
(telecommunication) 7@l 1Y (internet) S EIAIZA ¢ Y=} 57} A o)
HAE olfv FEAoR Al E BA v WAL AH A A S ¢l ]

A 2o g 7R @] A EdshAl v E A @ el A IR upeba] o]

AEM

X

17

|

=

ot fo

Lo o

}6].

AL

rzi rg u
offt o off

oo g
2L md

N

341) 2005 o|= AHCHERIS| Brand X EZ2 QE{HUT™EZAH|AE telecommunication service (common
carrier2M =27t 2| tiah 7t ol 2} information service(Z717F AHMIGHA| of e Pdol AMH|A)2t
ZEX|ACE  NATIONAL CABLE & TELECOMMUNICATIONS ASSN. V.BRAND X INTERNET SERVICES

342) “ETNO paper on Contribution to WCIT-ITRs Proposal to Address New Internet Ecosystem”
http://www.etno.eu/datas/itu—matters/etno—ip—interconnection.pdf WCITOl| M&Est Z&tAol ETNOS| 2M &=
HIZ o] 2ME 7t & HoiF= ofo|ct o ZX[of thEh =&A9| A[TICH |a quadrature du net| 2|AE
EZ=. http://www.laquadrature.net/wiki/ETNO_contribution_to_ WCIT

214



s

v EUHSA N AE WRsa MFAR S gt dehsdAs S/
AEUL EPoto] FEHE] RopDS WAL A AAE 2RA o Fga}

3
Ao}, A= WCIT 49 HEFAE telecommunicationo] A internetg 79

n:%t'
dOL

%
o]
<t

2L H o
Mo o

ol

EYo] AAHo 2 =57 YA 7=
3E & S e a4t dgste] F7h olmdk
Aol olml o ool om AAF AA AH® FHo ANAYE o)) )

2. AU FAaMA He{HA2F ICANN

AU AW zel e =oolA Bl Z=wdFa A7 7 A =old o]
Sl o] gAtE50] HMEoR AHgE] ¢wl .COM, .NET, .ORGS #<& ClEY = dFis
EA A2 (Network Solutions)”} 574 o2 29351HA A HK(trademark)e} FE3+=
AE d¥4d gl TﬂﬂOh‘ Utk vl A A ZHE ERE oo ATES4) FA4 E A= o 7]
AA Fokth. 54 FAHS <rolA AHEEE F =S dEH H7tEEEHWA(ccTLD)
5 oJaiA MR EGAENA vl Ao AjZo] A EtHA R
A Au| =AY A el Al o] = A Fol AAY
= O

2 Hu i

1)
=

o
Ir

I

£
l> _1
o

& |
FAYE ol AFHAL 3

o] FEN #E BAE

3

JEY mHRIFA HAlE 58 AMANY FAaER EAS 3 AR AAATe] FE
A5 Egrstar A}A7] vl 7]%@°EE— Lol FANAAR A AqF HF =S A
o} oj® A QA= st EAVE 7HE 2AAQ A EAT). o] EAE sAsty
sto] Z7lelE AEUFIISOC)F £+ F2EIANA), IETF/IAB o] ITUY AlA X A A
2FAE 3 (World Intellectual Property Association, WIPA), =433 3] (International
Trademark Association, ITA) ¥ &7 IAHC(Internet Ad-Hoc Committee)E& -/ 3}<

343) ZEX o2 WCIT2 “International Telecommunication Regulations”2AM MEX 9l telecommunicationZo]
THAMl YL S riasty| fsll, oHUol ez Eg5X| ApUHE 19880 BHE =22 ™5
2Ist oAt ofzh &=, o] EA Fol MFEO| U= Resolution 31t 5= QIE{Uln}t HEE LE8s
Zget oLt Ol EAMe 232le Zo|Z22=2A FHHE Zhe (TR 221k ool ZAo|ct.
http://www.itu.int/en/wcit—12/Documents/final—acts—wcit—12. pdf

344) MRF HEALS|MAEAS2(WSIS) ol 7 AFESEl 2fsh 2EU AHA 28 =2/ flsf g
LAE oleul He{HA J7|ZL+(WGIG Workmg Group for Internet Governance) E11A{= 2lE{4ll
He{UAE ClS31p Zo| #&st 8F Ut “Internet governance is the development and application by
Governments, the private sector and civil society, in their respective roles, of shared principles, norms,
rules, decision—making procedures, and programmes that shape the evolution and use of the Internet.”
http://www.wgig.org/docs/WGIGREPORT . pdf

345) 19951A0] SA| utE[AS _n_EHlol(gTLD) 25 Network Solutions Als A2l =0 ¢l
SN AY M S ofHsto] THQl S5 Al 0|5 E5st=S 50 Hel HHO|L SAAte| =2l
O|MeHo] Chsto Ch St JHC A% 0|ofX|l= &8 TF = 2URUCk p.120 “ruling the root”,
Milton Mueller, 2002 The MIT Press

346) & TAHZ2 AdbE| AR TH Ql(gTLD) 2 J7tFEEMQl(ccTLD)Sl MM S
(http://www.ietf.org/rfc/rfc1591.txt)oll Al B¥sl Zlof| w2} AlsiE oL} B
Milton Mullere| S# pp.125-127 &=

RFC1591
42 Mgl AATE ool thehAM =

215



TS AR AFAEANS ARMUDHAA o o] FARES HokH gTLD-MoUsd
£ B0 oo Agat £5< WeIE d.

gy olH e fAAS wHANARI & xado] o IANAS gl dig &
Al FAE A7IGl wel AujE Eolzkarsdd), mARAgE FrE ICANNS 7438t A

oz npH

A= ICANN2 QI Yle] tigd o Hagsr] Alzshe= 19959 ol &3] &A= A
Z1E ol At HdLwmmRle] AAEA, =wQl EAEA, 71E gTLD/ccTLDS] WA A 9]
TAlet F HAlES AR A ", gTLDY %3 4= %57 ¥H(Registry) %
&) 7] #H(Registrar)®] 23 2t HG el AAFB0o R sfAsgkal,
A &A= UDRP(Uniform Dispute Resolution Policy)35D& s]A3}Ath. 18]al =1
o1o] - FFAete] WA AQIEA = gTLD2] Aol ICANN/IANAS} Registry/Registrar
AloFo 2, ccTLDSF] #Alol A= Mo §ofolup AHAlulgkibA o g Austglrt.352)
ICANN ofA = Alqf A9 Ew 1] Ao wep Hojzd Fxete] FE3A wdol 4x
As F 0 BEs7] A AHANA B A AAEL e AAAAA clearing
houseQF353) 3 wwQl EAMAS A FFA ] ek FH I 7] A35D(whois policy) &
Tag AARA R =osta o 7|EH o 9ot R fHAES BE o IAAEY
AR ool =95 F3l AuFoEN JAEYl ZrlFie] ek HdEdds AMds
o] EEA 9 HEE s Floltt

ro ol 1o

(o]
ELHEMH

r\l

Ean

3. 2l AHA =2o|o| &ZE 1} IGF

ey JEelle Erskar ICANNe] QIEYl FaAl Aol gigh Amds s sash=
Ao tiafr= oA ds] FRAQJ HErF A QSIS vtE o] el 2005 A2
21 A BALS] A A A A3 o] (World Summit on the Informaiton Society, WSIS)9| ZHZE3$H9]

347) http://en.wikipedia.org/wiki/IAHC &=

348) http://www.itu.int/net=itu/gtld-mou/gTLD-MoU.htm &=

349) gTLD-MoUE FITstd & ZAHS REMH O|SA|T2}t Olof MES2 74 2| ra Magaziner2l
ol Z[2~E= pp.80-86, “AfO|HMHE =Fshks QUEUIAHMY” MIEAD|A B2 X5, SAMFL,
NEWRUN, 2006 11€¥ 32 &=,

350) C=O{ZH el MA ExMe e 25 CiFNH =2 Ciefst o3 sH el A9 el MMoj st
S5t Zof2l= AMYoM MZ|= ALt IETFE 7|82 FE =2 2ol 7| & DNS2te| 7bit S&Hdof Chst
DHZ 25l 8bit EES MESIK| R0y, Cl=0] Z[ARIEHC M EMT A FAEH NN
Udido| oF REC R CIROACZN Hro| HMES FMSHK|= RSICL Ci=Zo{=mlof| chst
7|e3H =2of tisiM= Geoff Hustonel “Internationalizing the Internet”, December 2006.
http://www.potaroo.net/ispcol/2006-12/idn.htm| &=

351) http://www.icann.org/en/help/dndr/udrp/policy ZZ=

352) o|2{gt Ad|7} O|R0{X|7| M7IK|= IANA-gTLD, IANA-ccTLDZte| ZHHIE H&st= &2 RFC15910]
st Ao|ALCt Ol ALt §HetES g &3 &=

http://www.icann.org/en/about/agreements

353) http://blog.icann.org/2012/11/trademark—clearinghouse—update/ &=

354) ofzff &3 &=

http://www.icann.org/en/about/learning/webinars/whois—recommendations—implementation—24apri3—-en

355) ZA| ofof| CH$t oj=edeld ol I &2 Condoleezza Rice =FAH0| EUo| 2 Mol #HHo=
LIEILE 2ACE http://www.theregister.co.uk/2005/12/02/rice_eu_letter/ &=
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FAel By~ oA (Tunis Agenda)oll e “Clgfdl dlojy 3} F27(58. “internet
naming and addressing”)E& &F =9 AEY AW A2=9] FAo XEFA 7| A Hr)

Aoz ICANNe] JIHYl FaA Al et AAAola did A= FAS olaFAL
AEe] grels well AEeta, ol st Fol: ekl of s ICANNS| A
&

of o fusk EASE olfi FaAAC oA A APH GBS e HF FE

—

27k WSIS o] el e Fel& I FaAAe A& Hate] o e
A dle] #EE FIHAATAE =9yl 9% HHo®E AHUAMI~ER (Internet
Governance Forum, IGF)& 7§&38t7] Al&etainh IGFS] &2 Q1YY FAaA A9 a4
A =l A zsl o, WSISE] koo maw IEYl FAAA A o= ot
g QAEY #H FIFA FAES Hd ol GAA R F 3 wATF, ANEEAS 5o A

FH9l Aol F3|A =olFES sa g8

AAZ IGFoA w=od FAES ICANNo| th7a1 = AR Alaf HA9 =l A4
A, IANA function® W]l R-oke] AlokeAlo e YUl FaA Al #3 &4 #
oyl Slejyl oA (Safety)®Al, B oHSecurity)®A], WEHA/AIO]E Ak 2 ZElo] Bl A|
A, 89 AF7A, o849 "<& A(nternet Access Rights)&EAl, A A 244 &
W(Internet Governance for Development) &Al, o584 ©@27|e} FHFETA & oY
g FAES A Tl §ht359)

356) IANA functionO|Zt RSt F329| FE MHE 2YstHAM I My 2lolAM =& CHISS| ipFLE
71838t A= root zone fileg UHIO|Est= ATt stz ol o|Hd2 QEHU =7|FE & ZAHO|
oM FXI=|0f 2Ck7F ICANNO| MEI=E 0|F 2000 2 92UFE{= ICANNTZ} O|EFH 2 NTIARL Hete 2
X|EEo] 210 Ack 74EF =[Z2ofl= 20123 118 102 NTIAZF IANAS| S7HEF RFPE 3 &St v =0,
J0f w23 ANA A AKE o|=0] &Fstl 2HskE ALt oj=o] &2l thetolu} o= Liof AMEHE
HoloZ M FHof w2t MEE A2 XAAHS Hshstn Uch

http://www.ntia.doc.gov/files/ntia/publications/sa1301—12-rp—0043—_final_04.16.2012.pdf Section C.2.1 &=

357) ICANN AM2x7|82E o|ARE= Memorandum of Understanding(1998-2006/9/30), Joint Project
Agreement(2006—2009/9/30), Affirmation of Commitments (2009- no expiration date)2 XA A|7|ojct
YAIZ HHIHA ICANND} ARRReto| A E A™sligt=rl 0l oAM= &tat DNSS| 7|=X ¢l
ZTYASES MU= DR RS2 o|Mshks Aol n|ARRe| HM=gell J|&stn fUch sxje
AoCOllM= “in recognition of the conclusion of the Joint Project Agreement and fo institutionalize and
memorialize the technical coordination of the internet's domain name and address system(DNS),
globally by a private sector led organization’ 2t 7|&&|0] UACH.

http://www.icann.org/en/about/agreements/aoc/affirmation—of-commitments—30sep09—en.htm

358) WSIS2e| =|&gte|29! Tunis Agenda?l 72.84 &= http://www.itu.int/wsis/docs2/tunis/off/6rev1 .html
E35| ofgff ciH =2 IGFe AZI FAAA 2o ikt olEUiztd ZE MM HES UGS E
HE M™st Aot

a. Discuss public policy issues related to key elements of Internet governance in order to foster the
sustainability, robustness, security, stability and development of the Internet.

b. Facilitate discourse between bodies dealing with different cross—cutting international public policies
regarding the Internet and discuss issues that do not fall within the scope of any existing body.

g. Identify emerging issues, bring them to the attention of the relevant bodies and the general public,
and, where appropriate, make recommendations.

j. Discuss, inter alia, issues relating to critical Internet resources.

k. Help to find solutions to the issues arising from the use and misuse of the Internet, of particular
concern to everyday users.
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e T4 LAl el =% s A,
& Hesl golzhe g4 w4 mug o

HE] 28| O]E’.%ﬂ X}—‘:Z—E(Multistakeholder Adv1sory Group, MAG)«] L—gurzg—e— = g
A A ststar, IGF 3]o]o] Fu|aAolvy AA 3] 7|5, HuMe 24 & AH|ste
= gon, AMFEE Fgeta AYdxEs AsstEE Aok up QQrhseh v kA
ECOSOC2 o9} g7 e IGFe] #ANY 'Zs¥ H2 ' (enhanced cooperation)o] i
Hop zEAQ gdTHE S8l olE A% AANtE 7S AEXALE AAlstaL o]
3 B E Zu Folu}.362

olgg MHw==} g4 2013 10¥€ 2] IGFl A= MAGe] AHdlel AlEd o8 92
55 THow Tfete WS FHstel F ol A =9 E st

T =

F3 g AAGA 0 3k =2o]= Dynamic Coalition36) o 2 A& o]ojrta

4. QAEY FAAA 2o olel Hu{HA MM DiH S

rr

ICANN=} IGFellA o] IEfdlabs] gl 5ol =osal gl Ax= 8702, OECD:

359) 2012 IGF &|e| 21L& &= http://www.intgovforum.org/cms/2012-igfbaku

360) o[2{st o|RollA 2011 oI, E2lA, HotZe|7tdsi=2 3522 HUISHME tiFf = 7|7E
Follotol| FX= Hoks sP|E MI'_ Q== Of3{st =29 HdZMd Aol FAQIE{SI A 2|25 (UN
Committee for Internet-Related Policies — CIRP)E H|otst7| = Tt
(http://www. culturalivre.org.br/artigos/IBSA_recommendations_Internet_Governance.pdf Z}
http://igfwatch.org/discussion—board/indias—proposal-for-a—un—committee—for—internet-related—policies—ci
o &%)

361) Report of the Working Group on Improvements to the Internet Governance Forum, UN ECOSOC 16
March 2012, http://unctad.org/meetings/en/SessionalDocuments/a67d65_en.pdf IGF7F QIE{El He{H A0
et ME™ =98 AMAIF|X| Rt SHAMFX|o| HEE2D Uch= d]ED} o] Zkidte] HnAof CHst
"HI7= Milton Mueller, “IS THERE ANY HOPE FOR THE INTERNET GOVERNANCE FORUM?“, July 30,
2012 &=
http://www.internetgovernance.org/2012/07/30/is—there—any—hope—for-the—internet-governance—forum/

362) UNCSTD2| WGEC(working group for enhanced cooperation)2| 74 2 sjZdol tisiM=
https://www.apc.org/en/blog/un—working—group—enhanced—cooperation—report-secon &tz=. WGEC2|
MEZAREI oSt 229 EMXIE2E Cfs 23 &=
http://unctad.org/meetings/en/SessionalDocuments/WGEC_Summary_of_Responses.pdf

363) Dynamic Coalition2 2006 & IGF 3|o| mfF& FAMsH =0l SX7IX FHEZ & 11702 dynamic
coalitiono| A =0 UCE. hitp://www.intgovforum.org/cms/dynamiccoalitions &=

364) x| 201440l|l= E{7]|2| o|AEME, 2015H0|= 221, 2016H0= HA|Z 2 3o JHE(=o| Ha Xt
0| ZIHHMoZ IGF7F ARMo=Z QlE{Ulated S Mol Cish 7Hekxel =2l Zo=ZM otYHMoz

Aot ASS 2lolgot

=
215|(U
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1AES ZWefgda365 EW3E] Qlgyl ®eot

=

daro] AlZFek Alolw AH o] 2 F 3] (Cyberspace

sl AHY #- =
(security)366)7 g FAlol o)A
Conference)’} H&E=2 9] 9]

e g 2013 5€9 44 ITUY A A A7) B2 4 2 22 (World
Telecommunication/ICT Policy Forum, WTPF) 3]2]368)= tiA] <lEYl #&H FFAHAS
oA =90 A7V st EAE FAR UFAcH, dARE grAAA do] vt
=92 (multi-lateral 2+ inter-governmental *2))3} ola|FAAIE 2] 72 Q] Fofnd

2l (multi-stakeholder participation)ell ™3+ =2|7} 58 o] FAt}.

Sd WTPF Fojolx % o aaln 2e 129 old g A ol u
2 Ay Az Fx7b desh 2o ggseelehs A3 Azt = wAe Bl =

365) OECDZt 2012 = &fiEHsE “Qle{Ull M= A Mo 25t 2E”(OECD Council Recommendation on
Principles for Internet Policy Making, 13 December 2011) 2A= Ol &HAIKIS| Z0{ )2l H|Z5}04
CIE{AUSIHAIIRHISP) S| MXEH S 7+8 7|28l HMAXSS st UCt o] EAMoAM FelE
W82 &% 254l AudA x|l UM 7|=2Hl =2l 7|dto| & Zolct,
http://www.oecd.org/sti/ieconomy/49258588.pdf &=

366) QIE{Hll Hok(security)2M ol CHaiAM= olo] 1988HFE FOM =2|7} AlZt=|0] 20100 1770 =7}
ME7I=0| 7|=H0l 2&|of tifsto Ee|st 2M(“Developments in the Field of Information and
Telecommunications in the Context of Internet Security”’-2&! GGE[Group of Government Experts]
Report2tal &eh)7t UL,
http://www.un.org/disarmament/HomePage/ODAPublications/DisarmamentStudySeries/PDF/DSS_33.pdf
Ex. JeiLt of ZMoM RelEl LE2 AMEFE, MEnE A»TE § I 7|23 +FEof 2ol
K|LEX] gbe=ct
“(i) Further dialogue among States to discuss norms pertaining to State use of ICTs, to reduce
collective risk and protect critical national and international infrastructure;

(i) Confidence—building, stability and risk reduction measures to address the implications of State use
of ICTs, including exchanges of national views on the use of ICTs in conflict;

(iii) Information exchanges on national legislation and national information and communications
technologies security strategies and technologies, policies and best practices;

(iv) Identification of measures to support capacity—-building in less developed countries;

(v) Finding possibilities to elaborate common terms and definitions relevant to General Assembly
resolution 64/25.“ 2| &A% recommendation F&

367) 2013H M2 APO|H{AHO|A &35|7F &E4SH “Seoul Framework for and Commitment to Open and
Secure Cyberspace” 2A1 LI htip://www.seoulcyber2013.kr/en/media/View.do?media_id=2242 Zt=. 0|
M 22Mo 2 2k GGE E1AM 3 OECD, G8 2o SolAM =telst EE2 Metelst Zol| X|Lix]
d=Ct Cieh Ao A AJZEE AIO[HAHO|A E3|= 0|ttt OlsHAIKIES| 7 Zojaks fEs
A ks FollA 0Bt =H|A el =2|2f xto|7} ULt

368) WTPF s|2|= ITuSl MA3[2|(Potentiary Conference)2l I&lol| w2l E& HaAfelol| thslo] =2lst=
T gle @ole| Folch 20134 5&2| WTPF 9|7t S35 28 82 A2 20124 & WCIT =[2fol|A
CHA| FF QleUlztd =olE & A2 Z2tez =St ol 0/0 o EME BHHoZ CIR= 3|92
F2t=|217| mf-Zolct.

369) “On the basis of reciprocity, to explore ways and means for greater collaboration and coordination
between ITU and relevant organizations — including, but not limited to, the Internet Corporation for
Assigned Names and Numbers (ICANN), the Regional Intermnet Registries (RIRs), the Internet Engineering
Task Force (IETF), the Internet Society (ISOC) and the World Wide Web Consortium (W3C) - involved
in the development of IP-based networks and the future internet, through cooperation agreements, as
appropriate, in order to increase the role of ITU in Internet governance so as to ensure maximum
benefits to the global community.” THE ITU SECRETARY-GENERAL’'S REPORT for the Fifth World
Telecommunication/Information and Communication Technology Policy Forum 2013,
http://www.itu.int/md/S13-WTPF13-C-0003/en &=
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ofgfiof & e & ARAHAF00] F T FAH R AAFH AT H oA

A ECOSOCS 20144 4€ olZ‘EoﬂH 22 oA WSIS+10 31953 o] (WSIS+ 10
High Level Event)g& %= WSISO F&2do| digh 37kt 34 ‘At d9 974
w (WGEC)9] A& st F3] _HJJ% o A37Do| | ITU= WTPF 3¢9 A=
Fghate] 20143 102 F-abellA 9 o4 ITU AAZ 2o A o] gt F&i=o]E o]
o 7HA #}.372)

IGF= ol A8l FA2AA o]29] Qe A F3AD AAES tpdatA =olal ¢
i, IGFol A= mkEsiA T gk A= AAEJAE A BelZAls = & o] FApA}
59 =9 ARl Atelmado] 2~ FI|A] =oE olojrtal drk. HEF o]m] 201249
WCITA A ] =g ol A AAHY s 3sE EAE AR 3 A AAE] A= AA
H ok dlen, 2013 WTPFE 3¢ A B 7sxFolv FaAAed add A
HAlet= e AP #d 384 AAES A v vk o]2fd 55 SellA <Y
U Vs gsolv FaAASt 22 AAIAATL ofd o Y T3 FAlE =osA
old Ao m7A dobd 4 e =09 Aol dasirhe QAL v A4 EH
ov AAZMAE aHd =99 Aol olsdAtE kel A Fhod
(multistakeholderism) .2 FAF ook sl ZAA], Tzt o] E(multilateral =2
intergovernmental decision making)® A Fo]oF & AR HEAAZ 9 ol & o] FX
Kakal e

5. elE{ul AEHA2| MA =t} 22tE 3|9

Stell A ol Mg wl YA ¥ ICANNS E38] o] Fojxx gl el FaAAd o
A9 2 495} Belskel 1ANA function S ICANNS] e 51¢bo] vl
EaHo] gtk Ae odal HAAEY oo tF fuA HES 4AAAL, 20139 ¥

H,

= H7FFR S (NSA) 9] HiZ el Hieh A= HRe IEY Avpd el gk v
Fol AEe dRHer dEse 8% AV H0T

28+ 258 A $u FAZ(Dilma Rousseff)e] &3] QX378 o] EAo o3t 7}

370) olz{st MMEZM= e MASHEEM QI IXP(Internet Exchange Point) 2|, lE{Ul o=z} £X} g
MY LEEH, IPvee| MEHA 2 AYZISIERX|, OfsH AL &H0{(multistakeholderism) 28 2
2 sHEnhanced Cooperation) 24 S0 MMM Z MA|ZFACt ¢ WTPF AFREE E1M Annex
B:Draft Opinions F& &=

371) UNCSTD WGECS| ZatE2 1 A|7|7¢l ECOSOCH HI=n{ ECOSOCE 0l& EOZ 20144 9"lof
= H69XF UNSS| 9| JHI2—|—I °J2I(Second Committee)oll £[& ZI0ME HE5HH =Ch

372) o|2{st QlE{UITIHHA XM XMt tsi M= http://bestbits.net/wp-uploads/diagram.htm| &z

373) O|ME clefUlel MAMQl 221} st 2iM MAAel =™olul §ado] 2esh HA Aleho|X| 2t
HMatet =olo| Zo| ofHE X 25 FH AeES 2LZEOf orphan issues2td X|&SHCL orphan issue®
Heloll cisiM= crekst ol7dE0| =X SHX|TE Chris Marsden 22 SfA= IPvBLE A4S E ’—.‘ =M 2=
ALERIEY (“the internet of Things”)0|Lt ZE&IA/Over the Top AME|AL} 22 FHES =EHE = Ut
2C}, Chris Marsden, “Internet Governance Series: The Road from Bali to Rio- to Dystopia?”
http://blogs.lse.ac.uk/mediapolicyproject/2013/10/31/internet—governance—series—the—road-from—bali—to-ri
o-to—dystopia/ &=

374) X0} EMZ(Dilma Rousseff)e| 2013 108 RUS3| M E &=,
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2 oy yekEe whEkE okt Agvk e E2 o] Al NSA
»_’Z_

° gol 2l gk o]z} FHx7te] gk Feleha vdsbHA], ey RS
A7)0l H7HESY E oE Aol Hojx e ¢F Hu, olF fF AlolHEts AAFIIR
AREsHAl et efjok dvhar FAEA T A e E S g A A ek shu e
Qe 7hd 2=k QIEM o] &5 9jgh WIzkad o]l ohxpxt P &7 (“civilian multilateral
framework for the governance and use of the internet”)S FAd 3 A A<k} 375
o g, ofA7ZFA Y] TexE E JAEHY FaAAAC did AArdy 9S
HEale 7IE0E 20139 108 S-FH ol A Bo] ~:Fo] NSA tigdl die %
25 AVIZ JAEd AFEE 357 fste], nAdUAE A JAHY FAAA AWds

Al
o] =& AAStoF dh= W8S FHom o= ZHHHS AANE T EST

ol
b

ICANN®] CEO ¥t](FadDe wHIMHe A 25 Bepds wiste] diedst g
A BEpEe] A9uh tEgEe]l fAFs Ao AR ‘v

<, Ak o] thapzk PEE7e

gt S FASE AS Qs 1 =oA EHY P AAdA dYE g%

S EI3star, At AlA JAHY AMd s =98 FIA oSt A AlA ol JAHY F

A A o]ele] AEY Avds FA ARFE(SS oAl &gk orphan issues)ol| tigh =

o] &5 FAske wAE A =9 5 v FYE NHEW = AS 8 B
58-S o] & Ty

A & & pEd AE= 5 g 2A-A “Bad 39" (Global Multistakeholder

Meeting on Internet Governance, GMMIG) =4 dA 3} W&o thsle] AH-2z Y&
ul-3) U} 379)380)

http://gadebate.un.org/sites/default/files/gastatements/68/BR_en. pdf

375) X0t HEH2 0| WMolM ofF FHM2Z o|2{5h 2IZt CiARZE HEEO0| Ch3nt 22 2AEIQlofA

T =|ofo} St MAIFCE.

“1 — Freedom of expression, privacy of the individual and respect for human rights.

2 — Open, multilateral and democratic governance, carried out with transparency by stimulating
collective creativity and the participation of society, Governments and the private sector.

3 — Universality that ensures the social and human development and the construction of inclusive and
non—discriminatory societies.

4 — Cultural diversity, without the imposition of beliefs, customs and values.

5 — Neutrality of the network, guided only by technical and ethical criteria, rendering it inadmissible to
restrict it for political, commercial, religious or any other purposes.”

376) 2H|H|H 2 Mololl= RIRs, IETF, IAB, W3C, ISOC, ICANNO| &o{sIct. o[2{Et 7| &2 ZZXo 2
|*(star) organizations &< technical community2tx X|&l=IC|.
http://www.icann.org/en/news/announcements/announcement—07oct13—-en.htm &=

377) of delolM= QIEE FAKMA HHAAOM SAE Rl JANA/ICANNO CHSH 2= EHE MIAIESH= 2X(o
CHSto “O|s ZALKE Zofehalol| 2|t MIAIEF (“the globalization of ICANN and IANA functions, towards an
environment in which all stakeholders, including all governments, participate on an equal footing.”)&
a5t

378) X IANA contract2t ICANN2| AcCE H{EH 7HYE Z2lX|of CHalM= x| eto| MAIE M2 gix|gt
ICANN CEO Iit|= 043 RollA o|2{sh AH2ke| SAIXI o|ABE 2T} off2f “M|A| ofa ZhAFA}

ZIeF (Global Multistakeholder)olofof stcta F2kSED 2 EP |7 ICANN Webinaroll A Xtale] S
AM4SH hitp://audio.icann.org/ig—1900-08novi3—en.mp3 &t=. 0| EA|E ICANN2|l membershipll =X 2
=5 Milton Mueller® “A CONTRACT WITH YOU” November 5, 2013
http://www.internetgovernance.org/2013/11/05/a—contract-with-you/ = &=,

379) 34! 7|XIe|AES hitp://www.nic.br/imprensa/releases/2013/1-2013-62.htm &=, HrCp x|l
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- 3lolo WA MAAHUAHHHAS S (“Global Multistakeholder Meeting on

Internet Governance”)Z $tCl.

- 3o Y™ 2014 48 233} 24 AU AutS 2ol M THE SO

- Blolel BX2 1) lEY AHHEA e BHE HA D} 2)ol5Udl AHudAel A
X S2 WMs| 28 Yok, 3) T2 MEA S2 o] 9Igh ZEMo| st
Btolg =&3ks Holok

— QlE{Y Au{AA AT} O[S AR oYM w2E MEN § T IHxlof ot
5% ZSMeiRS wEsCH

otz 2 chec=dl Zel= AlZh 2|4 6022 12{5t0f, M et = 2014
O 2 gioh &L ol T Cho[Lt, ol 7kX| 2| 3o =X

- 043 mMets &2l sttE ICANNS| “QIEUtle| ofzfof sk Mefmjd”2 AMEHZAZ|
Z ol &H(Th University of  Southern  California)/obdl B 2 X =HAnenberg
Foundatlon)J—} MIA A Z ™ (the World Economic Forum)2t &4 §235fof “2leful
He{HA fFD M =X Eof tfst ®MetE”S MEstn], 1 2 EH M XM EAISH 2

HLIHX| 2 Bhet

rot

- Blojol= FF, AMRIALE], stsE0F, =7, ZIsAt Ak & AMEAL EEO| 25

= Be2tE oyl 29 2|/l S|(Brazilian Internet Steering Committe,
ol MEMAM S =HESh= Virgilio Fernandes Almeida =7} 2HZ&H
stoh MA 2d 23l (global multistakeholder steering committee)= 2212 CGl
of HalAM R 1netel HEAHT|SAHECH ST AIRIALS]) APAXIE G 28It

- 3o 2YES floto T -2H2 A= (Logistics and Organizational Committee) S
HZ5t04 4702 2[5l E =Ct A 2geds= MMz 221E CGI7t Y st
HEXE2 23 (Government Advisory Committee)= H&F EIIXIES olHdg +H
sich MEXAZRIHE = B2t 2279 H U2 E i AH(Ambassador Benedicto)7t
2rastet, 2| olsl EALALRl 2 2l (High Level Multistakeholder Committee)= ZE
Ol HALAI= 2| 2td M2 Afotol| Cish 2|7d4S sEetct. o ¢/ 3= 8He HF 1
2 85‘349I AT el &H CASE FMect AFEel 2HE flsl o

A2 f
FARRE A 22| 3] (Executive Multistakeholder Committee)E =Cl AR 3=
OSIM MM, =X} 22| ¥ MAM B e 7|FS HEYSIH, 20144 3 17X H|

ol
__

o
1_0

ME 22 X|chet 182 E2IRIM S} 1net.orge| Adiel AkploganZt el Liegs &=,
https://nro.net/pipermail/i—coordination/2013-November/000077.html

380) 22td &lol& E21E Z(CGl.brat E2EE )t 2lel OlﬁH‘:W FEE 5 ol ofs &8|=2 A=

=
O| O|SHEAIR} et ZEE|H2MAS T3 x AFE(E2 7|SARKE, &2 0| Reke|
coalition0[2|X! &) FE2Z 5104 AIE‘IAPil':._Fﬂ% b P°*7(Pél':.i s= Zghslo FHECE o] TR
OSHEARR} Rlcte HelEls|olE 98t MY 9 ofAdwsts 25l 1net.orgEl= AIO|Eo| HAZZ|IAEE

ol
TEI}en o HYY2AE= AFRINICH 2o Y= ACt. http://1net.org/ &=
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ABSTRACT

A Glimpse into Brazil Conference

Chun Eung Hwi383)

This short report introduces the general background why Brazil conference is
being prepared and what topics would be undertaken and what goals are being

taken into account.

It overviews what differences from traditional telecommunication governance,
internet governance has had in its historical development and how such differences
had been formed from its technological differences and the regulatory policy shift
from common carrier regulation to privatization. Moreover, the fact that open,
voluntary, bottom-up, diverse stakeholder’s participation had evolved throughout the
historical development of the internet, had established the present multistakeholder
governance model from technological standardization to addressing scheme policies.
ICANN, which has governed internet addressing schemes since the earlier 2000s,
had developed address policies including TANA function from Jon Postel and
technical community’s legacy management system into contract based formation
between ICANN and gTLD, ccTLD registries. And it made dispute resolution
policies responding to trademark disputes and resolved gTLD monopoly issue by
introducing new TLD generation and the separation of registry and registar.
However, there had been challenges on the legitimacy of ICANN due to its
dependency on the Federal Government of the U.S. particularly in its oversight role
over ICANN and IANA contract.

WSIS raised up internet governance issues including addressing governance, and
set up IGF as a discussion platform for multistakeholders to discuss and share all
views on other internet related public policies. IGF’s loose and non-binding
discussion once frustrated governments and other stakeholders, but more focused
discussion and visible outcomes have consolidated its unique role for internet
governance discourses. Particularly, IGF addressed many emerging internet related
issues like cybersecurity, privacy, net neuratlity, development related issues.

WTPFEF of 2013, after WCIT debate on whether traditional telecommunication
regulation could be applied to internet infrastructure, suggested other governance

issues such as the transition to ipv6, IXP coordination etc.

383) Chairperson of OpenNet Korea
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How to make sure the legitimacy of internet addressing governance and how
and where other internet related public policies could be undertaken are
fundamental tasks for internet governance. Brazil conference, which has been
motivated by the breakdown of trust in internet governance from NSA mass
surveillance revealed by Snowden, faces these questions and try to make consensus
on principles, institutions and roadmap for internet governance in multistakeholder

participation way.
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Cyberspace: What Is It?

Kilnam Chon385)

1. Introduction

Cyberspace has drawn much attention since early 2010s with various
conferences and organizations founded in early 2010s. This paper tries to clarify on
the cyberspace including cyberspace governance discussed in these conferences and

organizations.

Cyberspace was mentioned since 1980s including William Gibson’s book,
Neuromancer. In many cases, cyberspace is used similarly to the Internet including

its culture and applications.

In 2010, Whitehouse in USA issued a report, International Strategy for
Cyberspace. US Government created Cyber Command as the fifth domain after land,
sea, air and space. European Union as well as UK Government followed with
similar organizations. These moves made cyberspace and cyber war attract

attention globally.
In early 2010s, several conferences and organizations were created with
cyberspace as a core issue including;

— Explorations in Cyber International Relations (ECIR) at Harvard-MIT with
various ECIR Workshops including ECIR Workshop: “Who Controls Cyberspace?”

— Cyber Dialogue Conference by Canadian Centre for Global Security Studies at
University of Toronto

— Annual International Cyberspace Conference started in London in 2011

Many of these and other activities on the cyberspace focuses more on cyber

security than other aspects of cyberspace.

385) Professor, Korea Advanced Institute of Science and Technology, Keio University (Japan)
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2. Cyberspace

2.1 Cyberspace, Real space and mixed space

Cyberspace is virtual space which is typically based on the Internet whereas
real space is physical world we live. Then, we have mixed space consists of
cyberspace and real space. See Figure 13 on these three spaces.

Figure 13 Cyberspace, Mixed Space and Real Space

Some of mixed spaces are called a cyber physical system such as a
sensor—based network system where the Internet may or may not be used. Many of
the Internet-based space tend to be mixed space rather than pure cyberspace

without any real space.

2.2 Cyberspace and the Internet

Cyberspace such as cyber society and cyber security has the Internet as its
infrastructure in many cases. But some of cyberspace have other infrastructure
such as a telephone system without the Internet, a sensor-based network system
and/or a television system without the Internet. Cyberspace has various aspects
including cyber society, cyber security, cyber economy and cyber environment. See
Figure 14 on cyberspace’s infrastructure including the Internet as well as

cyberspace’s aspects.
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Internet
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Cyber Economy

Figure 14 Cyberspace aspects and its infrastructure

. Aspects of Cyberspace

Cyberspace has various aspects reflecting its viewpoints. David Clark in his

paper, Three Views of Cyberspace, proposed three views [Clark 2011];

— Cyber Security

— Cyber Economics

— Cyber Society

Anthony Giddens in his paper, Four Dimensions of Globalization, proposed four

dimensions of globalization in addition to fifth dimension proposed by Gabriela
Tejada [Tejada 2007, Giddens 19911;
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World Capitalist Economy

— Nation—State System

— World Military Order

Culture

(International) Division of Labor

We proposed the following major aspects [Chon 20121;

Cyber Society

— Cyber Security

— Cyber Economy

Cyber Nation States



— Cyber Environment

More aspects such as Cyber Education, Cyber Media and Cyber Labor may be

considered.

3.1 Cyber Society

Cyber society including cyber culture is closest to the Internet as they cover
similar topics. Cyber society governance would be closest to the Internet
governance, naturally. Both cover many social issues such as privacy, personal
security, abuse, addiction and violence. Cyber society and culture covers various

aspects of contents, but the Internet tends to cover partially.

Web Index by Web Foundation may be the only index to cover various aspects

of cyber society as many indexes tend to cover only economical aspect.

3.2 Cyber Security

Cyber security is the most visible aspect of cyberspace in this decade, partly
due to addition of cyber domains to military forces of USA, EU, and UK among

others in 2011 to the existing four domains; land, sea, air and space;
- USA: Cyber Command (USCYBERCOM)
— EU: European Network and Information Security Agency (ENISA)
- UK: Government Communications Headqguarters

Many conferences on cyberspace were founded in early 2010s, and they tend

to focus on cyber security including the following;

International Conference on Cyber Security

Cyber Dialogue

ECIR Workshops

AFCEA Cyberspace Symposium

Economist among others published articles on cyberwar such as
— Cyber war: War in the fifth domain, Economist, 2010.7.1.
— Cyber war: The threat from the Internet, Economist, 2010.7.1.

Stuxnet incident in 2011 as well as cyber attacks on Estonia changed cyber

security landscape bringing concepts of cyber war and cyber weapon [Sanger
20121].
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3.3 Cyber Economy

Cyber economy is another aspect of cyberspace which is covered very well in
this century with the current share of the cyber economy in the total economy in
term of GDP among G20 countries is around 4%.[Boston 2011] Some countries
such as South Korea and UK, the figures exceed 7% now [Boston 2011].

There are several indexes on cyber economy are available including e-Intensity
Index of Boston Consulting Group, Internet Matters by McKinsey, and Network
Readiness Index by World Economic Forum [Boston 2011, McKinsey 2012, World
2012].

3.4 Cyber Nation State

Cyber Nation State aspect may cover legal systems for cyberspace as well as
international relations for cyberspace which may be substantially different from real

space.

Explorations on Cyber International Relations (ECIR) covers on cyber nation
state, in particular on international relations extensively. International Conference

on Cyberspace also covers on international relations aspect of cyber nation state.

3.5 Cyber Environment

Cyber environment is a new aspect which should be studied well. Cyber
environment on its own is very important including both (sustainable) cyber
environment itself, and cyber environment to support sustainable physical

environment.

While we work on sustainable cyber environment, we also need to works on
mixed environment which consists of cyber and real environments including cyber

physical systems.

3.6 Other Aspects

We may consider some of the following aspects as additional important aspects;
— Cyber Education

— Cyber Media

— Cyber Labor
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— Cyber Health

4. Cyber Territories

Cyber territories may consist of the following and others; IP addresses, names,

the root server and spectrum.
- IP Addresses

IP addresses including IPv4 and IPv6 as well as other numbers including
Autonomous System Number are managed by Number Resource Organization (NRO)
with close cooperation of Internet Assigned Numbers Authority (IANA) of Internet

Cooperation on Assigned Names and Numbers (ICANN) now.
- Name

Domain names are managed by ICANN including Top Level Domain Names
(TLDs) in English and other languages. Other names are managed by other
organizations including World Wide Web Consortium (W3C) and private companies

such as Facebook and Google.
- Root Server

Domain name servers for Top Level Domain Names, called the Root Server are
coordinated by ICANN.

- Radio Spectrum

International radio spectrum is being coordinated by International

Telecommunications Union (ITU).

5. Global Standards

Global standards for cyberspace are handled by various organizations with close
collaborations of national and regional standard bodies as well as among global

standard bodies, which include the following;
- Internet Engineering Task Force (IETF)

IETF is the standard body on the Internet protocols, and it was founded in
1986, taking over Network Working Group of ARPANET Project which stated in late
1960s.

- World Wide Web Consortium (W3C)
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W3C is the standard body on WWW-related technology such as HTML and
HTTP.

- The 3rd Generation Partnership Project (3GPP)

3GPP is a collaboration among telecommunications associations of USA, Europe,
China, Japan and Korea to develop the third-generation mobile phone system

standards.

6. Issues

(1) Aspects of Cyberspace

David Clark proposed three views of cyberspace; security, economy and
society. Anthony Giddens proposed four dimensions of globalization; world
capitalist economy, international division of labor, world military order, and nation
state system, and Gebriela Tejada added culture as the fifth dimension. Kilnam
Chon proposed five or more aspects of cyberspace including cyber society, cyber
security, cyber economy, cyber nation state, and cyber environment with possible

addition of more aspects.

We need to come up with an appropriate set of aspects with elaborate analysis

of each aspect soon.

(2) Mixed Space

There is an overlapping area between cyberspace and real space which may be
called mixed space. The mixed space needs to be defined in each aspect including

its characteristics.

(3) Global forum on Internet governance

World Summit on Information Society (WSIS) was organized twice by United
Nations in 2003 and 2005. WSIS may be the beginning of the Internet governance,
and this community founded the Internet Governance Forum (IGF) which has been
held annually since 2006. This community will have WSIS+ 10 in 2015 after the ten
years of the second WSIS in Tunis in 2005.

We need to look into what we need to govern the Internet in the coming

decades.
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(4) Global forum on cyberspace
We have a few global forums on cyberspace including
- Cyber Dialogue Conference
- International Cyberspace Conference
- Explorations in Cyber International Relations (ECIR)

The global forums on cyberspace are only beginning now as all of them were
founded in early 2010s. We need to look into what we need in this area globally,

regionally and nationally.

7. Concluding Remark

Cyberspace including its various aspects and cyber governance is still in its
early stage, and it is explored in this paper. We specifically explored definitions of
cyberspace with respect to real space and the Internet. Then, we explored various
aspects of cyberspace, and on cyberspace governance as well as cyberspace
control. We also raised several issues on cyberspace. We would like to see further

studies on cyberspace as well as cyberspace control and governance.
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Appendix: Cyberspace Governance

The Working Group on Internet Governance (WGIG) of the United Nations

defined the Internet governance as follows;

"Internet governance is the development and application by governments, the
private sector and civil society, in their respective roles, of shared principles,
norms, rules, decision—-making procedures, and programmes that shape the evolution

and use of the Internet.”
http://www.wgig.org/docs/WGIGREPORT .pdf

For cyberspace, we may look into both control and governance since many

aspects of cyberspace are in its early stages.

ECIR workshop on “Who controls cyberspace?” is of great interest since we
don’'t know on the control of cyberspace yet. We may need to look into multiple

dimensions including
— Layers as being analyzed by ECIR
— Aspects
— Nations and regions
Cyberspace governance may be appropriate now in some aspects such as cyber

society which has significant overlap with the Internet. On the other hand, cyber

security governance may be premature like nuclear technology in 1950s[Nye 2011].
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cyber security control may be more appropriate for time being even though we

need cyber security governacne eventually like nuclear technology.
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