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21) 20123 EU Regulation A40% #F=. Article 40(General principle for
transfers) Any transfer of personal data which are undergoing
processing or are intended for processing after transfer to a third
country or to an international organization may only take place if,
subject to the other provisions of this Regulation, the conditions laid
down in this Chapter are complied with by the controller and
processor, including for onward transfers of personal data from the
third country or an international organization to another third country
or to another international organization.
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22) 20129 EU Regulation A|41% Z. Article 41(Transfers with an

adequacy decision) 1. A transfer may take place where the
Commission has decided that the third country, or a territory or a
processing sector within that third country, or the international
organization in question ensures an adequate level of protection. Such
transfer shall not require any further authorization.
2. When assessing the adequacy of the level of protection, the
Commission shall give consideration to the following elements: (a)
the rule of law, relevant legislation in force, both general and
sectoral, including concerning public security, defence, national
security and criminal law, the professional rules and security
measures which are complied with in that country or by that
international organization, as well as effective and enforceable rights
including effective administrative and judicial redress for data
subjects, in particular for those data subjects residing in the Union
whose personal data are being transferred; (b) the existence and
effective functioning of one or more independent supervisory
authorities in the third country or international organization in
question responsible for ensuring compliance with the data protection
rules, for assisting and advising the data subjects in exercising their
rights and for co-operation with the supervisory authorities of the
Union and of Member States; and (c) the international commitments
the third country or international organization in question has entered
into.
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23) 20123 EU Regulation A|42z A28 (b) 2=,
24) 20123 EU Regulation A42ZA128(d) - %.
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25) 20129 EU Regulation #|43% #FZ. Article 43(Transfers by way of
binding corporate rules) 1. A supervisory authority shall in
accordance with the consistency mechanism set out in Article 58
approve binding corporate rules, provided that they: (a) are legally
binding and apply to and are enforced by every member within the
controller’’s or processor's group of undertakings, and include their
employees; (b) expressly confer enforceable rights on data subjects;
(c) fulfil the requirements laid down in paragraph 2.

2. The binding corporate rules shall at least specify: (a) the structure
and contact details of the group of undertakings and its members;
(b) the data transfers or set of transfers, including the categories of
personal data, the type of processing and its purposes, the type of
data subjects affected and the identification of the third country or
countries in question; (c) their legally binding nature, both internally
and externally; (d) the general data protection principles, in particular
purpose limitation, data quality, legal basis for the processing,
processing of sensitive personal data; measures to ensure data
security; and the requirements for onward transfers to organizations
which are not bound by the policies; (e) the rights of data subjects
and the means to exercise these rights, including the right not to be
subject to a measure based on profiling in accordance with Article
20, the right to lodge a complaint before the competent supervisory
authority and before the competent courts of the Member States in
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accordance with Article 75, and to obtain redress and, where
appropriate, compensation for a breach of the binding corporate rules;
(f) the acceptance by the controller or processor established on the
territory of a Member State of liability for any breaches of the
binding corporate rules by any member of the group of undertakings
not established in the Union; the controller or the processor may
only be exempted from this liability, in whole or in part, if he proves
that member is not responsible for the event giving rise to the
damage; (g) how the information on the binding corporate rules, in
particular on the provisions referred to in points (d), (e) and (f) of
this paragraph is provided to the data subjects in accordance with
Article 11; (h) the tasks of the data protection officer designated in
accordance with Article 35, including monitoring within the group of
undertakings the compliance with the binding corporate rules, as well
as monitoring the training and complaint handling; (i) the
mechanisms within the group of undertakings aiming at ensuring the
verification of compliance with the binding corporate rules; (j) the
mechanisms for reporting and recording changes to the policies and
reporting these changes to the supervisory authority; (k) the
co—operation mechanism with the supervisory authority to ensure
compliance by any member of the group of undertakings, in
particular by making available to the supervisory authority the
results of the verifications of the measures referred to in point (i) of
this paragraph.
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20129 EU Regulation= 7N R A2 2= 7B o] A&

TS AAHINAY AAARE AT u T A st HE

A atAst e ST ERAS
St
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a3 ArFAe AE 1
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14 - B8 HE X9 HAAE
ol 8ysjoF dt}(privacy by design). i ARSI glow Il
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doto] JNAAFETE 271 A FEdld EAT AE F2H el
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271 AR AEdA B& AlgEe]l HE Jheetes AAHEHA
X2 Fof dtH(privacy by default) 2 7+ 3t lt).26

26) Article 23(Data protection by design and by default) 1. Having
regard to the state of the art and the cost of implementation, the
controller shall, both at the time of the determination of the means
for processing and at the time of the processing itself, implement
appropriate technical and organizational measures and procedures in
such a way that the processing will meet the requirements of this
Regulation and ensure the protection of the rights of the data
subject.

2. The controller shall implement mechanisms for ensuring that, by
default, only those personal data are processed which are necessary
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for each specific purpose of the processing and are especially not
collected or retained beyond the minimum necessary for those
purposes, both in terms of the amount of the data and the time of
their storage. In particular, those mechanisms shall ensure that by
default personal data are not made accessible to an indefinite number
of individuals.

3. The Commission shall be empowered to adopt delegated acts in
accordance with Article 86 for the purpose of specifying any further
criteria and requirements for appropriate measures and mechanisms
referred to in paragraph 1 and 2, in particular for data protection by
design requirements applicable across sectors, products and services.
4. The Commission may lay down technical standards for the
requirements laid down in paragraph 1 and 2. Those implementing
acts shall be adopted in accordance with the examination procedure
referred to in Article 87(2).

27) FTC, Protecting Consumer Privacy in an Era of Rapid Change,

RECOMMENDATIONS FOR BUSINESSES AND POLICYMAKERS,
FTC REPORT, MARCH 2012, PP.22-34 %%,
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152 Aoz sidsta vk 20099 718 EU ePrivacy

O

Directive29) & o] &1} ‘7] (cookie) AH’'S] +H - o] && A3t
3= FAS T2 At EUE 200949 119 2599 2002 A

il

e

A% ePrivacy Directives ™ 7/|A3A=dl, /A HES

4 UE F S B4 gnle] ojd AnE 445 99

29) A4 WAL Directive 2002/58/EC of the European Parliament and
of the Council of 12 July 2002 concerning the processing of personal
data and the protection of privacy in the electronic communications
sector (Directive on privacy and electronic communications); ©]t}.
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information) & A|&38tal W2 Foojojof FHTRH(AS5E(3)
). oeb AAFAUEY]AE 53 49 Ads I =
MO R = AH|Z 7R T o] EA 7 MAA R Q-
3 A H A3 A H] ~(an information society service)] A& <
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30) Article 5 (3) Member States shall ensure that the storing of
information, or the gaining of access to information already stored, in
the terminal equipment of a subscriber or user is only allowed on
condition that the subscriber or user concerned has given his or her
consent, having been provided with clear and comprehensive
information, in accordance with Directive 95/46/EC, inter alia, about
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the purposes
storage or
transmission
network, or

of the processing. This shall not prevent any technical
access for the sole purpose of carrying out the
of a communication over an electronic communications
as strictly necessary in order for the provider of an

information society service explicitly requested by the subscriber or
user to provide the service.
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32) 2012\d EU Regulation #|4ZA|38 2. (3) 'processing’ means any
operation or set of operations which is performed upon personal data
or sets of personal data, whether or not by automated means, such
as collection, recording, organization, structuring, storage, adaptation
or alteration, retrieval, consultation, use, disclosure by transmission,
dissemination or otherwise making available, alignment or
combination, erasure or destruction;
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33) 20129 EU Regulation #20% #Z. A20Fo|A FASL Y= “Z2
Hdeo] AT =4S 19959 EU Directive #1152 (7Rl that =}
3t ZAA)dA 3 Holth Article 15(Automated individual
decisions) 1. Member States shall grant the right to every person
not to be subject to a decision which produces Ilegal effects
concerning him or significantly affects him and which is based solely
on automated processing of data intended to evaluate certain personal
aspects relating to him, such as his performance at work,
creditworthiness, reliability, conduct, etc.

2. Subject to the other Articles of this Directive, Member States shall
provide that a person may be subjected to a decision of the kind
referred to in paragraph 1 if that decision:

(a) is taken in the course of the entering into or performance of a
contract, provided the request for the entering into or the
performance of the contract, lodged by the data subject, has been
satisfied or that there are suitable measures to safeguard his
legitimate interests, such as arrangements allowing him to put his
point of view; or

(b) is authorized by a law which also lays down measures to
safeguard the data subject’s legitimate interests.
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Uzt el gwrt to]ldE ulA ”(direct marketing) S 9l 3

35) 20123 EU Regulation A7% #Z. Article 7(Conditions for consent)
1. The controller shall bear the burden of proof for the data
subject’s consent to the processing of their personal data for
specified purposes.

2. If the data subject’s consent is to be given in the context of a
written declaration which also concerns another matter, the
requirement to give consent must be presented distinguishable in its
appearance from this other matter.

3. The data subject shall have the right to withdraw his or her
consent at any time. The withdrawal of consent shall not affect the
lawfulness of processing based on consent before its withdrawal.

4. Consent shall not provide a legal basis for the processing, where
there is a significant imbalance between the position of the data
subject and the controller.
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36) 201219 EU Regulation #|19% #Z%. Article 19(Right to object) 1.
The data subject shall have the right to object, on grounds relating
to their particular situation, at any time to the processing of personal
data which is based on points (d), (e) and (f) of Article 6(1), unless
the controller demonstrates compelling legitimate grounds for the
processing which override the interests or fundamental rights and
freedoms of the data subject.

2. Where personal data are processed for direct marketing purposes,
the data subject shall have the right to object free of charge to the
processing of their personal data for such marketing. This right shall
be explicitly offered to the data subject in an intelligible manner and
shall be clearly distinguishable from other information.

3. Where an objection is upheld pursuant to paragraphs 1 and 2, the
controller shall no longer use or otherwise process the personal data
concerned.
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44) 20123 EU Regulation #|33% 2. Article 33(Data protection impact
assessment) 1. Where processing operations present specific risks to
the rights and freedoms of data subjects by virtue of their nature,
their scope or their purposes, the controller or the processor acting
on the controller’'s behalf shall carry out an assessment of the
impact of the envisaged processing operations on the protection of
personal data.

2. The following processing operations in particular present specific
risks referred to in paragraph 1: (a) a systematic and extensive
evaluation of personal aspects relating to a natural person or for
analysing or predicting in particular the natural person’s economic
situation, location, health, personal preferences, reliability or
behaviour, which is based on automated processing and on which
measures are based that produce legal effects concerning the
individual or significantly affect the individual; (b) information on sex
life, health, race and ethnic origin or for the provision of health care,
epidemiological researches, or surveys of mental or infectious
diseases, where the data are processed for taking measures or
decisions regarding specific individuals on a large scale; (c)
monitoring publicly accessible areas, especially when using
optic—-electronic devices (video surveillance) on a large scale; (d)
personal data in large scale filing systems on children, genetic data
or biometric data; (e) other processing operations for which the
consultation of the supervisory authority is required pursuant to point
(b) of Article 34(2).

3. The assessment shall contain at least a general description of the
envisaged processing operations, an assessment of the risks to the
rights and freedoms of data subjects, the measures envisaged to
address the risks, safeguards, security measures and mechanisms to
ensure the protection of personal data and to demonstrate compliance
with this Regulation, taking into account the rights and legitimate
interests of data subjects and other persons concerned.

4. The controller shall seek the views of data subjects or their
representatives on the intended processing, without prejudice to the
protection of commercial or public interests or the security of the
processing operations.

5. Where the controller is a public authority or body and where the
processing results from a legal obligation pursuant to point (c¢) of
Article 6(1) providing for rules and procedures pertaining to the
processing operations and regulated by Union law, paragraphs 1 to 4
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shall not apply, unless Member States deem it necessary to carryout
such assessment prior to the processing activities.

6. The Commission shall be empowered to adopt delegated acts in
accordance with Article 86 for the purpose of further specifying the
criteria and conditions for the processing operations likely to present
specific risks referred to in paragraphs 1 and 2 and the requirements
for the assessment referred to in paragraph 3, including conditions
for scalability, verification and autostability. In doing so, the
Commission shall consider specific measures for micro, small and
medium-sized enterprises.

7. The Commission may specify standards and procedures for
carrying out and verifying and auditing the assessment referred to in
paragraph 3. Those implementing acts shall be adopted in accordance
with the examination procedure referred to in Article 87(2).
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50) 20129 EU Regulation A|17% Z%. Article 17(Right to be forgotten
and to erasure) 1. The data subject shall have the right to obtain
from the controller the erasure of personal data relating to them and
the abstention from further dissemination of such data, especially in
relation to personal data which are made available by the data
subject while he or she was a child, where one of the following
grounds applies: (a) the data are no longer necessary in relation to
the purposes for which they were collected or otherwise processed;
(b) the data subject withdraws consent on which the processing is
based according to point (a) of Article 6(1), or when the storage
period consented to has expired, and where there is no other legal
ground for the processing of the data;

(c) the data subject objects to the processing of personal data
pursuant to Article 19;

(d) the processing of the data does not comply with this Regulation
for other reasons.

2. Where the controller referred to in paragraph 1 has made the
personal data public, it shall take all reasonable steps, including
technical measures, in relation to data for the publication of which
the controller is responsible, to inform third parties which are
processing such data, that a data subject requests them to erase any
links to, or copy or replication of that personal data. Where the
controller has authorized a third party publication of personal data,
the controller shall be considered responsible for that publication.
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regard to the state of the art and the cost of implementation, the
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appropriate technical and organizational measures and procedures in
such a way that the processing will meet the requirements of this
Regulation and ensure the protection of the rights of the data
subject.
2. The controller shall implement mechanisms for ensuring that, by
default, only those personal data are processed which are necessary
for each specific purpose of the processing and are especially not
collected or retained beyond the minimum necessary for those
purposes, both in terms of the amount of the data and the time of
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84) Article 14 (Information to the data subject) 1. Where personal data
relating to a data subject are collected, the controller shall provide
the data subject with at least the following information:

(a) the identity and the contact details of the controller and, if any, of
the controller’s representative and of the data protection officer;

(b) the purposes of the processing for which the personal data are
intended, including the contract terms and general conditions where
the processing is based on point (b) of Article 6(1) and the
legitimate interests pursued by the controller where the processing is
based on point (f) of Article 6(1);

(c) the period for which the personal data will be stored;
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(d) the existence of the right to request from the controller access to
and rectification or erasure of the personal data concerning the data
subject or to object to the processing of such personal data;

(e) the right to lodge a complaint to the supervisory authority and
the contact details of the supervisory authority,

(f) the recipients or categories of recipients of the personal data;

(g) where applicable, that the controller intends to transfer to a third
country or international organization and on the level of protection
afforded by that third country or international organization by
reference to an adequacy decision by the Commission;

(h) any further information necessary to guarantee fair processing in
respect of the data subject, having regard to the specific
circumstances in which the personal data are collected.
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91) Article 80 (Processing of personal data and freedom of expression)
1. Member States shall provide for exemptions or derogations from
the provisions on the general principles in Chapter II, the rights of
the data subject in Chapter III, on controller and processor in
Chapter IV, on the transfer of personal data to third countries and
international organizations in Chapter V, the independent supervisory

- 247 -



geb Aesolo s, (1) YFF WMEEFATE A= A%
AR Sol Aelshs ASEA o o 499 9% =

[e)
7o
Ak - A7 - A - A48 55 A% 54, (b) 4= 4

T 5A4& 9l Zask AR A= A-BxNA FAS
Iy =AY kA EA ) wEkA A" 4 ko2

authorities in Chapter VI and on co-operation and consistency in
Chapter VII for the processing of personal data carried out solely for
journalistic purposes or the purpose of artistic or literary expression
in order to reconcile the right to the protection of personal data with
the rules governing freedom of expression.

2. Each Member State shall notify to the Commission those
provisions of its law which it has adopted pursuant to paragraph 1
by the date specified in Article 91(2) at the latest and, without delay,
any subsequent amendment law or amendment affecting them.

92) Article 81 (Processing of personal data concerning health) 1.
Within the limits of this Regulation and in accordance with point (h)
of Article 9(2), processing of personal data concerning health must
be on the basis of Union law or Member State law which shall
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provide for suitable and specific measures to safeguard the data
subject’s legitimate interests, and be necessary for:

(a) the purposes of preventive or occupational medicine, medical
diagnosis, the provision of care or treatment or the management of
health—-care services, and where those data are processed by a health
professional subject to the obligation of professional secrecy or
another person also subject to an equivalent obligation of
confidentiality under Member State law or rules established by
national competent bodies; or

(b) reasons of public interest in the area of public health, such as
protecting against serious cross—border threats to health or ensuring
high standards of quality and safety, inter alia for medicinal products
or medical devices; or

(c) other reasons of public interest in areas such as social protection,
especially in order to ensure the quality and cost-effectiveness of the
procedures used for settling claims for benefits and services in the
health insurance system.

2. Processing of personal data concerning health which is necessary
for historical, statistical or scientific research purposes, such as
patient registries set up for improving diagnoses and differentiating
between similar types of diseases and preparing studies for therapies,
is subject to the conditions and safeguards referred to in Article 83.
3. The Commission shall be empowered to adopt delegated acts in
accordance with Article 86 for the purpose of further specifying other
reasons of public interest in the area of public health as referred to
in point (b) of paragraph 1, as well as criteria and requirements for
the safeguards for the processing of personal data for the purposes
referred to in paragraph 1.
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93) Article 82(Processing in the employment context) 1. Within the
limits of this Regulation, Member States may adopt by law specific
rules regulating the processing of employees’ personal data in the
employment context, in particular for the purposes of the recruitment,
the performance of the contract of employment, including discharge
of obligations laid down by law or by collective agreements,
management, planning and organization of work, health and safety at
work, and for the purposes of the exercise and enjoyment, on an
individual or collective basis, of rights and benefits related to
employment, and for the purpose of the termination of the
employment relationship.

2. Each Member State shall notify to the Commission those
provisions of its law which it adopts pursuant to paragraph 1, by the
date specified in Article 91(2) at the latest and, without delay, any
subsequent amendment affecting them.

3. The Commission shall be empowered to adopt delegated acts in
accordance with Article 86 for the purpose of further specifying the
criteria and requirements for the safeguards for the processing of
personal data for the purposes referred to in paragraph 1.
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94) Article 83(Processing for historical, statistical and scientific research
purposes) 1. Within the limits of this Regulation, personal data may
be processed for historical, statistical or scientific research purposes
only if:

(a) these purposes cannot be otherwise fulfilled by processing data
which does not permit or not any longer permit the identification of
the data subject;

(b) data enabling the attribution of information to an identified or
identifiable data subject is kept separately from the other information
as long as these purposes can be fulfilled in this manner.

2. Bodies conducting historical, statistical or scientific research may
publish or otherwise publicly disclose personal data only if:

(a) the data subject has given consent, subject to the conditions laid
down in Article 7,

(b) the publication of personal data is necessary to present research
findings or to facilitate research insofar as the interests or the
fundamental rights or freedoms of the data subject do not override
these interests; or

(c) the data subject has made the data public.

3. The Commission shall be empowered to adopt delegated acts in
accordance with Article 86 for the purpose of further specifying the
criteria and requirements for the processing of personal data for the
purposes referred to in paragraph 1 and 2 as well as any necessary
limitations on the rights of information to and access by the data
subject and detailing the conditions and safeguards for the rights of
the data subject under these circumstances.

95) Article 85(Existing data protection rules of churches and religious
associations) 1. Where in a Member State, churches and religious
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associations or communities apply, at the time of entry into force of
this Regulation, comprehensive rules relating to the protection of
individuals with regard to the processing of personal data, such rules
may continue to apply, provided that they are brought in line with
the provisions of this Regulation.

2. Churches and religious associations which apply comprehensive
rules in accordance with paragraph 1 shall provide for the
establishment of an independent supervisory authority in accordance
with Chapter VI of this Regulation.
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