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o) A= SSLat “15te) Z1urek ShE et o) AkHel e A7sta ek 1E SSL
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A7 WIREDA &= 9125 154

o]ouﬂ o] AH|E e FAlE= =S AF
Support Systems A Aol A o] AN E TR YTt BEF v} ‘Rl
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“To use the Packet Forensics box, a law enforcement or intelligence agency would have to install it
inside an ISP, and persuade one of the Certificate Authorities — using money, blackmail or legal
process — to issue a fake certificate for the targeted website. Then they could capture your username
and password, and be able to see whatever transactions you make online.”
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Bl A, e el A SSL <)
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2 http://www.telegraph.co.uk/technology/google/8730785/Google-users-targeted-by-forged-
security—certificate.html #$¢ 2A%7]3 DigiNotar®} ComodoZH-E W55 =25 A=A 71 A A
= ojghol A AREE AT HAY 1 L5 EFFASGH (M ZGA| 25 22 o] Abzdo] SSL3t ISA &
33k A7 BE FEAQA FA7F &S HolFrha E3 T} “The Electronic Frontier
Foundation, a digital rights group based in San Francisco, said the incident demonstrated fundamental
problems with SSL and the dozens of authorities such as DigiNotar that are trusted to issue certificates.”

3 http://www.wired.com/threatlevel/2010/03/packet—forensics/
4 http://www.issworldtraining.com/ISS_WASH/
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