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7) The Register, “Phorm turns up in Brazil”, 2010.3.26Ak, <http://www.theregister.co.
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<Abstract>

Deep Packet Inspection Based Internet Targeted
Advertising Systems and Their Illegality

Oh, Kil-Young
Lecturer, Sogang Univ.

This paper focuses on analysis of the illegality of Deep Packet
Inspection, DPI, Based Internet Targeted Advertising Systems, DPI
Based Advertising, such as that which Korea Telecom, KT, have
recently been trying to introduce into the Korean communications
infrastructure.

Firstly, whilst KT argues that safeguards are in place to protect
personal information, avoid interception of that information and
infringement of privacy, 1 suggest that there are serious technical
problems arising from the methods used. In addition claims by KT
that DPI Based Advertising is similar to existing Internet Targeted
Advertising Systems are shown to be untrue.

Secondly, I consider specific illegal aspects resulting from DPI
Based Advertising by means of technical analysis. In contrast to
assertions by KT DPI Based Advertising cannot be considered
permissible under Korean Law for the following reasons:

1) There is the possibility that an internet users real identity
may be revealed;

2) The operation of DPI represents interception of
communications contrary to the Communications Privacy Act as
does the alteration of Cookies;

3) The operation of DPI is also contrary to Copyright Law as
well as the Act on the Promotion of Information and
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Communications Network Utilization and User Protection.

In conclusion it is shown that DPI Based Advertising is
obviously illegal under Korean law.

Key Words: Internet Targeted Advertising Systems, DPI Based
Advertising, Deep Packet Inspection, Qook Smartweb,

Phorm



