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ofgfje] QoA B siAL A dti(Header, offe] EQtolA A
2 FEyEol dolE dY(Data Field, o] Zokofld @ FHyow

Header information reveals communication intent

5 L Al e e SPi4)

FEF-ES 7240 22 EF GRI-FWX] F4(Source Address)9}
WA F2(Destination Address) = Hal 3=, o8 FARHH IPF
/\(IP address)Ht A2 UEYT AH(Low-Level Connection States)
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FN2~E(Comcast Corporation)”} AAFSL QIEYl AMu|~ 7RIAE &
BitTorrentZh= P2P ZEIHS ARGl 7k4iztel el @l pap 2=

EZS Adel F THA(Net Neutrality) =¢hs E2dozl nf 9l
o) T2 2 839 HolHes el = P2p 2RO YR
A HEY]T AA7E Hojxivh= dhdstol, p2p ARGARSC] ghaf <l

55

olo sk M= Allot Communications, 2] & 2-10%; <http://arstechnica.co
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Riley, M. Chris/Scott, Ben, &¢] 2, 3%

olo] 3l A= <http://www.narus.com/index.php/solutions/intercept>, M.
2009.9.10.

58) olo] #E AAl= Ohm, Paul, “The Rise and Fall of Invasive ISP
Surveillance”,  University ~ of  Illinois Law  Review(2009), 21-22%;,
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60) o]ef kgt M]L Ohm, Paul, , 19-20%:.
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<Abstract>

Internet Wiretapping and Deep Packet Inspection

Oh, Kil-Young

Lecturer, Pai Chai Univ.

The Protection of Communications Secrets Act regulates both
analog and digital media together without any distinction, which
makes no sense because the one is totally different from the other
in both form and characteristics. This article aims at demonstrating
controversial issues-about the regulation method of the Act in two
ways.

This thesis intends to show. that the limits of such regulation is
clear especially in the case of ‘stored data’ like e-mails. It is not
so clear in digital medium whether the transmission and reception
is completed or not, and thus the «completion of transmission and
reception cannot be a meaningful standard, for regulation. Also,
specifying the target mail (account) of ~wiretapping is almost
impossible. Furthermore, a seizure of the “hardware itself would
raise a serious concern about a blanket warrant.

Second, as to the DPI, usually called the Packet Inspection, this
article emphasizes the necessity of a new legislation to eliminate
the vagueness of related provisions and limit the scope of
interception based on the general understanding of the technical
meaning of DPI and the international trends of regulation.

Through these analyses, I reached a conclusion as follows:

First, the digital wiretapping is fundamentally different from the
analog one in both essence and contents.

Second, the packet data as the target of a wiretap is completely
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identical with the stored data as that of a search and seizure.
Third and finally, a totally new legislation suitable for the
attributes of the digital medium is required.

Key Words: the Protection of Communications Secrets Act, internet
wiretapping, stored data, packet inspection, deep packet
inspection(DPI), shallow packet inspection(SPI)



