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ABSTRACT

In January 2008 Korea enacted Internet Multimedia Broadcasting Act, which is
commonly called as IPTV Act. Despite its limited scope, this Act is significant in that it
provides legal basis for a representative convergent multimedia service. This article
analyses the equal access clause, one of the most controversial provisions of the Act, in
the light of relevant domestic and foreign legislations and theories.

Article 14 of the IPTV Act states that IPTV broadcaster should allow competing
companies equal access to its facilities which are essential for its competitors to provide
IPTV service unless there is reasonable justification for not doing so. This paper points
out that this clause is an application of the essential facilities doctrine which has been
developed through US, EC and Korean case laws and legislations especially in the
telecommunications and antitrust area. It is thus submitted that the equal access clause
of the IPTV Act should be interpreted and applied in harmony with the relevant
clauses of Telecommunications Business Act and Fair Competition Act rather than
excluding the role of the latter provisions.

Foreign experience shows that the new market entrants who used to borrow backbone
networks and resort to local loop unbundled facilities are now start to roll out fiber
optic internet lines in order to secure service stability. Policy makers are recommended
to mold regulatory framework which is sensitive to changes in market environment and
able to induce positive developments in the market. From these considerations, this
article argues that the initial strong obligation of equal access to essential facilities
should be reframed to soften its regulation and provide incentives for all market
participants including new entrants to contribute to rolling out high capacity networks

in the long run.

Key word : Internet Multimedia Broadcasting Act, Equal Access, Essential Facilities, Fair
Competition, Antitrust, IPTV, Telecommunications, FITH, LLU
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Zusammenfassung

In koreanischem Rechtssystem findet sich keine Bestimmung, die dem 17 USC §107
oder §44a UrhG entspricht, und damit ist die Auffassung als allgemein zu akzeptieren,
dass die voriibergehende Speicherung in RAM nicht als die Vervielfaltigung eines
Werkes anzuerkennen ist, weil sie eine notwendige Stufe fiir Ablaufen des Werkes
darstellt. Wenn sie zur urheberrechtlich geschiitzten Vervielfaltigung zahlen wiirde, so
wire die Rechtslage zu kompliziert, weil der Nutzer bei Ablaufen des digitalen Werkes
jedesmal die Zustimmung des Rechtsinhabers einholen miisste. Daher soll die
voriibergehende Speicherung im Arbeitsspeicher als eine Ausnahme der geschiitzten
Vervielfaltigung gelten und keiner Zustimmung des Rechtsinhabers bediirfen. Dafiir wére
es notwendig, eine neue Vorschrift zu erlassen, die den Begriff der voriibergehenden
Speicherung als eine Ausnahme der geschiitzten Vervielfdltigung und ihre

Voraussetzungen enthélt.

Key word : Voriibergehende Speicherung, gerechte Benutzung(fair use), Urheber, Schranken
des Urheberrechts, Digitalwerk, Arbeitsspeicher(RAM)
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Abstract

The legal basis of installation and operating standard related to close-circuit television
put in practice by public agencies has been arranged in TAct on the Protection of
Personal Information maintained by Public Agencies,, because it is unconstitutional
without them. Although it is formally constitutional, materially is it unlawful from the
viewpoint of administrative legalism, erhebliche RechtsmaBigkeit der Verwaltung. Moreover
such statute is lack in justification of administrative control.

This article suggests two solutions in aspect of administrative control to contribute
intensification of ensuring rights and interests.

First, related section should be revised as procedural guarantee of administrative
appeal and litigation for administrative remedies through administrative control.

Second, authority and organization for administrative inquiry should be endowed with

DCPPI, Deliberation Committee on Protection of Personal Information.

Key word : personal information, administrative control, administrative remedies, proceedings

of administrative law, close-circuit television
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A few thoughts on the metadata in the discovery
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Principles for Addressing Electronic Document Production (2004).
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26) Sedona Conference Working Group, The Sedona Principles: Best Practices Recommendations and
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METADATA, 13 B.UJ.Sci.&Tech.L.1, 11(2007).
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AZ5 3 3tk Lee H. Rosenthal, A FEW THOUGHTS ON ELECTRONIC DISCOVERY AFTER
DECEMBER 1, 2006, 116 Yale L.J.Pocket Part 167, 188(2006).

36) Lucia Cucu, supra note, at 224.

37) 230 FR.D. 640(D.Kan.,2005).

38) Id.
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39) Lucia Cucu, supra note, at 224.

40) 233 F.R.D. 88(D.Conn.2005).

41) 230 F.R.D. 640(D.Kan.,2005).

42) Lucia Cucu, supra note, at 237.
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47) Sedona Conference Working Group, The Sedona Principles: Best Practices Recommendations and
Principles for Addressing Electronic Document Production (2004).

48) Id.

49) Id. at 41.

50) Id.

51) Id.
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Production, Preservation and Disclosure of Metadata, 7 Colum. Sci. & Tech. L. Rev. 1(2006); Peter
Mierzwa, supra note; Susan Ardisson, supra note Az,

54) J. Brian Beckham, supra note, at 13(2006).

55) Jembaa Cole, supra note, at 10-11.
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Principles for Addressing Electronic Document Production(2007).

57) 1d. at 60.

58) 248 F.R.D. 169(D.Del.,2006).

59) 2006 WL 5097354(E.D. Ky., 2006).
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63) 2004 WL 2643459(N.D.IIL, 2004).
64) 230 FRD. 640(D. Kan. 2005).
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Abstract

The amount of electronically stored information(ES.I) has increased dramatically in
the past two decades. Then ES.I is of more value in the discovery process than their
paper counterparts, because they contain metadata which are information describing the
history, tracking, or management of ESI. Metadata is not apparent to the user and
might not appear when a file is printed or converted image format. These characters
may cause many problems in the present litigation process.

However, there is little discussion about metadata in the civil procedure in Korea. On
the contraray there were some official and unofficial discussion about metadata in the
discovery process in US.A. And recently electronic discovery amendments to F.R.CP.
took effect to address the unique problems presented by discovery of electronically
stored information. Yet the amendments discuss electronic discovery only in general
terms, leaving the courts to decide how to apply these rules to specific electronic
discovery issues. Reviewing e-discovery amendments and decisions of courts on
metadata would lay the foundation for solving problems by metadata in the civil

procedure.

Key word : E-Discovery, Electronically Stored Information, Metadata
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Abstract

The reproduction technology, which is so called the history of copyright, has
developed noticeably under the influence of IT technology. SONY Betamax VCR, which
induced the collision of the copyright and technology of reproduction in seventies, is
converted into the digitalized PVR and moreover evolved to the internet recorder. The
appearance of the Network based PVR enables anything to be reproduced easily only if
the internet is available.

The advent of the internet recorder requires the second thought on the reproduction
for private use and makes the secondary liability occupy the attention for efficient
rightful act. Already the lawsuit against the internet recorder is pending in USA,
Germany and Japan.

The present law is in discard with the technology. Therefore, this paper will study
the issue of law by analyzing above cases, the implications for the Korean law and

propose a pertinent suggestion for the litigation.

Key word : copyright, Internet Recorder, reproduction for private use, secondary liability,
information technology



115

w =

MO

TRHEEEA RS A HREER 2 At
A Study on current regulations and improvement for a ubiquitous city

°] #] 2

WRE ARSI A9

2o

FAE 2L 6 g Balo] EolA WA FUIAB2EA Y g AFE Futs] o]
FolA3 gom 7 AANDANNE A FHAE2EA A4S At gl
ok 2 o]gd ATE Ve 2RI fulHE2AbE] Qute] B o)
o, 2388 TARES] A7 E £ Qe FUHHAEAALS 9§ TAH

) AFE o]FolAA ek itk tlgo] sl Y
& Aejolnz old] B ATV} Basitin Azt ney B =R &
7 AQsta B - £Y37) k] AFE THulHE 2T
Eo] EAHe AFela 988 2AANL st
AN A St dolrt fHAHAEA LS e
g2 ABI 1 FolA FEHE2EATE Zoj7} He
#7129 Waldo] 7sd & == WES vade A%
=R

ogk

ot do A
L2 = 0

0 oft A X

L
( m:lm

T

1ok

of

O:
[e3
o o rf r® wx & W1 2

>,
Lo
Y
X
ol
=2
ek
o,
i
i
rlo
)
e
i)

991 Bokell A¢-AM &3k U3, 7IEEAL

P

=1
ol
SL
N
9,
i
9{1‘4
&
it
)
Ho
R
'}
o
[

al

F-?ﬂ N iy
" i
)
=1
ol
Ml o
pot
rlo

o
z
o
N

ofr
ol
i
to
ﬂv‘
nJ
o

>~
>
ot

b
P U
il
:?l_",
N
ol
N,
o o e R

=

N
-
)
1o
2
—d
ofy
iz
o
L
N
i)
R
b
A
2
2
o
e

o M
2
i)
il
Lo
kT
2
i
o M
°
=
e
=
)
o
[
bl
>

a<h
o 9 k. ols}
%

=2 O -0
=l

e

FAlO] © SHAHEEEA (u-City), SHIFAEEEAZNAD, SHHEEEA A
Pt HE




116 PELIHE S ®435 (20087)

<B %>
I.M 2 M. RHAHAZAFAS ATt 2A4 HH
R H|EpOt
0. "RHIFHAZAS 744 S0 2t HE, 1. wGty ASACNS] HZ A} o a9l
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I.M 2

71EY EAVE Ve T FAFAY ZAIFHATE fRlFEHZEA (05}

wCity g Hhe AF7ied FRFA 7S AT vy ZAEA IT dzgs 5

st 7, BX|, 1%, P4 T ZAY et 8Lk HRFA ARAE HEste] &

£ 148 flaide AER 32 vkl (Paradigm)

oz ,] ;aﬂo] Zasta o]2 ey ko] 20089 3Y 28Y u-City B& 7|Eyolg}

& F e THHFEEEAY 1A T B3 HE, (Ol FHIFHE A A o2t &
o

Hell 1 =o] 2008 9€ 299 AlgS AT 3

~

o] A FXHUL, 69 179 APFFo| 9

th o]ZX ARFAV|ES W WE {FH|FE X (ubiquitous)7]ES EAIY 7IRIAIA 5
o Z8AA EAIY T8 715 B3 HRE A2 AAT u-City AHIEE A oA
AT & Ae uCityd] B&FQ 14 2 #2773t =HAth o yolrt, ol 718k
02 A9 AAYES AEA7|a A&7bsd s £ ¢ A FoEN IRl &
o] A g F7te] #RHAR EHo] ZbssiAl HAokal HUHE 4 Qi) u-City= HE|

AR BAY, AHE AW, BT BANE BT YOER0 uCityS TH}

1) wikipedia(http:/ /en.wikipedia.org/wiki/Ubiquitous_City)= u-CityS Tha2} Zo] Foslal ok A
ubiquitous city or U-city is a city or region with ubiquitous information technology. All information
systems are linked, and virtually everything is linked to an information system through technologies
such as wireless networkingand RFID tags. The concept has received most attention in South Korea,
which is planning to build some 15 ubiquitous cities.

2) #E EAE u-F, w9, wHAYS, u-B, usd, u-alE, w3, walsE or|iin
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ZEs TR M7 A2 oY ARFA §FEAQ] u-City A8l Bag |
A 2AE vhdely] g A2 uCityd] A A8S Adsta =X 58 AT
AAA] FHAGH uCity 7|1&9] BT} 55 &3t =AY WS oistr] ¢

5) HH4T =AE w-BH(FE, 7], EFLH)S dviet, u-FARA NN S FAIFh 53] A
TA¢) gsted CWMVH FAEA} 23 olE A3 9

6) u-Cityoll ¥ Ukl Foj= o)1, “7iele] A, %714 74, am TR, UIEHA}ﬂ@?iEé,
2006, 2517%; o)dH, “-AlEl9] AA| - AFEA adtel M=, IHUNME, T A%es, 2006 5
u-Citys 73 7129 thg =EEA FARBH delda Sl

7) A7 20083.28. HE #9052 AU 20089.29, %3] <ftHRA|~E A=A FaL
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Abstract

As we are interested in Ubiquitous Society more, there are many studies on Ubiquitous
Society. what's more, each state is planning to build Ubiquitous City. However, most
researcher have studied technologies for facilitating public involvement and general
introduction of Ubiquitous Society. As we are the leader as far as Ubiquitous City
concerned, we need to set up the law and the system which are based on the
construction of Ubiquitous City. In addition, there is nothing to study them abroad.
Therefore this article intends to show what better direction for "law of Ubiquitous
City’s construction, to support, control, and operate an effective construction of
Ubiquitous City is. Futhermore, in order to point out problems about the current laws
around Ubiquitous City, author arranged many kinds of laws which is related to it, and
made a general survey. What I want to suggest is the following. First, Ubiquitous City
is the new paradigm residence. As a result we need an act which can bind architecture
and information technology, because a ubiquitous city or U-city is a city or region with
ubiquitous information technology, all information systems are linked, and virtually
everything is linked to an information system through technologies such as wireless
networking and RFID tags. In spite of that, "law of Ubiquitous City’s construction,
don’t regulate both of them, especially there is a lack of the protection of privacy
information, security of information, and the gap of information’s service. Secondly,
according to the law, old cities can not be expected to build as a Ubiquitous City. At
last, many advisory organizations can exist, but that will cause them to play a same
role. After improvement of this problems, "law of Ubiquitous City’s construction, will

backup, regulate, and work effectively.

Key word : U-city, construction of u-city, law of u-city’s construction
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V. XI& 2006/24/EC #&E

DIRECTIVE 2006/24/EC OF THE EUROPEAN PARLIAMENT AND OF THE COUNCIL
of 15 March 2006 on the retention of data generated or processed in connection with
the provision of publicly available electronic communications services or of public

communications networks and amending Directive 2002/58/EC

THE EUROPEAN PARLIAMENT AND THE COUNCIL OF THE EUROPEAN UNION,

Having regard to the Treaty establishing the European Community, and in particular
Article 95 thereof,
Having regard to the proposal from the Commission, Having regard to the Opinion

of the European Economic and Social Committee43),

Acting in accordance with the procedure laid down in Article 251 of the Treaty4),

Whereas:

(1) Directive 95/46/EC of the European Parliament and of the Council of 24 October
1995 on the protection of individuals with regard to the processing of personal data and
on the free movement of such data%>) requires Member States to protect the rights and
freedoms of natural persons with regard to the processing of personal data, and in
particular their right to privacy, in order to ensure the free flow of personal data in the
Community.

(2) Directive 2002/58/EC of the European Parliament and of the Council of 12 July
2002 concerning the processing of personal data and the protection of privacy in the
electronic communications sector (Directive on privacy and electronic communications)46)

translates the principles set out in Directive 95/46/EC into specific rules for the

43) Opinion delivered on 19 January 2006 (not yet published in the Official Journal).

44) Opinion of the European Parliament of 14 December 2005 (not yet published in the Official
Journal) and Council Decision of 21 February 2006.

45) O] L 281, 23.11.1995, p. 31. Directive as amended by Regulation (EC) No 1882/2003 (O] L 284,
31.10.2003, p. 1).

46) OJ L 201, 31.7.2002, p. 37.
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electronic communications sector.

(3) Articles 5, 6 and 9 of Directive 2002/58/EC lay down the rules applicable to the
processing by network and service providers of traffic and location data generated by
using electronic communications services. Such data must be erased or made anonymous
when no longer needed for the purpose of the transmission of a communication, except
for the data necessary for billing or interconnection payments. Subject to consent, certain
data may also be processed for marketing purposes and the provision of value added
services.

(4) Article 15(1) of Directive 2002/58/EC sets out the conditions under which Member
States may restrict the scope of the rights and obligations provided for in Article 5,
Article 6, Article 8(1), (2), (3) and (4), and Article 9 of that Directive. Any such
restrictions must be necessary, appropriate and proportionate within a democratic society
for specific public order purposes, ie. to safeguard national security (i.e. State security),
defence, public security or the prevention, investigation, detection and prosecution of
criminal offences or of unauthorised use of the electronic communications systems.

(5) Several Member States have adopted legislation providing for the retention of data
by service providers for the prevention, investigation, detection, and prosecution of
criminal offences. Those national provisions vary considerably.

(6) The legal and technical differences between national provisions concerning the
retention of data for the purpose of prevention, investigation, detection and prosecution
of criminal offences present obstacles to the internal market for electronic
communications, since service providers are faced with different requirements regarding
the types of traffic and location data to be retained and the conditions and periods of
retention.

(7) The Conclusions of the Justice and Home Affairs Council of 19 December 2002
underline that, because of the significant growth in the possibilities afforded by
electronic communications, data relating to the use of electronic communications are
particularly important and therefore a valuable tool in the prevention, investigation,
detection and prosecution of criminal offences, in particular organised crime.

(8) The Declaration on Combating Terrorism adopted by the European Council on 25
March 2004 instructed the Council to examine measures for establishing rules on the
retention of communications traffic data by service providers.

(9) Under Article 8 of the European Convention for the Protection of Human Rights
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and Fundamental Freedoms (ECHR), everyone has the right to respect for his private
life and his correspondence. Public authorities may interfere with the exercise of that
right only in accordance with the law and where necessary in a democratic society,
inter alia, in the interests of national security or public safety, for the prevention of
disorder or crime, or for the protection of the rights and freedoms of others. Because
retention of data has proved to be such a necessary and effective investigative tool for
law enforcement in several Member States, and in particular concerning serious matters
such as organised crime and terrorism, it is necessary to ensure that retained data are
made available to law enforcement authorities for a certain period, subject to the
conditions provided for in this Directive. The adoption of an instrument on data
retention that complies with the requirements of Article 8 of the ECHR is therefore a
necessary measure.

(10) On 13 July 2005, the Council reaffirmed in its declaration condemning the
terrorist attacks on London the need to adopt common measures on the retention of
telecommunications data as soon as possible.

(11) Given the importance of traffic and location data for the investigation, detection,
and prosecution of criminal offences, as demonstrated by research and the practical
experience of several Member States, there is a need to ensure at European level that
data that are generated or processed, in the course of the supply of communications
services, by providers of publicly available electronic communications services or of a
public communications network are retained for a certain period, subject to the
conditions provided for in this Directive.

(12) Article 15(1) of Directive 2002/58/EC continues to apply to data, including data
relating to unsuccessful call attempts, the retention of which is not specifically required
under this Directive and which therefore fall outside the scope thereof, and to retention
for purposes, including judicial purposes, other than those covered by this Directive.

(13) This Directive relates only to data generated or processed as a consequence of a
communication or a communication service and does not relate to data that are the
content of the information communicated. Data should be retained in such a way as to
avoid their being retained more than once. Data generated or processed when supplying
the communications services concerned refers to data which are accessible. In particular,
as regards the retention of data relating to Internet e-mail and Internet telephony, the

obligation to retain data may apply only in respect of data from the providers’ or the
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network providers’ own services.

(14) Technologies relating to electronic communications are changing rapidly and the
legitimate requirements of the competent authorities may evolve. In order to obtain
advice and encourage the sharing of experience of best practice in these matters, the
Commission intends to establish a group composed of Member States” law enforcement
authorities, associations of the electronic communications industry, representatives of the
European Parliament and data protection authorities, including the European Data
Protection Supervisor.

(15) Directive 95/46/EC and Directive 2002/58/EC are fully applicable to the data
retained in accordance with this Directive. Article 30(1)(c) of Directive 95/46/EC requires
the consultation of the Working Party on the Protection of Individuals with regard to
the Processing of Personal Data established under Article 29 of that Directive.

(16) The obligations incumbent on service providers concerning measures to ensure
data quality, which derive from Article 6 of Directive 95/46/EC, and their obligations
concerning measures to ensure confidentiality and security of processing of data, which
derive from Articles 16 and 17 of that Directive, apply in full to data being retained
within the meaning of this Directive.

(17) It is essential that Member States adopt legislative measures to ensure that data
retained under this Directive are provided to the competent national authorities only in
accordance with national legislation in full respect of the fundamental rights of the
persons concerned.

(18) In this context, Article 24 of Directive 95/46/EC imposes an obligation on
Member States to lay down sanctions for infringements of the provisions adopted
pursuant to that Directive. Article 15(2) of Directive 2002/58/EC imposes the same
requirement in relation to national provisions adopted pursuant to Directive
2002/58/EC. Council Framework Decision 2005/222/JHA of 24 February 2005 on attacks
against information systems#’) provides that the intentional illegal access to information
systems, including to data retained therein, is to be made punishable as a criminal offence.

(19) The right of any person who has suffered damage as a result of an unlawful
processing operation or of any act incompatible with national provisions adopted

pursuant to Directive 95/46/EC to receive compensation, which derives from Article 23

47) OJ L 69, 16.3.2005, p. 67.
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of that Directive, applies also in relation to the unlawful processing of any personal
data pursuant to this Directive.

(20) The 2001 Council of Europe Convention on Cybercrime and the 1981 Council of
Europe Convention for the Protection of Individuals with Regard to Automatic
Processing of Personal Data also cover data being retained within the meaning of this
Directive.

(21) Since the objectives of this Directive, namely to harmonise the obligations on
providers to retain certain data and to ensure that those data are available for the
purpose of the investigation, detection and prosecution of serious crime, as defined by
each Member State in its national law, cannot be sufficiently achieved by the Member
States and can therefore, by reason of the scale and effects of this Directive, be better
achieved at Community level, the Community may adopt measures, in accordance with
the principle of subsidiarity as set out in Article 5 of the Treaty. In accordance with the
principle of proportionality, as set out in that Article, this Directive does not go beyond
what is necessary in order to achieve those objectives.

(22) This Directive respects the fundamental rights and observes the principles
recognised, in particular, by the Charter of Fundamental Rights of the European Union.
In particular, this Directive, together with Directive 2002/58/EC, seeks to ensure full
compliance with citizens” fundamental rights to respect for private life and
communications and to the protection of their personal data, as enshrined in Articles 7
and 8 of the Charter.

(23) Given that the obligations on providers of electronic communications services
should be proportionate, this Directive requires that they retain only such data as are
generated or processed in the process of supplying their communications services. To
the extent that such data are not generated or processed by those providers, there is no
obligation to retain them. This Directive is not intended to harmonise the technology for
retaining data, the choice of which is a matter to be resolved at national level.

(24) In accordance with paragraph 34 of the Interinstitutional agreement on better
law-making?¥), Member States are encouraged to draw up, for themselves and in the
interests of the Community, their own tables illustrating, as far as possible, the

correlation between this Directive and the transposition measures, and to make them

48) OJ C 321, 31.12.2003, p. 1.



7 33H 9 SMloje{e| Eatof &5k X|Z| DIRECTIVE 2006/24/EC 167

public.

(25) This Directive is without prejudice to the power of Member States to adopt
legislative measures concerning the right of access to, and use of, data by national
authorities, as designated by them. Issues of access to data retained pursuant to this
Directive by national authorities for such activities as are referred to in the first indent
of Article 3(2) of Directive 95/46/EC fall outside the scope of Community law.
However, they may be subject to national law or action pursuant to Title VI of the
Treaty on European Union. Such laws or action must fully respect fundamental rights
as they result from the common constitutional traditions of the Member States and as
guaranteed by the ECHR. Under Article 8 of the ECHR, as interpreted by the European
Court of Human Rights, interference by public authorities with privacy rights must meet
the requirements of necessity and proportionality and must therefore serve specified,
explicit and legitimate purposes and be exercised in a manner that is adequate, relevant

and not excessive in relation to the purpose of the interference,

HAVE ADOPTED THIS DIRECTIVE:

Article 1
Subject matter and scope
1. This Directive aims to harmonise Member States’ provisions concerning the
obligations of the providers of publicly available electronic communications services
or of public communications networks with respect to the retention of certain data
which are generated or processed by them, in order to ensure that the data are
available for the purpose of the investigation, detection and prosecution of serious
crime, as defined by each Member State in its national law.
2. This Directive shall apply to traffic and location data on both legal entities and
natural persons and to the related data necessary to identify the subscriber or
registered wuser. It shall not apply to the content of electronic communications,

including information consulted using an electronic communications network.

Article 2
Definitions

1. For the purpose of this Directive, the definitions in Directive 95/46/EC, in
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Directive 2002/21/EC of the European Parliament and of the Council of 7 March
2002 on a common regulatory framework for electronic communications networks
and services (Framework Directive)#9), and in Directive 2002/58/EC shall apply.

2. For the purpose of this Directive:

(@) ‘data” means traffic data and location data and the related data necessary to
identify the subscriber or user;

(b) “user” means any legal entity or natural person using a publicly available
electronic communications service, for private or business purposes, without
necessarily having subscribed to that service;

(c) “telephone service’ means calls (including voice, voicemail and conference and
data calls), supplementary services (including call forwarding and call transfer)
and messaging and multi-media services (including short message services,
enhanced media services and multi-media services);

(d) ‘user ID' means a unique identifier allocated to persons when they subscribe to
or register with an Internet access service or Internet communications service;

(¢) ‘cell ID" means the identity of the cell from which a mobile telephony call
originated or in which it terminated;

(f) “unsuccessful call attempt” means a communication where a telephone call has
been successfully connected but not answered or there has been a network

management intervention.

Article 3
Obligation to retain data
1. By way of derogation from Articles 5, 6 and 9 of Directive 2002/58/EC, Member
States shall adopt measures to ensure that the data specified in Article 5 of this
Directive are retained in accordance with the provisions thereof, to the extent that
those data are generated or processed by providers of publicly available electronic
communications services or of a public communications network within their
jurisdiction in the process of supply ing the communications services concerned.
2. The obligation to retain data provided for in paragraph 1 shall include the

retention of the data specified in Article 5 relating to unsuccessful call attempts

49) OJ L 108, 24.4.2002, p. 33.
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where those data are generated or processed, and stored (as regards telephony data)
or logged (as regards Internet data), by providers of publicly available electronic
communications services or of a public communications network within the
jurisdiction of the Member State concerned in the process of supplying the
communication services concerned. This Directive shall not require data relating to

unconnected calls to be retained.

Article 4

Access to data

Member States shall adopt measures to ensure that data retained in accordance with
this Directive are provided only to the competent national authorities in specific cases
and in accordance with national law. The procedures to be followed and the
conditions to be fulfilled in order to gain access to retained data in accordance with
necessity and proportionality requirements shall be defined by each Member State in
its national law, subject to the relevant provisions of European Union law or public
international law, and in particular the ECHR as interpreted by the European Court
of Human Rights.

Article 5

Categories of data to be retained
1. Member States shall ensure that the following categories of data are retained under
this Directive:
(a) data necessary to trace and identify the source of a communication:
(1) concerning fixed network telephony and mobile telephony:
(i) the calling telephone number;
(ii) the name and address of the subscriber or registered user;
(2) concerning Internet access, Internet e-mail and Internet telephony:
(i) the user ID(s) allocated;
(ii) the user ID and telephone number allocated to any communication entering
the public telephone network;
(iii) the name and address of the subscriber or registered user to whom an
Internet Protocol (IP) address, user ID or telephone number was allocated

at the time of the communication;
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(b) data necessary to identify the destination of a communication:
(1) concerning fixed network telephony and mobile telephony:

(i) the number(s) dialled (the telephone number(s) called), and, in cases
involving supplementary services such as call forwarding or call transfer, the
number or numbers to which the call is routed;

(ii) the name(s) and address(es) of the subscriber(s) or registered user(s);

(2) concerning Internet e-mail and Internet telephony:

(i) the user ID or telephone number of the intended recipient(s) of an Internet
telephony call;

(ii) the name(s) and address(es) of the subscriber(s) or registered user(s) and
user ID of the intended recipient of the communication;

(c) data necessary to identify the date, time and duration of a communication:
(1) concerning fixed network telephony and mobile telephony, the date and time
of the start and end of the communication;
(2) concerning Internet access, Internet e-mail and Internet telephony:

(i) the date and time of the log-in and log-off of the Internet access service,
based on a certain time zone, together with the IP address, whether
dynamic or static, allocated by the Internet access service provider to a
communication, and the user ID of the subscriber or registered user;

(ii) the date and time of the log-in and log-off of the Internet e-mail service or
Internet telephony service, based on a certain time zone;

(d) data necessary to identify the type of communication:
(1) concerning fixed network telephony and mobile telephony: the telephone
service used;
(2) concerning Internet e-mail and Internet telephony: the Internet service used;
(e) data necessary to identify users” communication equipment or what purports to
be their equipment:
(1) concerning fixed network telephony, the calling and called telephone numbers;
(2) concerning mobile telephony:

(i) the calling and called telephone numbers;

(ii) the International Mobile Subscriber Identity (IMSI) of the calling party;
(iii) the International Mobile Equipment Identity (IMEI) of the calling party;
(iv) the IMSI of the called party;
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(v) the IMEI of the called party;

(vi) in the case of pre-paid anonymous services, the date and time of the initial
activation of the service and the location label (Cell ID) from which the
service was activated;

(3) concerning Internet access, Internet e-mail and Internet telephony:

(i) the calling telephone number for dial-up access;

(ii) the digital subscriber line (DSL) or other end point of the originator of the
communication;

(f) data necessary to identify the location of mobile communication equipment:
(1) the location label (Cell ID) at the start of the communication;
(2) data identifying the geographic location of cells by reference to their location
labels (Cell ID) during the period for which communications data are retained.
2. No data revealing the content of the communication may be

retained pursuant to this Directive.

Article 6

Periods of retention
Member States shall ensure that the categories of data specified in Article 5 are
retained for periods of not less than six months and not more than two years from

the date of the communication.

Article 7
Data protection and data security
Without prejudice to the provisions adopted pursuant to Directive 95/46/EC and
Directive 2002/58/EC, each Member State shall ensure that providers of publicly
available electronic communications services or of a public communications network
respect, as a minimum, the following data security principles with respect to data
retained in accordance with this Directive:
(a) the retained data shall be of the same quality and subject to the same security
and protection as those data on the network;
(b) the data shall be subject to appropriate technical and organisational measures to
protect the data against accidental or unlawful destruction, accidental loss or

alteration, or unauthorised or unlawful storage, processing, access or disclosure;
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(c) the data shall be subject to appropriate technical and organisational measures to
ensure that they can be accessed by specially authorised personnel only;
and

(d) the data, except those that have been accessed and preserved, shall be destroyed

at the end of the period of retention.

Article 8

Storage requirements for retained data
Member States shall ensure that the data specified in Article 5 are retained in
accordance with this Directive in such a way that the data retained and any other
necessary information relating to such data can be transmitted upon request to the

competent authorities without undue delay.

Article 9
Supervisory authority
1. Each Member State shall designate one or more public authorities to be responsible
for monitoring the application within its territory of the provisions adopted by the
Member States pursuant to Article 7 regarding the security of the stored data. Those
authorities may be the same authorities as those referred to in Article 28 of
Directive 95/46/EC.
2. The authorities referred to in paragraph 1 shall act with complete independence in

carrying out the monitoring referred to in that paragraph.

Article 10
Statistics
1. Member States shall ensure that the Commission is provided on a yearly basis with
statistics on the retention of data generated or processed in connection with the
provision of publicly available electronic communications services or a public
communications network. Such statistics shall include:
- the cases in which information was provided to the competent authorities in
accordance with applicable national law,

- the time elapsed between the date on which the data were retained and the date

on which the competent authority requested the transmission of the data,
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- the cases where requests for data could not be met.

2. Such statistics shall not contain personal data.

Article 11

Amendment of Directive 2002/58/EC
The following paragraph shall be inserted in Article 15 of Directive 2002/58/EC:
“la. Paragraph 1 shall not apply to data specifically required by Directive 2006/24/EC
of the European Parliament and of the Council of 15 March 2006 on the retention of
data generated or processed in connection with the provision of publicly available
electronic communications services or of public communications networks(*)50) to be

retained for the purposes referred to in Article 1(1) of that Directive.

Aricle 12
Future measures

1. A Member State facing particular circumstances that warrant an extension for a
limited period of the maximum retention period referred to in Article 6 may take
the necessary measures. That Member State shall immediately notify the Commission
and inform the other Member States of the measures taken under this Article and
shall state the grounds for introducing them.

2. The Commission shall, within a period of six months after the notification referred
to in paragraph 1, approve or reject the national measures concerned, after having
examined whether they are a means of arbitrary discrimination or a disguised
restriction of trade between Member States and whether they constitute an obstacle
to the functioning of the internal market. In the absence of a decision by the
Commission within that period the national measures shall be deemed to have been
approved.

3. Where, pursuant to paragraph 2, the national measures of a Member State
derogating from the provisions of this Directive are approved, the Commission may

consider whether to propose an amendment to this Directive.

Article 13
Remedies, liability and penalties

(*) O] L 105, 13.4.2006, p. 54.
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1. Each Member State shall take the necessary measures to ensure that the national
measures implementing Chapter III of Directive 95/46/EC providing for judicial
remedies, liability and sanctions are fully implemented with respect to the
processing of data under this Directive.

2. Each Member State shall, in particular, take the necessary measures to ensure that
any intentional access to, or transfer of, data retained in accordance with this
Directive that is not permitted under national law adopted pursuant to this Directive
is punishable by penalties, including administrative or criminal penalties, that are

effective, proportionate and dissuasive.

Article 14
Evaluation
1. No later than 15 September 2010, the Commission shall submit to the European
Parliament and the Council an evaluation of the application of this Directive and its
impact on economic operators and consumers, taking into account further
developments in electronic communications technology and the statistics provided to
the Commission pursuant to Article 10 with a view to determining whether it is
necessary to amend the provisions of this Directive, in particular with regard to the
list of data in Article 5 and the periods of retention provided for in Article 6. The
results of the evaluation shall be made public.
2. To that end, the Commission shall examine all observations communicated to it by
the Member States or by the Working Party established under Article 29 of Directive
95/46/EC.

Article 15
Transposition
1. Member States shall bring into force the laws, regulations and administrative
provisions necessary to comply with this Directive by no later than 15 September
2007. They shall forth with inform the Commission thereof. When Member States
adopt those measures, they shall contain a reference to this Directive or shall be
accompanied by such reference on the occasion of their official publication. The

methods of making such reference shall be laid down by Member States.



7 SSHQ SAH|olE{2] E2tof et X|& DIRECTIVE 2006/24/EC 175

2. Member States shall communicate to the Commission the text of the main
provisions of national law which they adopt in the field covered by this Directive.
3. Until 15 March 2009, each Member State may postpone application of this Directive
to the retention of communications data relating to Internet Access, Internet
telephony and Internet e-mail. Any Member State that intends to make use of this
paragraph shall, upon adoption of this Directive, notify the Council and the
Commission to that effect by way of a declaration. The declaration shall be

published in the Official Journal of the European Union.

Article 16

Entry into force
This Directive shall enter into force on the twentieth day following that of its
publication in the Official Journal of the European Union.

Article 17
Addressees
This Directive is addressed to the Member States.

Done at Strasbourg, 15 March 2006.
For the European Parliament For the Council

The President The President
J. BORRELL FONTELLES H. WINKLER
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