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How Someone Can Re-identify Your Medical Records

gh patient names aren't attached to the health
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ion with Latanya Sweeney, dir
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the word “he d." ;) ity

Most of th Man, 61, thrown from motorcycle
Ly}

na age, town of (A 61-year-oldSoap Lake man waq huspitalizedg turday afternoon after he was thrown from
dence and rea his motarcycle. o

Raymond E. Boylston was riding his 2003 Harley-Davidson north on Highway 25, about 16 miles
north of Davenport, when he failed to negotiate ajcurve to the left, the Washington State Patrol
said in a news release. His motorcycle left the road, becoming airborne before it landed in a
wooded area. Boylston was thrown from the bike jhe was wearing a helmet during the 12:24 p.m.
incident, the WSP said.

He was taken t jhere his candgion was unavailable Saturday night.

ZIP code, pl g Find People
Bpproxima

Raymond [ Boylston washington  Q

1
Within the electroni i Raymond E Boylston 0

private patient information
including: physician diagno!

procedures and payment Soap Lake, W.

information. 60-64

MEDICAL, RECORD

admitend:
Raymond E. Boylston,
identified in

STAYTYPE:
HOSPITAL: 3 closed fracture of other
COUNTYRES : pecified part of pelwis; pelv

AGE_MONTH: 72 fx—clos/pelv disrup

@ Bloomberg Visual Data
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Consent mechanisms should provide:

a. Clarity on whether individual consent to the processing of their personal health
data is required, and, if so, the criteria used to make this determination; what
constitutes valid consent and how consent can be withdrawn; and lawful

alternatives and exemptions to requiring consent, including in circumstances

where obtaining consent is impossible, impracticable or incompatible with the
achievement of the health—related public interest purpose, and the processing is
subject to safeguards consistent with this Recommendation.

b. That, where the processing of personal health data is based on consent, such
consent should only be valid if it is informed and freely given, and if individuals are
provided with clear, conspicuous and easy to use mechanisms to provide or withdraw
consent for the future use of the data.
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O ¥ NMIHEES A=W(EDPS)S Hrold A siZo] 3t A A (Meeting
the challenges of big data)' oA HHlolEE o] &stee 7|#2 AAHE Ao
ol YAZ 7HAoF st=AE HASHL Sl 3 st7] 9siA &=

Aelel s #EET F2H AAFEIL FAJMA, ofwgt AP EI}F A2 =9l

=,
=

M8 oS 2ot da2EY = (ogios ZHET A PASHL 5. ©f
A3 YA grgEd wet #HHT £AE dolH9 ygo] dHd & Qo
= de Adt A ol 7Y MIYEEDS FEHY fAAM it AR
o st HEZF B8

The EU intends to maximise growth and competitiveness by exploiting big data. But the
Digital Single Market cannot uncritically import the data-driven technologies and
business models which have become economic mainsiream in other areas of the world.
Instead it needs to show leadership in developing accountable personal data processing. The
internet has evolved in a way that surveillance - tracking people’s behaviour - is considered
as the indispensable revenue model for some of the most successful companies. This
development calls for critical assessment and search for other options.

In any event, and irrespective of the business models chosen, organisations that process large
volumes of personal information must comply with applicable data protection law. The
European Data Protection Supervisor (EDPS) believes that responsible and sustainable
development of big data must rely on four essential elements:

' organisations must be much more transparent about how they process personal data;
. afford users a higher degree of control over how their data 1s used;

. design user friendly data protection into their produets and services; and

. become more accountable for what they do.

When it comes to transparency, individuals must be given clear information on what data is
processed, including data observed or inferred about them; better informed on how and for
what purposes their information is used, including the logic used in algorithms to determine
assumptions and predictions about them.

<J23-3> “Meeting the challenges of big data” the European Data Protection Supervisor
(EDPS), 2015. 11

68 2017. 11. 27



NAFE Aot Agshrt HA= Hdoly

s

=Holo AlF. ol

o
ﬁo

H

ol %
o

e ohue skadE, o

Hgol4 Ao Bz wold

1€

[¢)

o}
.

A E

on
B
750
o|J
NS
o}

<l

<A
o
!
=
ﬂNO

To!

ol

O
plo

A4 A7} of

r
-

33

L AR AsAs =Udd, Z2 A

o}
.

A ol

O 714

|
iy

11_10

0%
Tole

)

__O._

<

AolA delz Aw @ 5E 9ok 1 ¥ Yo Jur} ohrbetn

Lo,
%

il

9l

Al
=

s
oyl
A

J'
==
ile}

—_—

X

mm.o
J

. R

o

o

Bl

ol
o

-

—

oR

Hn

Hln

=
=

A, dlolH

BA He

=
=

79 golgolw], 7} o|g

=

|

ol

BHYAE HF

B
&%

r

o
o
.mo

—_

™H

<

o
il

of-
i

—

O

=

—_—

<

s

N

il
T
‘w.o

—_—

jmt

ﬂNO

§4d ojd Az Hgoy

SH
ol
__O_L
=

—

29| care.data NHS 9& HE F5 A4

A2eta 2

'

—_—

mjn
——

Heg A AAT

o

A 69

ol =

X2
=

SIS

= Bz

~
(=]

0l



1o

—_—

m

olJ
__OT_
=

o
SH

oF
=
3

=

N
ol

o}
Tor

i}
=

P
o]

St oW mAz Wdolg Aol

|

o ol %

|

o
o
T

—

<+

Jl
_,A.O

oA

o
Ho
=
file}

g

ol

a3

S5} go) weh 137 19

o}

St
=

MdA 78

s

JREELEERY
ehe wet g e Al A

24

S
=

—

oH
%R

Al

A

]
=

A HF

=
<)

Tl
v

Al
-

-

)
Nfo

—_—

S
pfl

Gl

olJ
5
J_,NO
J_,N.O
7o

—_—

~

Ahl
o

J_,NO
=
~o
A
TR

&M

o1
Ho

°

Ame 87

A= SHe.

9

%

Reggoz 4

o A7} ofw

9

Al
=

SER

o

Zols, ol

Tod

oF
o

\_l‘_nmo

L

3]

ToR

e

deds ted g 43

—_
__OL

ol
U

or

<+
k-

=]
0]"1:‘

HAE FofolA HHOIE L 43 Aol &

.

mm_'

o+

o

mr
<~

—

KM

[¢)

el

&

. =9 ol

o}
a

9 Ao

=
-

18 T4 B
NF2A HAYR

afjor st o=

7} 9
A )

dold %
2 4%

H]
=1

=]
O]'T:

o
o =97} obd, Hot 7

=
=

o7l gorg o

=]
O]'t

A
A

=

Aol

=z
T

|

]

K

<

7]

ol

O

el

o

1jo

oln
ol

70 2017. 11. 27



O
|—__>',|_.
gl
~
N
2
re

Cf ALEI=RISI2E] AR, HEAL

4 2
5 04 = <

A2z A AR FAR FAF WL MR WARRo
Aeg atart s 4eE 7

A

-
=
)
=
fu
o
T
N
=
)
offt
ol
ok
rr
i)
2
=
o)
10
4
S
o)
)
e
b
1o
rlj
=)
ol
kT
=2
i
oxt

>
i,
>
)
N
N
12

ol

ol
ox,
Iz
ric

=)
ok
o
-

[0 m>
>
- e

lo 2 an r oE

A
fo HU

> o
=

r2 A2

of o}

e do M ox

4
AT
E
e
>
N
_OL -
2.
Sl
=
>

-

o
Hu
rir
O
E A

= 7t =9
Z1aEo] AA FA Aol Y FY AL
AEAZE & FHEAT 00 FEAAA
Tage AVlstel 2 14

oE

rlo

fo B oom
r
s
2
h=
juiss
N
Tomr i o

=
==
ol
o
&
rb~
S my

jus)
==
o
oxl

—~
L

ol
-1
=
w
==
[
L
iy
ok
=

ret
0x
I
HT
™
o
Hl
i

Hlole =zl Mete] EMAE 71



oV
O
~ il
@ww%n
S R =
mvr_L < o 1”_I ,q_ol w_ﬁu .A,_
Gl £ N e :
do X UF 1:_% R ) Ho
] X ‘_n_ﬁ O_ © J_,NO —_
< = o oF o L.__L W MM o ™
B o = o| o8 ol ﬂ;@ X M L_y._m_l N3 k oF T
= * =z o8 X = o or ST Tr o ™ T
oF = = W ~ o o ™ T — ™ T o
e © Nfo i | ,w, e o < O TO TO o
ol oy T AW oW % o M LoRwm ol ol o Nfo o m_u o,
Jaﬂwqﬁf __Wﬂﬁmﬂ MﬂoaommﬂM mmﬂu ™
~ I B T e . , ﬂi_ﬂ_a > 71rﬂ,:
%_lzo} @%@mﬁ waw ﬂ}ﬁao W@m_
B — = Gyl 0o J N X H X
—~ I = __O._ O~| jo ‘__Im_u ,yAI_I Z*.O _L .HT_ o R mﬂ =t R
Tk w < e B = T x % wﬂxfz
—_ = . =~ : o IS o 1o iy — it o
oK — > ol ML o o 1__/|o = ) E_W e ~ o XA NDIM
L& ronlilies o H =n ! ~n oD o = o5 =
~ N ~© g o o - X = o r B 5w A o
AT y}zﬁﬂ 5T G % o mﬂa.zﬂ
,mwﬂWL mu7§ ﬂ%urw_m} g H%m_wﬁa
o WE [=1 H_E B ™~ JHI._ H ™ o ,W_ o 1W| el K s~ 3]
L = 3 .w ol iy "o 5 ®O © ! A o oy ,u =
X = or 2 = - H = HO oH o = < A G- Nlo i X o
TemE ﬂ@i_gﬁ nyn,_&w;%._ﬁw_uo_m = E
M 1__1_ ,_ﬂol.._ ‘EIL —_ O_l Nlu_ﬂ M n_u._ 1__.._ ] ‘Dl‘._ ToM O_ 17_A|O - O_H o ﬂﬂ.”w_ E._O N
) =5 H R = mf % TR h ow T =— o %0
T e B R R L iy T o= }ﬂ@@d
)11 = LA ﬁunﬂ_mﬂml ﬂLiﬂL_Lizr_W% A,E_n_m
SIS 0 Ewew ® ﬁo_7ﬂo_¢} e g
~ t:3 e " = W =~ o = UGS T °
o Kol = EROR gy o R Ve =T = = il
1__/|.A <A ﬂ_l lrh — ,._mc_lw_ ,_u.__m_l O_,._ _— L_.._ 5 wm_|1_ —_— ~ X m_.o_u V o 7:._
e = o o ) = L T ol K nf B
R 4r - ®o I 1 = m <F MH xu o8 = oy o %o LT e o O
N H NS o| - —~n T " H =W ™ ° o o o — o} o
op e N NH LY = B Ho = o ﬂNu ~ Nz of
< RO O~ = = ™ Mo o B Ho o = & o W My =o = X °
RGN < o O NI zo o o| ol Ho
o ol N o SIS 1o ol ™ o ) =
To o o (7)) T o = S Lo 3].1 Tod %o o off Ho or o T
O B = TR N A%szﬂﬁlmEﬂl Jl,;,_
P = T = MRS T W o
E]qma @aa:._. = < o oo
oF T N H _ = e X he — 1_,m
_,AO ,QI ﬂt,l_._ ~ N JnDln_ O_| ‘.Al 1__1_ _.EE ,Dlu_ ﬂA.l L_l._ru_l 1O_l 7D
@) A R e T R - oF =8 a- o =t
B S n % X = 5 SF —
™ K WA A mﬂ o o oA
O aﬂoﬂrﬂ_‘ 3 wn T =T
o |H L_L o ﬂ_MO ;O._ ‘_I47|AA__| _
e e uﬂﬂ MM
O X 78

2.

2017. 11. 27

72



_
~ TS
ToH
o< o
n te} .
i N B o
_Qm% %ﬂ_o%o_nmﬂ
.._W, — R sn_i ~K o o
m < _ =] NI b °
—_ L_lL Io) _:_._;.mﬂ,.v_mo‘ol,ol oR oT P
17rel_ea mf;lumﬂ%%fﬂﬂo T
L m@@a%%%aﬁ TEERE
f— fe) ) — — —_
Em% zow_gomééﬂmﬂmw _wﬁﬂﬂw_ﬂw
J|L|a s ot = E_Eﬁﬂn el sy <0 N
< T o %%%Mga@qa H@ME@T .
}Jo_e z;%ﬂﬂoﬂoml T ﬂoﬂzxmu%i B
o A G o KT 1HT1M:NO °l
—_— =) = 1rE o ~ - ,__Lol.._ ﬂ o% oA N .HT_ o = Wu_“ "’
E_E I T+ 60 _/.._ _/.._ oH _1_ _— — o ol 3
i ~ oA o = = o %o oF L1 ,
~ HI ol i = LI ol H T S | M.._ ﬂumo L = MM i o
[oar X 0 —_ L —
= @@ﬂm@%wmm k%%ga@ “« & @
WOM @%WWHWEE_ao ﬂouuii_@% H El 5
I R 5 ¥ < Cziic e 3 g
N — B = o ! 9
w2 qﬂ&uﬂoi@%L o ]Bu mnlﬂ/l e TH mir
HO Mo Ho ,_1%@10 2&.%1: M2 1o Hemu Mﬂmﬁ o & [
I—M —_— - OT_ - ﬁE ) oF o O B | __i — jas ‘Dl,._ =
5 o o G a1 = T %o < =N o . w5 o Kl
= = ol o H — < H . o4 ! = = oF |
H._ MWL C_O HAD ,OLIO ‘_ﬂ_ol % N ‘lﬁ E_E e N JnDn._ n E_E ﬂ_Al ny o o . ki
R0 ™ o X %onow_ew%_gww ﬂﬂuogm@o_ ) 2z 5
o RV oliﬁmloﬂﬂ.,ﬂJﬂ i%mh&rmmui% w% Er o
w o _ _ ) i) =
S oy BB o 5 X o m g o & IR aF 1E S
= 1_.1H1 J]AEEA‘ot Ao:._}ll =
7.A vA,.._D J-L o = . 1jo i [m E_E.mH
u 1r\o_uﬂo %loﬂoowlmam_xq Pﬁoﬂﬂ_l%_/ﬂ G Zﬁ% = =o._|“_
al o | = K - = a = i N G N NH ny HE N mm.__]r J._
o ™ = o T Jl4 il o — o @ ol o I ™
orl G mﬂmﬂ}wﬁﬂ%ﬁﬁlﬂ o w2 Gl -2 iy
- 1r,Hl ]W],ql.lﬂ. 1rHT_J| ULumVTZO O_HrA c._oo Lo F
~O IH o — B < N° _ . i = o N -
<0 X° x° — 2 = X <R ~ KO X8 <z " s LN% il i L o ro | RO
. 7]d| tJ_HQﬁoAWZ]] X B __o]eo_ B Fo o .
™ o) % s 5 = ol o K T B ns . o ) o ]
O vA_l 1_0 ] H8Y mt O_ - — [y E 1@| 1jo _I,I_ HL OT o ‘l—_/lyA ]M %QV aK o
ﬂohﬂ%ﬂmmmyovo %qumii} ) o
o S s Rr X = o|J ™ k- = oo A o~ mma,ur ww._,m|
2 s Lwr ™ o_ﬂ,b.___o,_E._Q\Ul Cay
! Bk p oo ol o mﬂu:wﬂll LIS = o
EA) — N T i AR = % ®
a_ﬂﬂ(\o@ ﬂoV ﬂéﬂuﬂ w‘ﬂ uﬂomﬂ%
T o o o o 2% E
: a‘Mﬂomm ol i ik
O X ™ o il i =
I oF or i i o
o ﬁﬁa mbmm
o T
o o
m T 7o °
WO ﬁﬂ.AT
= I




7h 9 FAAF 840l

[¢}

I

1
JHOIME H|AY XX 7}0|=RIQP
2 F94A

L=}

=

I

)
—

Y|
=

Al

=
(L

o

4. BUSX|F HZEE YOOI

x e
< i
= g 2 EREZ R
' — o X il .
un —: Bl oE o 52 %%HM@AT
T P E %Eﬂnufﬂ % T K
o o — L S o n! "o opl o Tol!
S o D2 o or o _ oE o o e
uy O C_E 0 ;ﬁ —
S e ™ e mo Mo X = o wH
oy Wi o Jlo X Ing Hl - ~n =~ N =
AN U g N &R B O N o=
o B oo N o X = W i
_” )Aml ‘ﬂul ‘Aluﬂ — . _E 0 —
| -~ ,_ly._.ﬂ ﬂ”\_ 1:.._ o oo B ar _— f 1jo
T = W Ko o = o ﬁrﬂmﬂﬁﬁﬂﬁ
= 5 < e R Mo = o = N = ~H
— ,_LIL ,,_UH o X __OE o Z oy 1__1_
B o o~ Mo ol ™) o X oW _ F = "
OIS el iy ~ i = N or Al o ol
= o N < T i
wooA N o) =< R ST mo %o W
Mo o 1 e oL, B WO S I
Lmur o8 — IO O_U KO ,_Hyﬂ_ X — M ,,_ln_v.ﬂ —] ﬂo E__._._
wwﬂmﬂr ay ®§ﬂ1ﬂx "B o LIl
To T Jum = fo O 1 Mo I P X __M_o 2 %_Al
ﬁa_aimﬂ o w_mﬂﬁ1ﬂ]aa ﬂo,zoﬂoo%@
o =0 o ~ on aK ~ o M — e %O
i Mo w® %u o oy mm ) < =
2o o oM TG ©oar o T L
< T ol &AW ! T
R ol & o ¥ w_mmo@o_l__
.ﬂAIl ~ 1__/| _.Eu_ OT._ ™ 0_1_ = m_rL Bo o HT._ D.f! ﬂ_l fo) MH
T N- Al M_ B ™ oA K mK Mo Ho m__m <A
Moo oy T T L B W ool o 5T
sl < il W < o lob & LM o =
o n Y o v elg R Yo o O R T 2
—_ — oy =
o B = wu_x@oﬁa %ézﬂyu
__ = mo ° X® %o H -5 N
<3 ,_|_,_A| 16° = or [GAaa—— oy ~ e =T
F1 ® B A _ o B oH M or = o
Io} o ° Ao A = o o or W o
a = ol Ho =0 oo ~ H| o K e FHo __1w ajo T BO mO
o N _|_.o.° o nH _ oul B T mU_v.._ i
i T Gl e e NI E R
SrEz M I P mgﬂ%oﬁoye
° = = fay mw_m ) B oA 0 o T =R BT
To) O o] B OB OB o
O

74 2017. 11. 27



=
T

ol
=

19| 7| LA =

gd

dt

Health-ICT &t 7|4

A -

(=)
T

<

1.

. o_n._

M

ze)

Jlo

™H

—_—

s

mmo

olJ
N

DNA A

Aol &

NEZ Ho

shel

=

)
o
o

~KH

<+

-

1

]

B71A]

ol

"I

Hr

97 1,070.89 9 549)

o
9,

o]
A

) (5,0603.4% ¥ - =1 3992.6

ot

s (4

A

)

2

(P-HIS) +%(849.99 ¢)

c Agola 7ak Azkma AH A (533,79

),

¢

M (848.79 ¢)

ARAY 4

Al 7]

| 2ME 75

3

Cilo[E

al

0l



HoAte HYApE
s B

(AR 27 5 (= b))

yEARIE UANAE

sA s una

HR21 2715
{EHRs)

EEEEEE

BHO|ER ] A
(4R RS E 5)

i 12HA|:
erdll J22E ATE IS
Pa ke k2N
HEe|EXHE s
= GTHER
SHREUE ——t 220HH|:
(Hub) KA A S EThX 2 E Y
AHEE 300HA:
— Helols AMH|~
dAPR o1 =2} L= (p-HIS)
THHEE
w—— EECLEEEEH

<#H4-1> 8 oy HE Y&
FE o 32 2 g cHak ol
MEAIE 1 |(O1285) &ol SelM, ol7st EM) oz S 102t
(et 2 UANE) AMIpid x|Z25ig), k==, J1E=, ofMad, AH(Z[C] 502 )
slAzleel, AZAE] R, XD EFFHE(EAH, ST, AME 4
Hess §), AAAS, EH 2 AHAA HE, AMHA HE
(MAAIZ) E& EH, genomic DNA, &4, mEl My =% 5
(FHEE) FIIMAMENGS), F8A & S Al2
(Life-Log Data) MM Z7|gt S L 2jo|ZAEI REHE (50, 4]
of, A Es, MEsayE, XYE, Sa8E, Mukr §)
MEAIY 2 |MZDNA £ = 30004 7§ FEIAL HAL eiAb 12F & R/
AlEH B s AR o™l BMRIEA, AMAIY Of7] S FEEZ | DB
S Zlti 203 220l s LAY =3 oM QAN H
O|xfod7toll Z25t BtXle| A2 S HE2 AMASID 22| 2 DB

O 2016 KISTEP AHEEA &4 & 752.39

76 2017.

11. 27

H(630.89 H¥)o= A<



X Aty Al 712t
EH=X|F(47H) ol Al ol T Z= A AL '08~H =%
=S ST |7 LAY 13~H %
M| 27| ST AR '08~'20
o e e N 12~Al%
Az 25(47H) AHRHAE ESIALY 12~AlZE
Sh= ol R A AR 10~H|Z%
SR QIR EIM| S SR ALARY 01~AZ%
SHROIA| K 28 A LA ‘08~
O|2H & Z=2FsHR(37H) HIO| 22| 27| S7H LAY ‘04~H %
H|E||O|E{ EL_E’_ ADl.EA—IHIA A||:HA|.04 ’14~7:”_/_.|\_
F SRR after—care 7|27 I MZAY 15~"17
LA SARRIE(27H) LA AT | STH AR 09~H %
x|-0|A}0-l|:||aHA-III-EE#A|.04 12~"18
CH (27H) EAEI SO R ALY "14~21
SRR S BT [ S7H LAY 15

O ofn] 2001978 o2 A7 AdelA ALY AAE 24 BE 249t 3
2008 FE A2t BiobankAt@oMut 24 677 Ho] HAAE FHE

|o
LTI

ool wm oo

AAAZH). o7 F7t2 FAHT G DNAE 4 Z4 5 okst+=
slof gt mebA 7]E Aol gt HEet B & 37 AFY o7
ok . oleld BT o] F712 10-50% We] DNA 43she=
D}/do] %

)

S rdow
ol
rlo e

tel

O HGP ©]% postgenomicsgt= o5 ot thoFgt
4 f84 58 =d =92 ASHL 98

oo it 5H oH2
HgE Qe 9 N FAA mebo]H Al (genomic privacy)w AT U3
g4 Qe 240t v A7 JdES A A FEINGSEA 5)2
A4 4

3. CHIAIEISPIOISRIOD, <ERE SolM), EHE2 U2

O ey BE AHE 7

il
5
M
X
)
ol

Wiy

6) [ EaEAR= Hdos 7la7H 1S Bl ‘259 Vo E v 2L JdEaR) ds JeZ 45 0 4
A4 33 AF73A — 76A) L Ao Auk F£Fo g Jgu FE TAT% — 3%)

O 3t Aol¢h@ S, Ak, A 5 AEE 6% F7H84% — 144%) (2016.8.10. EX - HEAIT)

o

g5 229z glHog R MEfe| EME 77



g 54 o

2tolo|ut informed consent, IRB

T

}ol

20006 5 g A]

L
1

(F=9] UK biobank

0]
A

Al

294 A4 A7, And

20064

r
-

7 507 A AA

=
1

7} 2}

=
s

ﬂO

O 7iele] DNA Ho], 3

74919 DNA Ho]

v«
-

HCES

e %

=

ol

o
oW

DNA Ho]*
gt ogyate] HAR AJAH Ao

AeA =0t Ateld Fevt Bad

__é__.]-_

o7b okd ‘A A A o

2
L

78 2017. 11. 27



2

ojEl Foin

2y

AFE7L

A 79

ol =

X2
=

SIS

= Bz

~
(=]

0l



80 2017. 11. 27



M 81

ol =

X2
=

SIS

= Bz

~
(=]

0l



Z1
(=

A

[=]
L=

Y7ol H7iolg YGoje] 23 2fo|
27

{

2017. 11,

©:

F

<H

el

]



